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Zatgcznik 1

BEZPIECZENSTWO ELEKTRONICZNEGO PRZEKAZU
DANYCH W SIECIACH TELEINFORMATYCZNYCH

Istnieje wiele niebezpieczenstw w dziedzinie przekazu danych w sieciach. By
moc pisac o technikach ochrony danych nalezy najpierw sklasyfikowac zagrozenia.
Ataki na bezpieczenstwo mozna podzieli¢ na:

- pasywne - napastnik po przechwyceniu wiadomosci nie Ingeruje w jej

strukture;

- aktywne - napastnik oddziatywuje na system informatyczny powodujac
przerwanie transmisji, modyfikage danych lub podszywa sie pod kogo$
innego.

Przyktadem ataku o charakterze pasywnym jest przechwycenie, (rys.1 b).

Przyktady atakow aktywnych to:

Przerwanie, (rys.lc); zniszczenie czesd informacji albo spowodowanie jej
niedostepnosci lub niemoznosci uzycia - jest to atak na dyspozycyjnosc.

Modyfikacja, (rys. 1 d); napastnik po zdobyciu zasobdow dokonuje ich
modyfikacji - jest to atak na nienaruszalnosc.

Podrobienie, (rys.1 e); napastnik wprowadza do systemu falszywe obiekty -
jest to atak na autentycznosc.

Niezbedna rowniez jest klasyfikada ustug ochrony:

Poufnos¢ to gwarancja, ze informacje w danym systemie komputerowym lub
przesyfane siecig mogg zosta¢ odczytane tylko przez uprawnione osoby.

Uwierzytelnianie to gwarancja zrodla. Polega na poprawnym okresleniu
pochodzenia komunikatu.

Nienaruszalno$¢ to gwarancja, ze Informacje w systemie moga byc¢
modyfikowane, tylko przez powotane osoby.

Niezaprzeczalno$¢ transmisji jest to gwarancja, ze ani nadawca, ani
odbiorca nie moga zaprzeczy¢ faktowi przestania komunikatu.

Kontrola dostepu to gwarancja, ze dostep do zrédla informacji jest
kontrolowany przez system.

Dyspozycyjnos¢ to gwarancja, ze uprawnione osoby beda mogly w kazdej

chwili korzysta¢ z zasobow systemu.



SYSTEM INFORMATYCZNY

. MIEJSCE
ZRODLO PRZEZNACZENA
INFORMACII LLUEOHMACH

(A) PRZESYL NORMALNY

Rys. 1 Aktywne i pa”ne sposoby naruszania bezpioczcrisiwa w systemie infonnatycznym
ZrocUo; \ipracowanie wiosne nxpodstcwrie "Bezpieczenstwo systemdw komputerowy”” A Cirzywaka, Gliwice
2000



Ochrona danych przesytanych w sieci

Ochrona informacji przesylanych w sieci prywatnej i w sieci publicznej
najczesciej odbywa sie poprzez hermetyzacje pakietdw danych, polegajacag na ich
szyfrowaniu i dodawaniu nagtéwka zapewniajgcego autentycznosc i integralnosc.

W Internecie powszechnym rozwigzaniem jest tzw. "bezpieczna wirtualna sieé
prywatna". Wirtualna sie¢ prywatna VPN (Vrtual Prevate Network) to sie¢ kanatow
transmisji danych, otwieranych pomiedzy stacjami typu gateway lub ruter, poprzez
ktére odbywa sie przesytanie informacji w formie zaszyfrowanej.

Gateway jest to komputer sieciowy wyposazony w co najmniej dwa interfejsy
sieciowe np. posiada dwie karty sieciowe, umozliwiajgcy taczenie rdéznych sieci
fizycznych. Odpowiednio przystosowany gateway lub ruter moze oprocz sterowania
przeptywem pakietow danych wykonywac ich szyfrowanie. Tworzenie sieci VPN
sprowadza sie do utajniania transmisji danych odbywajacej sie za posrednictwem
sieci publicznej.

Obecnie jedynag skutecznag technikg zabezpieczania danych w sieciach
teleinformatycznych sg algorytmy kryptograficzne.

Kryptografia jest odpowiedzig na zagrozenia typu:

- wlamania do systemu;

- podstuch sieciowy;

- podszywanie sie pod innego uzytkownika;

- modyfikacja danych;

- wyparcie sie przekazania danych.

Metody kryptograficzne

Kryptografia w szerokim znaczeniu odnosi sie do zakresu zagadnieh
zwigzanych z bezpieczenstwem informacji w czasie przesyfania i przechowywania.

Szyfrowanie to proces maskowania wiadomosci w taki sposéb, aby ukryc¢ jej
tres¢. Szyfrogram to tre$¢ informacji uzyskanej w wyniku szyfrowania.

Proces odszyfrowania czyli odczytania tresci szyfrogramu rozpoczyna sie od
informacji przeznaczonej do szyfrowania nazywanej tekstem jawnym lub tekstem

otwartym.
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Rys. 2. Odczytanie szyfrogramu.

Szyfrowanie i odszyfrowanie odbywa sie przy udziale algorytmu
kryptograficznego, nazywanego rowniez szyfrem, Kktéry jest w istocie funkcjg
matematyczng. W przeszioSci bezpieczenstwo algorytmu byto oparte na utrzymaniu
w tajemnicy istoty jego dzialania. Takie szyfry nazywamy algorytmami
ograniczonymi. Odegraty one istotng role w historii kryptografi. Obecnie nie
zapewniajg dostatecznego poziomu bezpieczenstwa.

We wspolczesnej kryptografii implementuje sie systemy Kkryptograficzne
0ogolnego stosowania. Ich bezpieczenstwo nie jest warunkowane tajnoscig algorytmu
szyfrujacego i deszyfrujgcego lecz zalezy ono od tajnego klucza deszyfrujgcego.
Gtéwnym celem kryptografii jest utrzymanie w tajemnicy tekstu jawnego.

Dziataniami stojgcymi w opozycji do kryptografii zajmuje sie kryptoanaliza,
nauka o odtwarzaniu tekstu jawnego bez znajomosci klucza, badz o odtwarzaniu
klucza. Kryptoanaliza zajmuje sie takze wyszukiwaniem stabych punktow systemow

kryptograficznych, ktére mogtyby otworzy¢ droge do poznania tekstu jawnego.

Analiza bezpieczenstwa systemow kryptograficznych

Transmisja danych w transakcjach elektronicznych nie moze przebiegac
w warunkach zagrazajgcych ujawnieniu lub jakiejkolwiek ingerencji w tres¢ danych.
Aby mie¢ pewnos$é, ze wiadomosé zaszyfrowana nie zostanie ujawniona, nalezy
zapewni¢ wilasciwe bezpieczenstwo klucza lub algorytmu szyfrujacego.
Bezpieczenstwo zapewnia réwniez uzywanie algorytméw o odpowiedniej diugosci
klucza tzn. takiej, ktéra w znaczacy sposéb utrudni ztamanie szyfru.

Szyfr jest bezwarunkowo bezpieczny, jezeli generowany przezen tekst
zaszyfrowany nie zawiera informacji w ilosd wystarczajgcej do tego, by okresli¢
jednoznacznie odpowiadajacy mu tekst jawny, niezaleznie od ilosci dostepnego

tekstu zaszyfrowanego.



Szyfrem bezwarunkowo bezpiecznym jest szyfr z kluczem bedgcym losowym
ciagiem znakoéw co najmniej tak dlugim, jak szyfrowana wiadomos¢ i takim, ze nie
uzywa sie tego samego klucza do szyfrowania innej wiadomosci. Jesli sg spetnione
powyzsze warunki, to przeciwnik nie jest w stanie rozszyfrowa¢ tekstu
zaszyfrowanego niezaleznie od czasu jakim dysponuje, po prostu dlatego, ze
w tekScie brak niezbednych informaciji.

Wiekszos¢ szyfrow jest jednak teoretycznie mozliwa do ztamania juz przy
znajomosci kilkuset bitéw tresci jawnej® Nie oznacza to jednak, ze szyfry nie sg
dobrym zabezpieczeniem. Istotne jest czy szyfr jest bezpieczny pod wzgledem
obliczeniowym w sensie odpornosci na przetamanie, a nie bezwarunkowo
bezpieczny.

Szyfr jest obliczeniowo bezpieczny, jesli koszt ztamania szyfru przewyzsza
wartos¢ informacji zaszyfrowanej lub gdy czas potrzebny do ztamania szyfru
przekracza uzyteczny ,czas zycia" informaciji.

Systemy kryptograficzne jako klucze wykorzystujg losowe ciggi znakow.
Aktualnie w systemach teleinformatycznych dane sg reprezentowane w postaci
ciagow bitéw. Kluczami sg losowe ciggi bitow.

Systemy kryptograficzne dzieli sie na dwie klasy:

- systemy o ograniczonym zasiegu;

- systemy ogdllnego stosowania.

BezpieczehAstwo systemu 0 ograniczonym zasiegu wynika z utrzymania
w tajemnicy algorytmu szyfrujgcego i deszyfrujgcego. W systemach ogo6lnego
stosowania bezpieczenstwo nie zalezy od tajnosci algorytméw, lecz od utajnienia
klucza deszyfrujgcego. Przelamanie szyfru przy znajomos$ci wylgcznie metody
szyfrowania powinno by¢é niemozliwe. Biorgc pod uwage dostepnos¢ klucza
szyfrujgcego wyrdznia sie systemy kryptograficzne:

- prywatne - symetryczne;

- publiczne - asymetryczne.

Réznica pomiedzy publicznymi systemami kryptograficznymi a prywatnymi to
problem utajniania klucza. Bezpieczenstwo systemoOw publicznych zwigzane jest
gownie z utrudnieniami jakie sprawiajg obliczenia. Szyfrowanie powinno by¢

obliczeniowo tatwe, deszyfrowanie rowniez, ale tylko dla uprawnionego odbiorcy.

A D. Elizabeth R. Denning ,Kryptografia i ochrona danych” WNT Warszawa 1993



trudne zas dla odbiorcy nieupowaznionego. Szyfrowanie algorytmem publicznym
jest asymetryczne, postuguje sie dwoma oddzielnymi powigzanymi ze sobg

kluczami, w przeciwienstwie do symetrycznego szyfrowania konwencjonalnego.

Prywatne systemy kryptograficzne

Algorytmy szyfrowania konwencjonalnego opierajg sie na dwoéch zasadach.
Po pierwsze na podstawianiu, gdzie kazdy element tekstu jawnego jest
odwzorowany na inny element. Po drugie na permutacji czyli przestawieniu
kolejnosci elementéw tekstu jawnego. WiekszoS¢ systemow przewiduje wiele
etapdéw podstawiania i permutowania. Jest to tatwe do zrealizowania hardware'owo,
poniewaz poszczegOlne bity doprowadzane sg za pomocg potaczen w uktadzie na
odpowiednie miejsca. Czas obliczen permutacji odpowiada tu jedynie czasowi,
w jakim informacje dotrg po potgczeniach na miejsce przeznaczenia. Implementacja
software'owa nie nadaje sie ze wzgledu na dtugie obliczenia, kazdy bit oddzielnie
musi by¢ przekopiowany na miejsce przeznaczenia.

W kryptografii prywatnej algorytmy symetryczne charakteryzuja sie tym, ze
klucz szyfrujacy jest wyznaczany z klucza odszyfrowujgcego i odwrotnie. W wielu

przypadkach sg one Identyczne.

klucz klucz
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Rys. 3. Szyfrowanie i odszyfrowanie algorytmem symetrycznym
Zrodio: ,Bezpieczenstwo systeméw komputerowych "Andrzej Grzywaka, Gliwice 2000

Formalne szyfrowanie i odszyfrowanie algorytmem symetrycznym mozna
zapisac:
E(m)=c
D(c)=m
gdzie: E - funkcja szyfrujaca,;

m - tekst jawny;



c“ szyfrogram;

D - funkcja odszyfrowujaca.

Algorytmy symetryczne wymagaja uzgodnienia klucza pomiedzy nadawcag
a odbiorcag dlatego nazywamy je réwniez algorytmami z kluczem tajnym. Algorytmy
symetryczne dzieta sie na dwie kategorie:

- algorytmy strumieniowe - przetwarzang jednostka informacji jest jeden

bit;

- algorytmy blokowe - przetwarzangjednostka informaciji jest grupa bitéw,

czyli blok.

Klucz szyfrujacy i deszyfrujgcy sa takie same. Bezpieczenstwo systemu
zalezy od tajnosci klucza i kanatu dystrybucji klucza. Nie trzeba utajnia¢ algorytmu,
nalezy jedynie trzymac w tajemnicy klucz. Te cechy szyfrowania konwencjonalnego
powodujg ze jest ono powszechnie stosowane. Dzieki temu, ze algorytm nie musi
by¢ tajny, producenci tworzg tanie realizacje sprzetowe algorytméw szyfrowania

danych. Sg one powszechnie dostepne i dotgczone do wielu réznych produktow.

Rys. 4. Schemat bkdcowy prywatnego systemu kryptograficz«g o
Zrddfo: Opracawame wtasne

Rys. 4. Schemat blokowy prywatnego systemu kryptograficznego

W przypadku, gdy alfabet wiadomosci jawnej i alfabet wiadomosci
zaszyfrowanej sg alfabetami jezyka naturalnego, mozna spodziewac sie zjawiska

redundancji (nadmiaru informaciji). W sytuacji takiej istnieje mozliwos¢ skutecznej



analizy statystycznej tekstu. Aby udaremnic taka analize stosuje sie:

Kontuzje - utworzenie zwigzku pomiedzy kluczem i szyfrogramem tak
ztozonego, jak jest to tylko mozliwe. W rezultacie kryptoanalityk nie moze uzyskac
uzytecznych informaciji o kluczu na podstawie badan statystycznych szyfrogramu.

Dyfuzje - zatarcie statystycznych cech tekstu jawnego w Kkryptogramie.
Mozna tego dokona¢ na dwa sposoby. Pierwszy to przestawienia - czestos¢
wystepowania pojedynczych liter w szyfrogramie nie zostaje zmieniona, zaburzeniu
ulega czestos¢ wystepowania par liter, trojek itd. Drugi sposob to uzaleznienie
kazdego znaku szyfrogramu od jak najwiekszej liczby znakéw tekstu jawnego.

Szyfr bezwarunkowo bezpieczny to szyfr z kluczem bedacym losowym
ciggiem znakéw, co najmniej tak dtugim jak szyfrowana wiadomos¢. Szyfr taki
nazywamy jest szyfrem jednokrotnym. Szczegdllnym przypadkiem szyfru
jednokrotnego jest szyfr Vemama. Przeksztalca on cigg zerojedynkowy w ciag
zerojedynkowy”.

Niech m = oznacza ciag bitéw tekstu jawnego, a k = kik2... cigg bitéw
klucza. Szyfr Vernama generuje strumien bitow tekstu zaszyfrowanego ¢ = cic2...
w taki sposob, ze:

C/ =/0/0+ ki, i -1,2,...
gdzie 0 oznacza operacje sumowania modulo 2 wiadomosci jawnej z kluczem
losowym o dtugosci nie mniejszej niz dlugo$¢ wiadomosci jawnej.

Deszyfrowanie jest tak samo proste jak szyfrowanie: #/=c/0 H,7-1,2,...

Poprawnos¢ tej metody wynika z wzoru:

C0 ki=LW/0/f® ki=m
gdzie: kiO/d=0

klucz k=K]K2k3

m- TITRT3.. (Mi®ki)(M2/2)(M3@k?2)...

Tekst jawny Tekst zaszyfrowany

Rys. 5. Szyfr Vemama
* Nauka” Encyklopedia Multimedialna PWN Warszawa 1999
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Do najbardziej rozpowszechnionych metod szyfrowania prywatnego zaliczamy:

DES (Data Encyryption Standard) - symetryczny algorytm szyfrowania
z tajnym kluczem 56-bitowym, szyfrujgcym bloki 64-bitowe; opracowany przez IBM.

CAST-128 - stosuje klucz zmienny w zakresie 40 do 128 hitéw.

IDEA (International Data Encryption Alghoritm) - miedzynarodowy algorytm
szyfrowania danych stanowigcy rozszerzenie DES, z blokami 64-bitowymi i kluczem
128 bitowym.

Triple DES - algorytm symetryczny potréjnego szyfrowania DES z dwoma lub
trzema réznymi kluczami. Wykorzystywany do szyfrowania kodow PIN przesytanych
miedzy urzadzeniami dokonujacymi transakcje, a wydawca karty.

RC2 - szybki algorytm szyfrowania, majacy zastgpi¢ DES.

RC4 - szyfrowanie kluczem zmiennej dlugosci z operacjami bajtowymi,
opartymi na losowych permutacjach.

RC5 - szybkie szyfrowanie ze zmiennym rozmiarem bloku i zmienng dtugosciag

klucza (od 0 do 2048 bitow).

Publiczne systemy kryptograficzne
Algorytmy z Kkluczem publicznym stosujg dwa klucze do szyfrowania
i deszyfrowania. Klucz szyfrujgcy nazywany jest kluczem publicznym, poniewaz jest
ujawniany. Do zaszyfrowania wiadomosci moze go uzywac kazdy bez koniecznosSci
uzgadniania klucza. Odczyta¢ zaszyfrowang wiadomo$¢ moze jedynie posiadacz
klucza odszyfrowujgcego. Klucz odszyfrowujacy nazywany jest kluczem prywatnym,
utajnionym.
Formalnie szyfrowanie i odszyfrowanie algorytmem z kluczem publicznym
mozna zapisac:
Eki(m)=c
Dk2(c)=m
gdzie; E - funkcja szyfrujaca;
D - funkcja odszyfrowujgca:
m - tekst jawny;
c - szyfrogram:
ki - klucz publiczny;

Kr - klucz prywatny.
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Rys. 6 Szyfrowanie i odszyfrowanie algorytmem z kluczem publicznym

Zrodio: "Bezpieczenstwo systemow komputerowych "Andrzej Grzywaka, Gliwice 2000

W systemie publicznym kazdy uzytkownik otrzymuje od administratora

systemu lub sam generuje tajny klucz K stuzacy do deszyfrowania wiadomosci.

Klucz szyfrujacy f(k) utworzony za pomoca funkcji zapadkowej f, podawany jest do

wiadomosci publiczne,i.

System szyfrowania publicznego jest asymetryczny, postuguje sie dwoma

oddzielnymi kluczami, ktére sg matematycznie zalezne.

Istotng cechg algorytméw publicznych jest niemoznos¢ okreslenia klucza

prywatnego nha drodze obliczen, przy znajomosci algorytmu Kkryptograficznego

i klucza jawnego.

Gtéwne etapy procesu szyfrowania z kluczem jawnym sa nastepujgce:

kazdy uzytkownik w sieci generuje pare kluczy do szyfrowania

i deszyfrowania otrzymywanych wiadomosci;

kazdy wuzytkownik publikuje swoj klucz szyfrujgcy (j*wny) przez
umieszczenie go w publicznym rejestrze lub pliku;

w przypadku gdy nadawca chce wysta¢ wiadomos$é, szyfruje go za pomoca
klucza jawnego odbiorcy;

gdy odbiorca otrzymuje wiadomos¢, deszyfruje jg za pomoca prywatnego

klucza.

Wszyscy uzytkownicy majg dostep do kluczy jawnych, klucze prywatne sg

generowane lokalnie przez kazdego uzytkownika.



Infrastruktura i zastosowanie kluczy publicznych

Kryptografia kluczy publicznych - PKC (Public Key Cryptography) to
najwieksza rewolucja w historii kryptografii. Jedng z pierwszych implementacji tej
idei jest system RSA (od nazwisk tworcow: Rivest, Shamir, Adleman) pozwalajgcy
na wymiane tajnych informaciji i tworzenie podpiséw cyfrowych. Podpisy cyfrowe sg
szczegOlnie wazne w handlu elektronicznym. To witasnie one przyczynity sie do
urealnienia wizji bezpiecznego, globalnego biznesu elektronicznego.

Wraz ze wzrostem znaczenia Internetu w przeprowadzaniu transakcji
biznesowych ros$nie potrzeba zapewnienia ochrony informacji 1 wiasciwej
identyfikacji stron uczestniczgcych w takich transakqgach. Wiele protokotéw
zapewniajgcych poufnos$é, integralno$é danych, uwierzytelnianie zrédta danych oraz
niezaprzeczalno$¢ wykorzystuje kryptografie z kluczem publicznym.

Zarzadzanie kluczami oraz certyfikatami niezbednymi dla tych protokotow
zapewnia infrastruktura klucza publicznego.

Klucze publiczne sg stosowane w szeroko rozpowszechnionych protokotach:
SSL, SET i w podpisywaniu apletow Javy czy ActiveX, co stawia na pierwszym
planie problem zarzgdzania zaréwno tymi kluczami jak i certyfikatami.

Bezpieczna dystrybucja kluczy publicznych nierozerwalnie wigze sie
z pojeciem certyfikatu cyfrowego. Certyfikat to strukturalny dokument kojarzacy
Zz kluczem publicznym pewien zbiér informacji | zaopatrzony w podpis cyfrowy
zaufanej strony trzeciej, nazywanej Instytucjg Certyfikujgcg - CA (Certification
Authority).

Zarzgdzanie certyfikatami Kkluczy publicznych na skale globalng jest
przedsiewzieciem skomplikowanym. Trzeba zagwarantowaé wystarczajaca liczbe
wzajemnie potgczonych sieci CA, zapewniajacych kazdemu zainteresowanemu
weryfikowanie dowolnego certyfikatu. Jak réwniez system do wydawania
i przechowywania certyfikatow, okreslenia ich autentyczno$ci i uniewaznienia
certyfikatbw w razie potrzeby. Ponadto w celu efektywnego uzytkowania kryptografii
kluczy publicznych i podpisow cyfrowych, potrzebne sag inne ustugi. Ustuga
niezaprzeczalnosci, cyfrowy notariat lub ustugi cyfrowych datownikéw. Zespét takich
ustug tworzy infrastrukture kluczy publicznych - PKI (Public Key Infrastructure).

Pierwszym krokiem w ustanawianiu PKI jest utworzenie systemu
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uwierzytelniania. Jedna z metod uwierzytelniania to logowanie oparte na hastach.
Metoda bardziej bezpieczng sa certyfikaty cyfrowe. Kazdy certyfikat zawiera
specyficzng informacje identyfikujgcg uzytkownika, obejmujgcg nazwe, Kklucz
publiczny i unikatowy podpis cyfrowy, wigzgcy uzytkownika z certyfikatem. Aby
uzyskac certyfikat, uzytkownik wysyta zlecenie do danego punktu rejestracyjnego -
RA (Registration Authority), ktéry weryfikuje jego tozsamo$¢ i prosi punkt
certyfikujgcy - CA o wydanie certyfikatu. Certyfikat wydawany jest z datg waznosci.
Wydawanie i odwolywanie wymaga sprawnej koordynacji. To kolejna funkcja
Infrastruktury kluczy publicznych, dziatajgcej jako cata architektura obejmujaca:
zarzadzanie kluczami, o$rodek rejestracyjny, osrodek wydawania certyfikatow

| zestawy réznorodnych narzedzi administracyjnych.

Funkcje systemu PKI

Funkde rozwinietych systeméw PKI mozna uja¢ w kategoriach:

Generowanie kluczy - klucz prywatny | publiczny moze by¢ generowany
lokalnie przez uzytkownika Ilub przez CA (klucze moga zosta¢ dostarczone
w zaszyfrowanym pliku albo w postaci fizycznej np. inteligentna karta).

Rejestracja - przed wydaniem certyfikatu dana jednostka przedstawia sie CA
bezposrednio lub za posrednictwem Urzedu Rejestracji (RA).

Certyfikowanie - proces, w ktéorym CA wydaje certyfikat dla klucza
publicznego danej jednostki.

Uaktualnianie kluczy - wszystkie pary kluczy muszg by¢ regularnie
uaktualniane, wydawane musza by¢ takze nowe certyfikaty.

Sktadowanie i odtwarzanie kluczy - proces ten umozliwia przechowywanie
kopii kluczy deszyfrujgcych wszystkich uzytkownikéw. Kopia zapasowa prywatnego
klucza moze byc¢ przechowywana przez CA albo przez osobny system.

Obstuga cechy niezaprzeczalnosci - idea sktadowania i odtwarzania
stwarza staby punkt bezpieczenstwa systemu, dlatego para do szyfrowania danych
moze by¢ sktadowana i odtwarzana, natomiast para uzywana do podpisu nigdy nie
powinna opuszczac ,posesji" uzytkownika.

Certyfikowanie przechodnie - certyfikat wydawany przez jednego CA
drugiemu CA. Certyfikat ten zawiera publiczny klucz CA zwigzany z prywatnym

kluczem CA stuzacym do podpisywania wydawanych certyfikatow.
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Systemy zabezpieczen to jedna z najbardziej dynamicznie rozwijajgcych sie
technologii informatycznych.

Podsumowanie

Obecnie najskuteczniejszg technikg zabezpieczania danych w sieciach
teleinformatycznych sa algorytmy kryptograficzne. Kryptografia moze by¢
odpowiedzig na zagrozenia wlamania do systemu, podstuch sieciowy, modyfikacje
danych, podszywanie sie pod inng osobe a takze wyparcie sie wystania danych.

Wyréznia sie dwa systemy kryptograficzne w zaleznosci od dostepnosci
klucza szyfrujgcego. Sa to systemy prywatne i publiczne. Bezpieczenstwo
wspotczesnych systemow kryptograficznych nie jest uwarunkowane tajnoscig
algorytmu szyfrujgcego i deszyfrujgcego, lecz zalezy od tajnego klucza.

Bezpieczenstwo systemoOow publicznych jest zwigzane przede wszystkim
z trudnosciami obliczeniowymi szyfrowania i deszyfrowania. Szyfrowanie powinno
by¢ obliczeniowo tatwe, a deszyfrowanie tatwe tylko dla uprawnionego odbiorcy.
W systemie publicznym kazdy uzytkownik otrzymuje od administratora systemu lub
generuje sam tajny klucz stuzacy do deszyfrowania wiadomosci, natomiast klucz
szyfrujacy jest podawany do wiadomosci publicznej. Zaszyfrowa¢ wiadomosc¢
przeznaczong dla danego uzytkownika moze kazdy, lecz odszyfrowa¢ moze jg tylko
on sam.

Bezpieczenstwo kazdego systemu szyfrowania zalezy od diugosci klucza
i ilosci pracy obliczeniowej. Nie istnieje nic co czynitoby szyfrowanie prywatne lepsze

od szyfrowania publicznego pod wzgledem odpornosci na deszyfrowanie.
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Zatacznik 2

CHARAKTERYSTYKA ALGORYTMOW SZYFRUJACYCH
WYKORZYSTYWANYCH W PROCEDURACH
BEZPIECZENSTWA W SIECIACH TELEINFORMATYCZNYCH

Techniki  kryptograficzne sg nierozerwalnie powigzane z metodami
zabezpieczen transmisji danych w transakcjach elektronicznych.

Celem tego rozdziatu jest przedstawienie  wybranych technik
kryptograficznych.

Omowione zostang tu najczesciej stosowane algorytmy:

Algorytm RSA, wykorzystywany miedzy innymi do zabezpieczen transmisji
danych przez sie¢ przy dokonywaniu transakcji kartami kredytowymi oraz przy
generowaniu podpiséw cyfrowych.

Algorytm DES, majacy zastosowanie podczas szyfrowania kodu PIN przy
transakcjach przeprowadzanych w bankomatach i terminalach POS oraz stosowany

do wyliczania kodu MAC na potrzeby uwierzytelniania komunikatu.

Algorytm RSA

Fundamentem RSA jest algorytm stuzagcy do generowania unikalnych
i bezpiecznych par kluczy. Mnozy on dwie duze liczby pierwsze i z otrzymanego
wyniku poprzez kilka innych dodatkowych operacji ustala klucz publiczny oraz
zalezny od niego klucz prywatny. Klucz publiczny stuzy do szyfrowania wiadomosci
i powinien by¢ jak najszerzej propagowany. Klucz prywatny jest tajny itylko przy jego
pomocy mozna odszyfrowaé¢ zakodowane wiadomosci kluczem publicznym.

Szyfr oparty na algorytmie RSA korzysta z wyrazenia potegowego. Tekst jawny
jest szyfrowany blokami. Kazdy blok ma warto$¢ binarng mniejszg od pewnej liczby
n. Szyfrowanie i deszyfrowanie dla bloku tekstu jawnego m i bloku tekstu
zaszyfrowanego ¢ majg postac:

c =m®mod n
m= modn
gdzie: kj [e,n] - klucz szyfrujacy,
kp [d,n] - klucz deszyfrujacy.

Jesli:
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1) ed mod B3(n) = 1, gdzie jest funkcja Eulera,
2) m G przy czym nwd (m,n) = 1,
to:

(m® mod n)" mod n = (m* mod N®mod n=m

Skoro ed mod (n) =1,toed =r(P(n) + 1dla pewnej liczby naturalnej r.
Korzystajac z twierdzenia Eulera - Fermata otrzymuje sie:
(Mmdmod n)» mod n = n® mod n = M""YYWY1od n = m(M™ mod n)’=m mod n = m
oraz

(Mm™ mod n®mod n=m

Nadawca pozyskuje
Klucz publiczny
Odbiorcy (e,n)

Odbiorca wyznacza dwie duze
liczby pierwsze p i q ioblicza
liczbe n=pq.
Odbiorca wyznacza swoéj klucz
publiczny (e.n). gdzie e jest
losowo wybrang liczbg

kj=(e.n)
~kj-(e,n)
Odbiorca oblicza swdj klucz
prywatny
D=e‘\mod(p-1)(g-1))
kp=(d.n)
Po odebraniil zaszyfrowanej
Nadawca szyfruje wiadomos$¢é m Szyfrogram ¢ wiadomosci odbiorca deszyfruje
przy pomocy klucza publicznego szyfrogram c przy pomocy
Odbiorcy iwysyta otrzymany swojego klucza prywatnego i
Szyfrogram c do odbiorcy uzyskuje wieidomos$¢ jawna
C=m®mod n M=c"(mod n)

Rys. 1 Koncepcja szyfrowania danych w algorytmie RSA

Bezpieczenstwo szyfrow potegowych polega na duzej ztozonos$ci wyznaczania
wartosci logarytméw dyskretnych. Do wyznaczania kluczy w systemie RSA
potrzebne sg dwie losowo wybrane duze liczby pierwsze p / . Na podstawie
wynikOw znanych z teorii liczb uwaza sie, ze powinny to by¢ liczby okoto stucyfrowe.

W rezultacie modut n miatby okoto dwustu cyfr.
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Nie wykazano jednak czv:

- ztozonos¢ obliczeniowa tego sposobu szyfrowania jest réwnowazna
ztozonosSci logarytmowania dyskretnego;

- moc algorytmu RSA jest réwnowazna rozktadowi liczby na czynniki
pierwsze.

Istnieje jednak odmiana algorytmu RSA o ztozonosci takiej jak ztozonos¢

rozktadu liczby.

Bezpieczenstwo algorytmu RSA

Algorytm RSA wytrzymat lata intensywnej kryptoanalizy i obecnie nadal
uwazany jest za bezpieczny. Jego bezpieczenstwo wynika z trudno$ci faktoryzacii
duzych liczb. Klucze jawne i prywatne sg funkcjami pary duzych liczb pierwszych.
Przypuszcza sie, ze uzyskanie tekstu jawnego przy znajomosci jednego z tych kluczy
oraz szyfrogramu jest réwnowazne faktoryzacji iloczynu takich dwbdch liczb
pierwszych\

Bezpieczenstwo RSA polega na tym, iz odczytanie zakodowanej wiadomosci
wymaga roztozenia liczby n na czynniki pierwsze. Obecnie przy danym poziomie
nauk matematycznych i odpowiednio duzych liczbach jest to niezwykle trudne
zadanie. Najwieksze i najszybsze komputery nie sa w stanie wykonaé¢ go
w rozsagdnym czasie.

Algorytm RSA moze wykorzystywaé¢ klucze o dowolnej diugosci. Wysoki
poziom bezpieczenstwa zapewniajg klucze o dtugosci 2048 bitow.

Stwierdzenie, ze bezpieczenstwo algorytmu RSA zalezy catkowicie od
problemu faktoryzacji duzych liczb nie jest prawdziwe z technicznego punktu
widzenia.

Wykazano, ze odzyskanie nawet pojedynczego bitu z szyfrogramu
otrzymanego przez zastosowanie algorytmu RSA jest tak trudne, jak odszyfrowanie
catej wiadomosci®.

Wada algorytmu RSA jest wolne dzialanie. Stosuje sie go zazwyczaj
w potgczeniu z innymi algorytmami np. z DES, ktéry operacje szyfrowania
przeprowadza sto razy szybciej. W takich systemach hybrydowych DES stuzy do

szyfrowania wiadomosci, a RSA koduje klucz uzywany w DES-ie. Klucz zamkniety

‘ B. Schneier ,Kryptografia dla praktykéw" WNT 1995



w takiej elektronicznej kopercie moze zostaé bezpiecznie przestany kanatlem nie

zapewniajacym poufnos$ci np. przez Internet.

Algorytm DES

Algorytm DES jest algorytmem szyfru blokowego operujgcego na liczbach
0 dtugosci co najwyzej 64 bitdbw. Blok 64 bitdw tekstu jawnego wprowadzany jest na
wejscie algorytmu, na jego wyjsciu otrzymujemy zaszyfrowany 64-bitowy blok
danych. Ten sam algorytm jest wykorzystywany zaréwno podczas szyfrowania jak
lodszyfrowania. Jedyna réznica pomiedzy szyfrowaniem a odszyfrowaniem polega
na odwrotnej kolejnosci podawania podkluczy podczas odszyfrowania. Algorytm
wykonuje 16 cykli, podczas ktérych wykonywane sg dane operacje”.

Funkcja szyfrowania przyjmuje dwa rodzaje danych wejSciowych: tekst jawny
do zaszyfrowania oraz klucz. Kluczem jest 64-bitowy cigg (blok) zerojedynkowy K,
sktadajgcy sie z 8-bitowych bajtéw, w ktérych 6smy bit jest bitem parzystosci. Klucz K
stuzy do wytworzenia 48-bitowych pomocniczych kluczy szyfrujgcych ki, kr, ..., Kie.
Na wstepie cigg wejsciowy K zostaje poddany permutowanemu wyborowi PSI
i podzielony na dwa bloki. Coi Do, zgodnie z tabelg 2.1.

Tabela 2.1.

Permutacja wyboru PSI

57 49 41 33 25 17 9

1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15

7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

zrodto: , Bezpieczenstwo systemow komputerowych "Andrzej Grzywaka, Gliwice 2000

W kolejnych krokach / (i — 1, f) bloki Cj oraz Dj uzyskuje sie wskutek
cyklicznego przesuniecia w lewo, odpowiednio, bloku Cu oraz D-.i zgodnie z tabelg

2.2.

* B. Schneier ,Kryptografia dla praktykow" WNT 1995
NA. Grzywaka ,Bezpieczenstwo systemoéw komputerowych" Gliwice 2000
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Tabela 2.2.

Przesuniecia potowek klucza C i D
Numer iteracji i 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16
Liczba przesunie¢wlewo 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1

zrédlo:,, Bezpieczenstwo systemow komputerowych "Andrzej Grzywaka, Gliwice 2000

Klucz ki uzyskuje sie dokonujgc permutowanego wyboru PS2 wedlg
powyzszej tabeli 2.3.
Tabela 2.3.

Permutacja klucza PS2

14 17 11 24 1 5

3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

Zrodio: ,Bezpieczenstwo systemow komputerowych” Andrzej Grzywaka, Gliwice 2000

Klucze pomocnicze ki, Kr,..., kie wykorzystuje sie w procesie szyfrowania 64-
bltowej wiadomosci jawnej m. Dokonuje sie permutacji poczatkowej IP wg tabeli 2.4,

Tabela 2.4.

Permutacja poczatkowa IP

58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 56 48 40 32 24 16
57 49 41 33 25 17 9
59 51 43 35 27 19 1
61 53 45 37 29 2 13
63 55 47 39 31 23 15

N O W 0o~ DN

zrédio: ,Bezpieczenstwo systemow komputerowych" Andrzej Grzywaka, Gliwice 2000
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Pierwszym bitem na wyjsciu jest bit piecdziesiaty 6smy wejscia, drugim - bit

piecdziesiaty itd., a bitem szesc¢dziesigtym czwartym - bit si6dmy.

Rys. 2. Sposéb wyznaczania wartosci funkciji

Po dokonaniu permutacji poczatkowej IP sg tworzone dwa 32-bitowe bloki Lo

i Ro, a nastepnie w szesnastu krokach dokonywane przeksztatcenia:
Li= R Horaz R i= Li.i ¢ f[Ri.iskj)

Przy czym & oznacza sumowanie modulo 2 odpowiednich bitdbw sumowanych
blokéw.

Wartos¢ funkcji f (zalezy od Ri.i i klucza pomocniczego ki) wyznacza sie
zgodnie z zasadag przedstawiong na rys. 2 iw tabeli 2.5 -funkcje wyboru (skrzynki S).

Jesli Xj = bi,b2,b3b4,bs,b6to wartos¢ Si(Xi) wyznacza sie w taki sposéb, ze na
przecieciu wiersza o numerze odpowiadajgcym postaci dziesietnej liczby binarnej
bibe i kolumny o numerze odpowiadajacym postaci dziesietnej liczby binarnej
b2b3b4bo odczytuje sie SKX|} w postaci dziesietnej; posta¢ dwdéjkowa daje 4-bitowa
wartos¢ Yi = Si(Xi).
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WiadofBodEjawna m Ktoczk

K«

Wiadomos$¢
zaszyfinowana c

Rys.3. Schemat blokowy algorytmu DES

Rozszerzenie bloku R i= do stowa 48-bitowego R*.i uzyskuje sie w taki
sposob, zejesli Ri«i=bi, br,b3r to:

R L “ b32bib2b3bAbSbob7bs b28b23b30b31b32b1.
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16
29
1
5
2
32
19
22

Permutacja P

7
12
15
18

8
27
13
11

20
28
23
31
24

3
30

4

21
17
26
10
14

9

6
25

Tabela 2.6.

zrédto: ,Bezpieczenstwo systemow komputerowych" Andrzej Grzywaka, Gliwice 2000

Operacja © oznacza sumowanie modulo dwoch odpowiednich bitow.

Uzyskany 48 bitowy blok jest dzielony na osiem 6-bitowych blokoéw Xi, Xr, ..» xg.

Zastosowanie funkcji wyboru Si okreS$lonej w powyzszej tabeli do wejscia x daje w

wyniku 4-bitowy blok wyjSciowy.

Kolejne bloki yi sa konkatenowane w 32-bitowe stowo yi yr,

y«, oraz

nastepnie poddawane permutacji okreslonej w tabeli 2.6 permutacji P. Po uzyskaniu

blokéw Li6 i Ri6 skonkatenowany 64-bltowy blok Rie i Lis poddaje sie permutaciji

kohcowej (tabela 2.7), uzyskujac 64-bitowg wiadomos$¢ zaszyfrowang c.

40
39
38
37
36
35
34
33

N W b~ OO N ©

48
47
46
45
44
43
42
41

Permutacja kohcowa IP

16
15
14
13
12
1
10
9

56
55
54
53
52
51
50
49

24
23
22
21
20
19
18
17

64
63
62
61
60
59
58
57

32
31
30
29
28
27
26
25

Tabela 2.7.

Zrodio: ,Bezpieczeristwo systeméw komputerowych "Andrzej Grzywaka, Gliwice 2000.

24



Pierwszym bitem na wyjsciu jest bit czterdziesty wejScia, drugim - bit ésmy
itd., a bitem szesc¢dziesigtym czwartym - bit dwudziesty piaty.

Szyfr DES operuje na zbiorze 64-bitowych ciggach reprezentujacych
wiadomosci jawne i na takim samym zbiorze kluczy. Zbiér wiadomosci jawnych jest

taki sam, jak zbiér wiadomosci tajnych, wobec czego DES jest szyfrem

endomorficznym. Klucz Kk e K okre$la przeksztalcenie DESk M C i przeksztal-
cenie odwrotne DESk'‘A:C M. Dla kazdego ke K idla kazdego me

DES,(m) = DES“Nm)
Przy czym (m) oznacza stowo m (czyli skonczony cigg bitéw), w ktérym

zanegowano wszystkie bity.

Szyfrowanie wielokrotne

Algorytm DES postuguje sie kluczem 64-bltowym. W rzeczywistosci jest to
klucz 56 bitowy, gdyz kazdy 6smy bit jest bitem parzystosci. Potencjalna liczba
niezaleznych kluczy algorytmu DES wynosi 2~. W ataku polegajacym na
przeszukiwaniu wyczerpujgcym (testowanie kazdego klucza po kolei) wystarczy
przebadac¢ 27 kluczy, a srednio 2”™"1,801439851*10™ kluczy. Najprostszy sposob
zwiekszenia klucza to dwukrotne szyfrowanie z dwoma niezaleznymi kluczami Ki i kr.
W przypadku gdy m jest wiadomoscig jawng to szyfrowanie dwukrotne daje
wiadomos$¢ zaszyfrowang ¢ w postaci:

c = DESk2 (DESki(m))

Wyznaczenie zbioréw Kkluczy stabych i poéistabych oraz zbioréw kluczy
palindromicznych i antypalindromicznych pozwala zabezpieczy¢ sie przed
sytuacjami, w ktérych przy szyfrowaniu dwukrotnym wiadomos$¢ jawna pozostataby
niezmieniona albo zmieniona pozornie poprzez zanegowanie wszystkich bitéw.
Niech K i k* bedg kluczami odwrotnymi tj. takimi, ze dla dowolnej wiadomosci jawne;j
m spetniona jest zaleznos¢:

DESk (DESk*(m)) = m
Oznacza to, ze jes$li zaszyfruje sie wiadomos¢ najpierw jednym kluczem,

a potem drugim, to uzyska sie wiadomos$¢ jawna.

J. Stoklosa ,Algorytmy kryptograficzne* OWN Poznan 1994
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Tabela 2.8.

Klucze szyfrujgce K i klucze odwrotne k"

K O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
kK 0 4 8 12 1 5 9 13 2 6 10 14 3 7 11 15

Klucze k(0), k(5), k(IO), kffS) to klucze stabe, pozostate to klucze pétstabe. Dla
kluczy stabych k = k*.

Dla kazdego kG{k(0), k(5), k(10), k(15) znalezienie takiego X, ze;

DESK(i) (x) = X
Wymaga wyczerpujacego przeszukiwania w postaci 2~ prob, co jest
obliczeniowo trudne. Mozna zmniejszy¢ liczbe prob korzystajac z dalszych wynikow.
Z definicji kluczy odwrotnych wynika, ze klucze pomocnicze sgw relaqi ki = k*u”; dla
kazdego 1<i<16 .

Rozpatrzmy sytuacje:

-ki = k_i# klucze sg parami identyczne;

>c =k 171, odpowiednie bity klucza ki sg zanegowane bitami klucza k_i# .

W pierwszym przypadku stowo ki k2,...,kie jest palindromem, a k nazywa sie
kluczem palindromicznym. W drugim przypadku « nazywa sie Kkluczem
antypalindromicznym. Kazdy staby klucz jest palindromiczny i vice versa. Nie kazdy
jednak klucz poistaby jest antypalindromiczny.

Klucze pomocnicze kikz2...,kie klucza K algorytmu DES sa w relacji;

ki = (Li7i wtedy i tylko wtedy, gdy k e {k(0),k(5),k(10),k(15)};

-k = k 1-lwtedy | tylko wtedy, gdy k g {k(3),k(6),k(9),k(12)}.
Mozna wykazac, ze:
1. istnieje doktadnie 2" takich wiadomosci x, ze:
DESk(x)=x dla kazdego ke {k(0),k(5),k(10),k(15)}.
2. istnieje doktadnie 2" takich wiadomosci x, ze;
DESk(x)=x dla kazdego ke {k(3),k(6),k(9),k(12)},
Przy czym X oznacza stowo uzyskane ze stowa X po zanegowaniu wszystkich
jego bitow.
Szyfrowanie dwukrotne bytoby zasadne, gdyby dla kazdej pary kluczy (kiM)

nie istniat taki klucz k3, ze:
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DESkKi (DESk2(m)) = OE8k3(T)
- dla kazdej wiadomosci jawnej m.
Jesli taki klucz k3 istnieje to mowi sie, ze DES jest zamkniety ze wzgledu na
kompozycje przeksztaicen.

Schemat Tuchmana polega na trzykrotnym przeksztatceniu wiadomosci
jawnej m:

- zaszyfrowanie kluczem Kki;

- zdeszyfrowanie kluczem «r;

- ponowne szyfrowanie kluczem Kki.

C = DESk (DESKZ’(DESKt(m)))

DES jest czysty wtedy i tylko wtedy, gdy dla kazdej tréjki kluczy (K"“K™K3)
istnieje taki klucz k4, ze:

DESk (DESKZ'(DESK3(m))) = DESK4(m)
DES nie jest ani czysty ani zamkniety.

W transakcjach elektronicznych algorytm DES stosowany jest wediug
schematu Tuchmana. Klucz szyfrujacy k jest 32-bitowy i traktuje sie go jako dwie
potowki 16-bitowe Ki, | Kr. Operacja enkrypcji wiadomosci jawnej polega w tym
przypadku na zaszyfrowaniu tekstu kluczem Ki, zdeszyfrowaniu kluczem Kr
i ponownej enkrypcji kluczem Ki.

Whnioski

Algorytm RSA jako najpopularniejszy algorytm z kluczem publicznym wchodzi
w sklad wielu standardow i protokoldw sieciowych. Jest czesto stosowany
w komunikacji internetowej. Najwieksze | najszybsze komputery nie sg w stanie
odczyta¢ zakodowanej wiadomosci algorytmem RSA. Wynika to z faktu, ze
odzyskanie nawet pojedynczego bitu z szyfrogramu otrzymanego przez
zastosowanie algorytmu RSA jest tak trudne, jak odszyfrowanie catej wiadomosci
Wada algorytmu RSA jest wolne dziatanie. Stosuje sie go zazwyczaj w potgczeniu
z innymi algorytmami np. z DES, ktory szyfruje sto razy szybcie;.

Algorytm DES tzw. Standard Szyfrowania Danych wykorzystywany jest
w szyfrowaniu PIN kodu i numeru karty podczas transmisji danych w transakcjach
bankomatowych i ptatniczych.

Bezpieczenstwo wspoétczesnych systemow kryptograficznych catkowicie zalezy
od klucza. Klucze kryptograficzne odgrywaja bardzo wazng role w algorytmach

kryptograficznych.
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1 Wstep

11 Infonna” dotyczace zespohi CERT POLSKA

CERT (Computer Emergency Response Team) Polska jest zespotem powotanym do reagowania
na zdarzenia naruszajgce bezpieczenistwo w sieci Internet. CERT Polska dziata od 1996 roku (do konca
roku 2000 pod nazwg CERT NASK), a od roku 1997 jest czionkiem FIRST (Forum of Incidents Response
and Security Teams). Od rxku 2000 jest takze czionkiem europejskiej inicjatywy zrzeszajgcej zespoty

reagujace - Trusted Introducer™. W ramach tych organizacji wspotpracuje z podobnymi zespotami na catym

Swiecie.

Do gtéwnych zadan zespotu nalezy:

. rejestrowanie i obstuga zdarzen naruszajgcych bezpieczenstwo sieci

] alarmowanie uzytkownikéw o wystapieniu bezposrednich dla nich zagrozen

[ ] wspoltpraca z innymi zespotami {RT (Incidents Response Team) w ramach FIRST

[ ] prowadzenie dziatan informacyjno edukacyjnych, zmierzajgcych do wzrostu Swiadomosci

dotyczacej bezpieczenstwa teleinformatycznego (zamieszczanie aktualnych informacji na

stronie http://www.cert.pl/. organizacja cyklicznej konferencji SECURE)

[ ] prowadzenie badan | przygotowanie raportéw dotyczacych bezpieczenstwa polskich

zasobow Internetu

niezalezne testowanie produktéw i rozwig”™n z dziedziny bezpieczernstwa

teleinformatycznego

[ ] prace w dziedzinie tworzenia wzorcéw obstugi i rej*tracji incydentow a takze klasyfikaciji i

tworzenia statystyk

2  Statystyki CERT POLSKA

Zgodnie z powyzszymi zatozeniami programowymi CERT POLSKA co roku przygotowuje i

udostepnia statystyki dotyczace przypadkdéw naruszenia bezpieczenstwa teleinformatycznego w polskich

' 22 listopada 2001 zespot uzyskat najwyzszy poziom zaufania Trusted Introducer Accredited TeamLevel 2.
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zasobach internetowych. Niniejszy raportjest si6dmym z kolei raportem tego typu. Dotychczasowe

(poczawszy od roku 1996) raporty dostepne sg na stronie CERT PCX.SKA ( httD:/www.cert.pl/raporty)

Statystyka przypadkéw naruszajacych bezpieczenstwo
teleinformatyczne”

3.1 Liczba przypadkéw naruszajgcych beapteczenstwo teieinfoimatyczne

W roku 2002 odnotowano 3531 PNBT. Jednak 2518 przypadkdéw byto przypadkami tzw, spam'u
(stanowi to 71,3% wszystkich przypadkéw). Przypadki te zostaly potraktowane oddzielnie. Statystyki

przedstawione ponizej odnosza sie wiec do pozostatych 1013 przypadkow.

3.2 Liczba zaatakowanych komputeréiw

WsSrdod stwierdzonych przypadkéw odnotowalismy takie, w trakcie ktérych przeprowadzono atak na
wiecej niz jeden komputer czy inny obiekt sieciowy. W statystyce rodzajem ,,1+" okreslono te wszystkie
przypadki, kiedy wiadomo byto, ze liczba zaatakowanych komputeréw byta wieksza niz jeden, jednak nie

bylo mozliwe ustalenie konkretnej wartosci.

Mimo tegow 67% przypadkéw mieliSmy do czynienia z atakiem najeden komputer.

W sumie nasze statystyki uwzglednity ataki na 107553 obiekty siectowe”.

3%

4%

67%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Procent
m1l WN2-254 WN255+ 1+

"W dalsz” czes$d raportu przypadki naruszenia bezpieczertetwa teteinformatycznego okreslane bedg skr6tem PNBT lub
terminem ~jrzypadekr

3liczba ta uwzglednia jeden przypadek ataku na 65535 obiektéw sieciowych.
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Rysunek 1 - Liczba zaatakowanych komputeréw w trakcie jednego ataku

31 Typy odnotowanych atakoéw”

3.3.1 Klasyfika”iincrydenilowwg CicMiffieinlansgsuagw

Przypadki, w czasie obstugi ktérych mozna bylo zgromadzi¢ dane pozwalajace na wypetienie

wszystkich cech przypadkéw, stanowig zaledwie 1,5% wszystkich przypadkéow.

Nalezy zwréci¢ uwage, ze klasyfikacja Common Language z zatozenia jest klasyfikacja kompletna,
dlatego zawiera réwniez kategorie, ktére wlasciwie nie sg zupetnie zgtaszane do zespotdow reagujacych (np.

ataki fizyczne). Niemniej jednak dla porzadku i petnego obrazu, w naszych statystykach nie pomijamy tych

kategorii.

Najbardziej podstawowa formg ataku komputerowego jest tzw. zdarzenie {ang. e\*nt). Cechami
charakteryzujagcymi zdarzenie sg dziatanie (action) jakie podjat intruz oraz cel (target) jaki zaatakowat. W

zwigzku z tym wszystkie przypadki muszg i majg okresfone te dwie cechy.

Ponizszy wykres przedstawia w ilu przypadkach udato sie ustali¢ dang ceche PNBT.

3,0%

84.2%
103,
103,
70,8%
76,9%
4.5%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Atakujacy m Narzedzie m Stabo$¢ m Dziatanie HCel m Rezultat Przyczyna

Rysunek 2 - Procent ustalenia poszczegdlnych cech PNBT.

Ponizsze podpunkty pokazujg rozktad procentowy w poszczegdlnych cechach opisujgcych

przypadki.

* Poczgwszy od 2001 toku CERT Polska rozpoczatklasyfika<” incydentéw zgodnie z propozyt” John’a D.Howard’a i
Thomasa A.Longsfalfa, znang pod nazwg ,,Common Language* {htipyMww.cert.org/rBseancMaxonomy_9/667.pdf)
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3311 Atakujgcy®

Na ponizszym wykresie widzimy rozklad procentowy zwigzany z kategorig atakujacy".
Zgodnie z nim najczesciej do czynienia mieliSmy z hakerami, a w dalsza kolejnosci z wandalami i
zawodowymi przestepcami. Nalezy jednak jeszcze raz zwrdci¢ uwage na niewielki procent ustalenia

tej kategorii. Wyniki pochodzg z zaledwie 46 przypadkow.

0,0%

1 11%

1 1,1%
10,1%
1 0, 1%
i0,0%

12,2%
1% 2% 3% 4% 5% 6% 7% 8% 9% 10%

IHakerzy m Szpiedzy m Terrory$ci m Pracownicy m Zawodowi przestepcy OO Wandale Voyeurs

Rysunek 3 - Klasyfikacja atakujgcych

3.3.1.2 Narzedzia

Dla tej cechy zwigzanej z PNBT zdecydowanie najwiecej jest przypadkow, w ktdrych uzyte
zostaly narzedzia okreslane jako ,,samodzielny agent". Jest to wyrazna kontynuacja trendu
zapoczatkowanego w zesztym roku, zwigzanego z uzywaniem automatycznych narzedzi do atakéw
oraz dziatania na duza skale tzw. robakéw internetowych. Oprécz znanych z roku 2001 robakéw

Code Red i Nimda w roku ubieglym odnotowaliSmy bardzo wiele przypadkéw zainfekowania

wirusem Klez.

165,6%

10% 20% 30% 40% 50% 60%
m Atak fizyczny ® Wymiana informacji m Polecenie uzytkownika m Skryptlub program
m Samodzielny agent OZestaw narzedziowy m Narzedzie rozproszone Podstuch danych

®W tej kategorii nie zostato przettumaczone pojecie VCyeurs, ze wzgledu na jego specyficzne znaczenie i brak
jednoznacznego odpowiednika w jezyku polskim.
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Rysunek 4 - Klasyfikacja uzywanych narzedzi ataku

3.3.1.3 Atakowana stabos$¢ systemu

Klasyfikacja Common Language wyrdznia trzy rodzaje stabosci, ktére moga zosta¢ wykorzystane
przez atakujgcego. Sg to luka w projekcie, luka w implementacji oraz lukaw konfiguracji. Poniekad
wszystkie stabosci systemowe wywodzg sie z bledéw w zaprojektowaniu systemu, niemniej jednak trzeba
pamietacé, ze czesto dochodzi do skutecznego ataku w wyniku bfednej implementacji systemu, np:
pozostawieniu dziatajgcych niepotrzebnych ustug, czy nie dograniu w czasie instalacji istniejgcych juz tat
systemowych. Natomiast bledy w konfiguracji wiaza sie zazwyczaj ze ztym zarzadzaniem istniejacym
systemem, np: nie instalowanie nowopojawiacych sie tat systemowych lub zmiana w systemie w celu
rozwig”nia chwilowego problemu w dziataniu systemu. Czesto takie "chwilowe” zmiany pozostajg na

zawsze isg przyczyngwilaman do systemoéw.

Stabos¢ zwig”na z lukaw konfiguracji systeméw komputerowych jest zdecydowanie najczestsza

przyczyna atakdw komputerowych.

Naszym zdaniem jest to wynikiem coraz wiekszego wptywu zarzadzania bezpieczenstwem
istniejagcych systemoéw, ktdre czesto pozostajg nieuaktualniane po poczatkowej, czesto nawet poprawnej,
implementacji. Wszystkie najbardziej znane robaki i wirusy internetowe wykorzystujg stabosci systemowe,
ktore juz wczesniej zostaly rozpoznane idla ktérych zostaty stworzone taty systemowe. Na
usprawiedliwienie administratoréw systemoéw, ktérzy sg gtdwnymi odpowiedzialnymi za taki stan rzeczy,
nalezy dodag, ze ilos¢ stabosci systemowych wykrywanych dla poszczegélnych systemoéw stale rosnie® i

skuteczne ich Sledzenie oraz reagowanie na nie stato sie dla wiekszosci nie lada wyzwaniem.

m Luka w projekcie m Luka w implementacji DLuka w konfiguraciji

Rysunek 5 - Klasyfikacja wykorzystania poszczegéinych luk w systemie

Voyeurs - Atakujacy, ktorzy atakujg komptkery dla pockiiecermwywotanego uzyskaniemni“wnydt rkxmar”™.

®patrz: httD://www.cert.org/stats/cert stats.html#vulnerabilities
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3.3.1.4 Nieautoryzowane dzialanie

Podobnie jak w roku ubiegtym zdecydowanie najwiekszy procent nieautoryzowanego dziatania
stanowia przypadki prébkowania i skanowania. Wynik ten jest potwierdzeniem trendu, z ktérym mamy do
czynienia od kilku lat. Zarysowala sie wyrazna granica pomiedzy tymi, ktdrzy sa Swiadomi niebezpieczenstw
zwigzanych z uzywania Internetu a tymi, ktdrzy nie bedac tego Swiadomymi stali sie ofiarami tych zagrozen,
a ich komputery bardzo czesto posrednikami w dalszych atakach. To wiasnie ci pierwsi zgtaszajgdo CERT

Polska incydenty, natomiast tych drugich to my sami powiadamiamy o odnotowanych przypadkow i

prawdopodobnych wiamaniach do ich systemoéw.

0.1%
'n1,1%
m 0.6%
1 0,1%
1 0,0%
m 0,4%
~0.3%
1,2%
51%
128,3%
162,8%
10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

IPrébkowanie m Skanowanie m Flood IUwierzytelnienie
Obejscie O Podszywanie sig Odczyt |Kopiowanie

IKradziez Modyfikacja Usunigcie

Rysunek 6 - Nieautoryzowane dziatanie podejnxiwane przez atakujgcego

3.3.1.5 Cel ataku

Cel ataku jest drugg podstawowg cecha opisujgcg PNBT. Najczesciej, wsrdd przypadkdéw w roku
2002, celem ataku byly pojedyncze komputery, poddawane probom wlaman opartych o dziatanie
wielokrotnie juz wspominanych robakéw internetowych. Przy tej okazji nalezy wspomnie¢, ze wiasciwie
kazdy przypadek skanowanie czy probkowania jest de facto przypadkiem witamania do systemu, z ktérego
to prébkowanie nastgpito. Niezwykle rzadkie sg sytuacje, w ktérych intruz dziata bezposrednio ze swojego
systemu. We wspomnianych sytuacjach CERT Polska ogranicza sie do poinfomrKrwania wtasciciela zrédta
skanowania o prawdopodobnym wilamaniu do jego systemu. W naszej dziatalnosci nadal obowigzuje

zasada rejestracji przypadkow tylko w przypadku zgtoszenia go przez poszkodowanego.
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Atak na skfadnik jest w rzeczywistosci atakiem fizyczny, np: kradziez tej czesci. Tego typu ataki jak

dotad nie sg zgtaszane do CERT

12,9%
13,3%
[36,4%
18,0%
[28.,5%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Konto BRoces BDane aSldadnik mKorrputer Sie¢ aSie¢ sieci
Polska.

Rysunek 7 - Cel ataku

3.3.1.6 Rezultat

WsSrdd rozpoznanych skutkéw dziatania intruzéw zdecydovt«nie na pienvszy plan wysuwa sie
kradziez zasotjow. Dwa podstawowe przypadki wplywajace na taki stan rzeczy to kradziez zasobow
rozumianych jako moc obliczeniowa oraz rozumianych jak praca ludzka. Wiasnie w przypadku skanowania
mamy do czynienia z takg sytuacjg. System poszkodowanego jest niepotrzebnie obcigzony koniecznoscia
,,0bstugi” nielegalnych pakietow a dodatkowo administrator musi pos$wieci¢ duzo pracy nad analizg logéw ze

swoich urzadzen filtrujacych i systemow wykrywania zagrozen.

25,1%
1,1%
15,8%
12,9%
14,2%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
m Zwigkszony poziom dostepu m Ujawnienie informacji m Sfalszowanie informaciji
m Blokowanie dziatania O Kradziez zasobow

Rysunek 8 - Rezultat przeprowadzonego ataku
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3.3.1.7 Przyczyna

Przyczyne, ktéra decydowata o wystgpieniu ataku jest bardzo trudno ustali¢, dlatego procent
odpowiedzi na pytanie Co byh przyczyna dzielnosciintruza? \est niewielki (zaledwie 4,5%).
Wiasciwie mozliwe jest to tylko w momencie rozpoznania catego incydentu i szczegétowego
dochodzenia. Z takimi przypadkami w trakcie standardowych dziatan zespotu mamy do czynienia
bardzo rzadko. Wiasciwie jedynym niebudzacym watpliwosci, co do przyczyn, przypadkiem jest

spam, ktory jak to wczesniej zaznaczyliSmy zostat potraktowany oddzielnie.

0,4%
11,3%
10,1%
11.2%

0% 1% 2% 3% 4% 5% 6% 7% 8% 9% 10%

iFYestiz m Korzys¢ polityczna m Korzys¢ finansowa  Zniszczenie

Rysunek 9 - Przyczyna ataku

3.3.1.8 Spam

Jak to zostato wspomniane wczesniej w roku 2002 zarejestrowaliSmy 2518 przypadkow
spam’u. Reakcja na te przypadki oprocz trudnych préob wyeliminowania zrédta spam’u majg rOwniez za
zadanie ustalenie jak najwiekszej liczby zle skonfigurowanych senweréw pocztowych, ktore sa
wykorzystywane przez sapm’erow. W przypadku ustalenia takiego senArera kontaktujemy sie z jego

wiascicielem i przekazujemy wskazéwki dotyczgce poprawy konfiguracii.

Znakomita wiekszos$¢ przypadkow spam’u sklasyfikowana jest w nastepujgcy sposob:

- atakujagcym jest Zawodowy przestepca;

- uzywa on zazwyczaj skryptu lub programu;

- wykorzystuje najczesciej dziure w konfiguracii;

- spam wiaze sie z odnotowywaniem nielegalnego, przepetniajgcego tacza i inne zasoby, ruch

czyli fiood;

<jest to atak na sie€ sieci;
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- jego rezlutatem jest kradz”z zasobow;

- a przyczyna zazwyczaj che¢ uzyskania korzysci finansowej, znacznie rzadziej osiagniecie

korzys&ci politycznej.

3A Zroclo zgloszenia PNBT

Zr6dta zgloszenia przypadkéw podzielono na 7 podstawowych kategorii:
m  Agencja rzadowa;
m  CERT,;
m  Firma komercyjna;
m  Instytucja ds. bezpieczenstwa (inna niz CERT);
m  Organizacja niekomercyjna;
m  Os$rodek edukacyjny;
m  Uzytkownik indywidualny;

Kazda z tych kategorii byla podzielona na podmiot krajowy i zagraniczny. W ten sposdb powstato

14 kategorii, ktére prezentowane sg na ponizszym wykresie.

0.3%
8.0%
1.8%
0.0%
.0.3%,
0.1%
Agencja rzadowa CERT Firma komercyjna Instytuga ds. Organizacja Osrodek uzytkownik
bezpieczenstwa  niekomercyjna edukac”ny indywidualny

O Polska O Zagranica

~W stosunku do roku 2001 nastapitzwiekszenie liczby kategorii o 3. Dotychczasowe kategorie to: uzytkownik
indywidualny. CERT, instytut ds. bezpieczenstwa, firma-organizaga.
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Rysunek 10 - Zrodta zgtaszania PNBT.

Z wykresu wida¢, ze w tej kategorii prym wiodg instytucje typu CERT oraz uzytkownicy indywidualni

(gtéwnie krajowi). Liczba zgtoszen krajowych (55%) przewyzsza liczbe zgtoszen z zagranicy (37%).

335 Zroédo ataku

W obstugiwanych przez nasz zesp6t przypadkach, w 94% udalo sie ustali¢ Zzroédto ataku. Nalezy
oczywiscie wzig€ pod uwage, ze wiele z tych adreséw bylo tzw. adresami posrednimi, ktére intruz
wykorzystatw celu ukrycia rzeczywistego zrodta ataku. Nie posiadamy informaciji jak duzo byto tego typu

przypadkéw.

W wielu przypadkach szczegoty dotyczace zrédta ataku, CERT Polska pozostawiat do ustalenia
poinformovA”nej osobie lub komérce, odpowiedzialnej w danej organizacji za bezpieczenstwo lub

administracje sieci.

Podstawowym, ustalonym dokladnie (kraj i kategoria) zrodtem atakow® sg zagraniczne fimriy
komercyjne oraz polskie osrodki edukacyjne - odpowiednio 7 i4 procent wszystkich atakoéw. Oczywiscie

chodzi tu o pojedynczych intruzéw wykorzystujacych do ataku sieci tych firm ijednostek edukacyjnych.

3~ Poszkodowani

W tym roku po raz pierwszy wprowadziliSmy nowg kategorie poszkodowanego. Do tej pory
domysinie poszkodowany wyszukiwany byt wsréd zglaszajgcych przypadki, jednak coraz wiekszg role
spetniajg w okadze bezpieczenstwa zespoly reagujgce na ataki komputerowe (CERT-y) oraz inne
instytucje ds. bezpieczenstwa, ktére w calej sprawie sa posrednikami a nie poszkodowanymi. Dlatego
statystyki coraz mniej odzwierciedlaly rzeczywistos¢. Nalezy przy tym dodac, ze sytuacja ta rowniez wplywa

na mniejsza szanse ustalenia doktadnych kategorii poszkodowanych®.

Liczba doktadnie ustalonych poszkodowanych w Polsce jest dokladnie taka sama jak zagranica (151

- co stanowi 15% wszystkich przypadkéw). Rozkiad kategorii wyglada nastepujgco:

®Ustalono to tylko w 12% przypadkéw
®Przy koordynaqi PNBT pomiedzy CERT-ami przyjete jest, ze nie jest konieczna dowadna wiedza na temat
poszkodowanego dla CERThj ktérego zadaniem jestustalenie sprawcy naruszenia bezpieczertetwa.

38



0.3%

16% 1.5%

0.1% 0.2%
0.1% 0.0%
Agenga rzadowa CERT Firma komercyjna Instytucja ds. Organizacja Osrodek uzytkownik
bezpieczeristwa niekomercyjna edukacryjny indywidualny

OPolska O Zagranica

Rysunek 11 - Poszkodowani.

Warto zwréci¢ uwage na stosunkowo duzy procent CERT-6w wsrdod poszkodowanych. Giownym
powodem znaczgcej liczby tych zgtoszen jest sam fokt istnienia wysokiej poziomu $wiadomosci zwig”™nej

z koniecznoscia zgtaszania przypadkéw, istniejgcego wsréd samych CERT-6w.

4 Wnioskiitrendy

Ponizej zamiesciliSmy gtéwnie wnioski, jakie nasuwajg sie nam po analizie zebranych danych

oraz wynikajg z naszej codziennej pracy zwiazanej z obstuga przypadkéw:

i) Polaryzacja wiedzy i Swiadomosci dotyczacej zagrozen teleinformatycznych. Rosnie
zar6wno procent posiadajgcych duzawiedze i Swiadomos$é, jak itych, ktérzy sg
bardzo stabo lub w ogdle nie zorientowani w tematyce bezpieczenstwa [T;

ii) Bezpieczenstwo w sieci zalezy coraz bardziej od najstabszego ogniwa, jakim staje sie
niski pozbm dbania przez administratoréw systemoéw o to, aby ich zasoby miaty
aktualne zabezpieczenia (tzw. faty systemowe)

iii) Incydenty staja sie coraz bardziej rozlegte, coraz trudniej ustali¢ rzeczywistego
atakujgcego i rzeczywistego poszkodowanego, ktory czesto nie jest bezposrednio
zaatakowany, ale w spos6b istotny odczuwa skutki ataku na inne niz swoje zasoby;

iv) Coraz czesciej to, co uwazamy za zrédio ataku, jest w rzeczywistosd jedng z ofiar
atakow. Zrodia atakéw w statystykach wskazujg de fecto na najgorzej zabezpieczone

zasoby sieci;

39



V) Corazwiec” poszkodowanych jest wsrdd uzytkownikéw indywidualnych, co zapewne
jest skutkiem podigczenia statymi, szybkimi tgczami do intemetu, domowych
komputeréw osobistych;

Vi) Nadal nie ma zgtoszen przypadkéw z najpowazniejszych osrodkoéw takich jak agencje
rzagdowe i powazne firmy komercyjne. Wskazuje to na fakt istnienia w tych instytucjach
wewnetrznej polityki nie informowania o tego typu przypadkach. Biorgc pod uwage, ze
ataki na te podmioty sg dokonywane przez najgrozniejszych intruzéw, to w
konsekwencji takie dziatanie prowadzi do znacznego ostabienia mozliwosci ich

wyeliminowania.

5 Kontakt
Zgtaszanie incydentow: cert@cert.pl. spam: spam@cert.pl
informacja: info@cert.pl
Strona WWW: http:/iwww.cert.pl/
Adres: CERT POLSKA

MASK

ul. Wayvozowal8
02-796 Warszawa
+4822 5231 274

+4822 5231 399
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1 Wstep

11 Ilufomiacje dotyczace zespotu CERT POLSKA

CERT(Ck)mputer Emergency Response Team) Polska jest zespotem powofanym do reagowania na
zdarzenia naruszajgce bezpieczenistwo w sieci Internet. CERT Polska dziata od 1996 roku (do konca roku
2000 pod nazwg CERT MASK), a od roku 1997 jest cztonkiem FIRST (Forum of Incidents Response and
Security Teams). Od roku 2000 czlonkiem europejskiej inicjatywy zrzeszajacej zespoty reagujace - Trusted

Introducer® W ramach tych organizaciji wspétpracuje z podobnymi zespotami na catym Swiecie.

Do gtéwnych zadan zespotu nalezy;

[ ] rejestrowanie i obstuga zdarzen naruszajgcych bezpieczenstwo sieci

u alarmowanie uzytkovwiikbw o wstapieniu bezposrednich dla nich zagrozen

[ ] wspotpraca z innymi zespotami IRT (Incidents Response Team)w ramach FIRST

] prowadzenie dziatan informacyjno edukacyjnych, zmierzajagcych do wzrostu Swiadomosci

dotyczacej bezpieczenstwa teleinformatycznego (zamieszczanie aktualnych informaciji na stronie

www.cert.DI. organizaqa cyklicznej konferencji SECURE)

] prowadzenie badan i przygotowanie raportéw dotyczacych bezpieczenstwa polskich

zasobow Internetu

] niezalezne testowanie produktéw i rozwigzan z dziedziny bezpieczenstwa

teleinformatycznego

[ ] prace w dziedzinie tworzenia wzorcow obstugi | rejestracji incydentow a takze klasyfikaciji |

tworzenia statystyk

2 Statystyki CERT POLSKA

Zgodnie z powyzszymi zatozeniami programowymi CERT POLSKA co roku przygotowuje |
udostepnia statystyki dotyczace przypadkéw naruszenia bezpieczenstwa teleinformatycznego w polskich
zasobach internetowych. Niniejszy raportjest széstym z kolei raportem tego typu. Dotychczasowe
(poczawszy od roku 1996) raporty dostepne sg na stronie CERT POLSKA fhttp://www.cert.pl/ ->

Opracowania CERT Polska -> Raporty)

A22 Hslopada 2001 re3p(Y uzyskine®wyzszy poziom zautiania Trusled Introducer Levet 2.
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Statystyka przypadkoéw naruszajgcych bezpieczenstwo
teleinformatyczne”

3bl iJczhia ptzypadkéw naruszajgcych bezpieczenstwo toteintoniiatycziie

W roku 2001 odnotowano 741PNBT.

3b2 Lkadbazaatakowaiiych konyuteféw

WsSrod stwierdzonych PNBT odnotowaliSmy wiele takich, w trakcie ktérych przeprowadzono atak na
wiecej nizjeden komputer czy inny obiekt sieciowy. W statystyce rodzajem ,1+" okreslono te wszystkie
przypadki kiedy wiadomo b ~, ze liczba zaatakowanych komputeréw byte wieksza niz jeden, jednak nie

byto mozliwe ustalenie konkretny wartosci.

Mimo tego w ponad 50% przypadkow mieliSmy do czynienia z atakiem najeden komputer.

34%
3%
9%

54%

0% 10% 20% 30% 40% 50% 60%
Procent

li B2-254 B255+ 1+

Rysunek 1 - Liczba zaatakowanych komputerow w trakcie Jednego ataku

33 Typy odnotowanych atakéw

Poczawszy od 2001 roku CERT Polska rozpoczat klasyfikacje incydentéw zgodnie z propozycjg

John’a D.Howard’a i Thomas’a A.Longstaffa, znang pod nazwg ,,Common Language™.

Dodatkowo, aby dobrze scharakteryzowac rozktad rodzajow atakéw w kontek$cie najbardziej
popularnych atakéw, przygotowaliSmy skrocong statystyke najczesciej odnotowywanych atakow

szczegOtowych, takich jak chociazby najbardziej znane wirusy (3.3.2).

~w dalszg czesciraportu przypadki naruszenia bezpieczenstwa teieinfotmatycznego okreslane beda skrotem PNBT
AW szystkich zainteresowanych szczeg6tami tg kiasyiataqi odsytamy do publikach Common Language
(hOpJ/mM.oertorgfresearchAaxonomy_988667.pdf)

43



3.1 Klasyfikacja inc:ydenléw wg CoT nH3nLan”iage

Przypadki, w czasie obstugi ktdérych, rnozna byto zgromadzi¢ dane pozwalajgce na wypetnienie

wszystkich cech PNBT stanowig okoto 9%.

Nalezy zwréci¢ uwage, ze klasyfikacja Common Language z zatozenia jest klasyfikacjg kompletna,
dlatego zawiera rowniez kategorie, ktore wlasciwie nie sg zupetnie zgtaszane do zespotdéw reagujacych
podobnych do takiego jakim jest zesp6t CERT Polska (np.; ataki fizyczne). Niemniej jednak dla porzadku i

petnego obrazu, w naszych statystykach nie pomijamy tych kategorii.
Ponizszy wykres przedstawia w ilu przypadkach udato sie ustali¢ dang ceche PNBT.

Najbardzig podstawowa forma ataku komputerowego jest tzw. zdarzenie {ang. event). Cechami
charakteryzujacymi zdarzenie sg dziatanie (action) jakie podjat intruz oraz cel (target) jaki zaatakowat. W

zwinNdoj z tym wszystkie przypadki musza i majg okreslone te dwie cechy.

24,3%
52,1%
100,0%
100,0%

41,3%

31,3%

0% 20% 40% 60% 80% 100% 120%

m Atakujacy m Narzedzie m Stabo$¢ m Dziatanie HCel m Rezultat Przyczyna

Rysunek 2 - Procent ustalenia poszczegdlnych cech PNBT.
Ponizsze podpunkty pokazujg rozktad procentowy w poszczegc”*nych cechach opisujacych PNBT

3311 Atakujacy™

Na ponizszym wykresie widzimy rozWad procentowy zwiazany z kategorig ,atakujacy". Dwie
najwazniejsze grupy to hakerzy i zawodowi przestepcy. Termin ,zawodowy przestepca” nalezy traktowac
unrwwnie. W rzeczywistosci w tej kategorii znalezli sie wszyscy, ktdrzy rozsytajg niezamawiang

korespondencje.

Aw kategorii nie zostato przeHumaczone pojecie voyeurs, ze wzgledu na jego specyficzne znaczenie i brak
jedhoznacznego odpoMednica w jezyku polskim.
Voyeurs - Atakt"gcy, K omyafakt#a komputery dlapodniecenia wywolanego uzyskaniemni™wrrych irtomtacf.



1,3%
0,0%

114,6%
122%
10,8%
10,0%

113,6%

0% 2% 4% 6% 8% 10% 12% 14% 16%

m Hakerzy m Szpiedzy m Terrory$ci m Procownicy m Zawodowi przestepcy O Wandale Voyeurs

Rysunek 3 - Klasyfikaga atakujgcych

3.3.1.2 Narzedzia

Dla tej cechy zwigzanej z PNBT zdecydowrante najwiecej jest przypadkéw, w ktorych uzyte zostaty
narzedzia drestane jako ,samodzielny agent” albo ,,skrypt lub program”. Pienwsze z nidi sg zwigzane z
masowymi atakami wiruséw (Code Red, Nimda), za$ drugie z przypadkami skanowania i rozsylania

niezamawianegj poczty elektronicznej.

0.0%
0,0%
13,4%
119,6%
116,3%
>0 %
10,0%
10,0%
0% 5% 10% 15% 20% 25%

|Atak fizyczny m Wymiana informacji IPolecenie uzytkownika m Skryptlub program
ISamodzielny agent 0O Zestaw narzedziowy Narzedzie rozproszone PcxlIstuch danych

Rysunek 4 - Klasyfikaqga uzywanych narzedzi ataku

3.3.1.3 Atakowana stabos$¢ systemu

Lukaw konfiguracji systemoéw komputerowych jest zdecydowanie najczestsza przyczyng atakéw
komputerowych. Z doswiadczern CERT Polska wynika, ze znacznie rzadsza przyczyna sa luki w
implementacji i zaprojektowaniu systemu. Zapewne przyczyng takiego a nie innego wygladu tej statystyki
jest stosowanie automatycznych narzedzi przez Saifyt Idddies, ktére to narzedzia (patrz réwniez 5v)

zazwyczaj sg nastawiane na wykorzystanie luk w konfiguracji.
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25,1%

12,4%

11%

0% 5% 10% 15% 20% 25% 30%

m Luka w projekcie m Luka w implementacji DLuka w konfiguraqi

Rysunek 5 - Klasyfikacja wykorzystania poszczegélnych luk w systemie

3.3.1.4 Nieautoryzowane dziatanie

Zdecydowanie najwiekszy procent nieautoryzowanego dziatania stanowia przypEdki probkowania i
skanowania. Wsrod tych przypadkow réwniez znajduja sie ataki powigzane z robakami internetowym (Code
Red, Nimda). Odnotowane przypadki nieautoryzowanego uwierzytelnienia i mextyfiksk”®, powigzane sg

zazwyczaj z przypadkami wtamania, a czasami viAamania potaczonego z podmiang strony WWW.

0.1%
5.0%

= 0,9%

10,1%

10,1%

10,1%

0.0%

137%
1 128%
153,6%
023.8%
0% 10% 20% 30% 40% 50% 60%

m Probkowanie m Skanowanie = Rood m Uwierzytelnienie
m Obejscie O Podszywanie sie ~"Odczyt m Kopiowanie
m Kradziez Modyfikar® Usunigcie

Rysunek 6 - Nieautoryzowane dziatanie podejnrxawane przez atakujacej

3.3.1.5 Cel ataku

Cel ataku jest druga podstawowa cecha opisujacg PNBT. Najczesciej, wéréd PNBT w roku 2001,
celem ataku byly cate sied lub nawet sied sied {internetworks), cowynika z populamosd przypadkéw

skanowania. Naruszenie bezpieczenstwa sidadnika infrasruktury, jestw rzeczywisto$d atakiem fizycznym,

tego typu ataki nie sg zgtaszane do CERT Polska.
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11,5%
42,8%
12,0%
8%
15,5%
17,6%

120,6%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

m Konto m Proces iDane m Skiadnik m Komputer Sie¢ DSiecsieci

Rysunek 7 - Cel ataku

3.3.1.6 Rezultat

Ws$rdd rozpoznanych skutkéw dziatania intruzow zdecydowanie na pierwszy plan wysuv\™ sie
kradziez zasobéw. Dwa podstawowe przypadki wptywajgce na taki stan rzeczy to kradziez zasobow

rozumianych jako moc obliczeniowa oraz rozumianych jak praca ludzka.

W pienwszym przypadku do naduzyda dochodziw m orr*de wystapienia atakow tyjxi Denial of
Senlice oraz co bardzi® dcomasowanych przypadkow skanowania, zas w drugim gtéwnie w przypadku
rozsyfania nie zamawianej korespondencji (Spam), ktérego skutkiem dziatania jest swoista kradziez

zasobow ludzkich poswiecanych na likwidacje skutkéw spam'u.

34,3%
11,5 %
18,0%
9%
15,8%
0% 5% 10% 15% 20% 25% 30% 35% 40%
m Zwiekszony poziom dostgpu m Ujawnienie kiformaqi m Sfalszowanie informaqi
m Blokowanie dziatania O Kradziez zasobow

Rysunek 8 - Rezultat przeprowadzonego ataku

3.3.1.7 Przyczyna

Przyczyne, ktéra decydowata o wystapieniu PNBT jest bardzo trudno ustali¢, dlatego procent
odpowiedzi na pytanie Co byk) przyczyng dzielnos$ciintruza? jest niewielki. Wiasciwie mozliwe jest to tylko

w momende rozpoznania catego incydentu i szczegétowego dochodzenia. Z takimi przypadkamiw trakde
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standardowych dziatari zespotu mamy do czynienia bardzo rzadko. Witasciwie jedynym nie budzgcym
watpliwosci, co do przyczyn, przypadkiem jest spam. Rozsytenie niezamawianej korespondenciji niemalze w
100% powigzane jest z checig uzyskania korzysci finansowej, znacznie n”idzigj z died g osiagniecia celow

politycznych (np.; propagande)

4,0%
117,3%
10,9%

12,0%

0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%

m Prestiz m Korzy$¢ polit®zna m Korzy$¢ finansowa  Zniszczenie

Rysunek 9 - Przyczyna ataku

31.2 WasyfMfac”™ wg charaktetystycz nych atakéw

W celu uzupetnienia formalnej stetystyki Common language zamieszczamy réwniez dodatkowe
zestawienie, w ktébrym mozna odnalez¢ niektére charakterystyczne kategorie, ktérych nie maw klasyfikacji

Common Language

Ponizszy wykres przedstawia charakterystyczne rodzaje atakéw w roku 2001

3,6%

46,471
17,1%
13,9%
4C
42%
3.1%
2,3%
2,0%
1,8%
0,9%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
IBackdoor = Wiamanie IWirus

IDenial of Service

SirCam

Podmiana strony WWW = Code Red / Nimda

Skartowanie

Rysunek 10 >Charakterystyczne rodzaje atakow

NieokresSlony

| Probkowanie

iSpam

Jak wida¢ z powyzszego wykresu obsen/vujemy wyrazng przewage réznego rodzaju skanowania i

prébkowania, ktére tgcznie stanowity ponad 50 % (50,6) obstitiwanych przypadkéw. Znaczacg role

odgrywaja rowniez przypadki spam’u. Oczywiscie przypadki, ktére sg do nas zgtaszane w ig” sie zazwyczaj
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z duzg uciazliwoscia lub z tzw. open relay’em, czyli takim skonfigurowaniem senwera pocztowego, ktére

pozwala na wykorzystywanie go przez spamer’dw do rozsylania niezamawianej korespondenciji.

Trzecig pozycje (13,9%) na liscie najbardziej populamydi rodzajéw atakéw zajmujgtacznie
potraktowane Code Red i Nimda, szczeg6lnie aktywne w letnich miesigcach zesztego roku. Code Red i
Nimda zostaly potraktowane razem jako wirusy sieciowe dziatajgce na podobnych zasadach, byly one

rOwniez przez nas obstugiwane w duzej mierze w sposéb automatyczny.
371 Zrodo zgtoszenia PNBT
Zrodia zgloszenia PNBT podzielono na4 podstawowe kategorie:
m  Uzytkownik indywidualny,
- CERT;
m  Instytuga ds. bezpieczenstwa;
m  Firma, organizacja;

Kazda z tych kategorii b ~ podzielona na podmiot krajowy i zagraniczny. W ten spos6b powstato 8

kategorii, ktore prezentowane sg na ponizszym wykresie.

9,6%

38,7%
12,0%
14%
12,0%
11,2%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

I Indywidualny uzytkownik krajowy liIndywidualny uzytkownik zagraniczny
CERT krajowy ICERT zagraniczny
lInstytuga ds. bezpieczennstwa krajowa linstytuqa ds. bezpieczeristwa zagraniczna
Firma, organizaqa krajowa Firma, organizacja zagraniczna

Rysunek 11 - Zrédia zgtaszania PNBT.

W przypadku kategorii »CERT krajowy”zdecydowang wiekszos$¢ stanowig zgtoszenia wewnetrzne
CERT Polska zwigzane ze spam’em iwirusami, ktére zostaly przesyfane na adres poczty elektronicznej
przeznaczony do zgteszania incydentéw. Zgodnie z powyzszymi statystykami 62,5% zgtoszenh pochodzito z

Polski, pozostate z zagranicy.
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3JS Zroédo ataku

W obstugiwanych przez nasz zesp6t PNBT w blisko 90% udalo sie ustali¢ Zrodto ataku. Nalezy
oczywiscie wzig¢ pod uwage, ze wiele z tydi adreséw bylo tzw. adresami posrednimi, ktére intruz
wykorzystatw celu ukrycia rzeczywistego zrodfa ataku. Nie posiadamy informacji jak duzo byto tego typu
przypadkéw. W wielu przypadkach szczegoly dotyczace zrédia ataku, CERT Polska pozostawiatdo
ustalenia poirTformowanej osobie lub komérce, odpowiedzialnej w danej or*nizacji za bezpieczenstwo lub

administrac” sied.

Kategorie najakie podzielilismy zrédta ataku sg nastepujace:

[ ] Osrodki edukacyjne;

[ ] Operatorzy telekomunikacyjni ({S P f;
[ ] Firmy i organizacje;

[ Ustalony Adres 1P;

Jak wida¢ wsréd tych kategorii jest tez pozycja ,,Ustalony adres tP”. W tych przypadkach nie rrxiina
byb w prosty sposoéb zaklasyfikowac zrodia do innej kategorii dlatego zastosowano takg kategoryzacje

mowigcg o tym, ze mimo braku dokladnych danych zrddio ataku jest znane.

11,3%

10,0%
.0%
56,5'(>
%
0% 10% 20% 30% 40% 50% 60%
m Osrodki edukacyjne IDostawca ustug internetowych m Rrma komercyjna
m Ustalony adres IP Nieokresony

Rysunek 12 - Zrodia atakow

Jak wida¢ z powyzszego wykresu podstawowe zrédto atakéw stanowig uzytkownicy indywidualni,

korzystajacy z potgczen oferowanych przez dostarczydeli ustug internetowych.

'kategoria ta w duzej mierze dotyczy réwniez uzytkownikéw indywidualnych, ktérzy sa klientami ISPs
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4 Kooperacja przy obstudze PNBT

w trakcie obstugi PNBT wspotpracowaliSmy z wieloma zespotami typu CERT z catego $wiata.

Zdecydowana wiekszos¢ z nich jest cztonkami miedzynarodowych organizacji FIRST (Forum of Incident

Response and Security Teams) lub/i Terena TF-CSIRT (Task Forces Computer Security Incident Response

Teams). O transgranicznosci przestepstw komputerowych niech swiadczy lista krajéw, z ktérych pochodzity

zespoty reagujgce wspotpracujgce z nami przy wyjasnianiu incydentéw: Australia, Dania, Finlandia, Franqa,

Holandia, Korea Potudniowa, Meksyk, Niemcy, Rosja, Stany jednoczone, Szwajcaria, Wielka Brytania,

Wiochy.

W Polsce szczeg6bling role odgrywata wspoétpraca z zespotem TPSA Abuse Team, dodatkowo

sporadycznie z zespotami bezpieczenistwa dostarczycieli ustug internetowych.

5 Whnioski i trendy

Wzrost PNBT. Z roku na rok odnotowujemy coraz to wiekszg liczbe PNBT. Mimo
niepodwazalnego trendu zwig”™nego z rzeczywistym przyrostem tego typu
przypadkéw, nalezy zwréci¢ uwage réwniez na inne istotne czynniki, wptywajgce na

ostateczne statystyki:

Wzrost Swiadomosci dotyczgcej rrx)zliwosci znoszenia PNBT i uzyskania pomocy od

zespotu reagujgcego;

Lepszy poziom obstugi zgtoszonego przypadku, co powoduje ze poszkodowany zgtosi
roéwniez nastepne tego typu przypadki (efektywnos$¢€ obstugi PNBT zwigzana jest
réwniez z uzywaniem automatycznydi narzedzi do obstugi standardowych

przypadKki);

Wiecej przypadkdéw skanowania. W znaczacy sposéb zostat potwierdzony trend
zwig”™ny z przyrostem przypadkéw skanowania komputerdw i sieci. Wskazuje to na
wiekszg Swiadomos¢ depczgcg istnienia zag-ozen w sieci Internet i monitorowanie
tych zagrozen oraz, jak nalezy przypuszczaé, uzywanie w wiekszym stopniu systemow
detekcji zagrozen (IDS), ktére pozwalajg na zwiekszong wykrywalnos$¢ i fatwiejsza

dokumentacje tych przypadkow.

Po raz pierwszy Common Language. W tym roku po raz pierwszy przedstawiliSmy
statystyki oparte o klasyfikacje Common Language. Wyniki tych statystyk pokazujg jak
trudno jest okresli¢ wszystkie dane dotyczace incydentu, okazuje sie, ze jestto
mozliwe tylko w przypadku bardzo szczegétowego rozpoznania przypadku.
Najwazniejszymi cechami tej klasyfikacji jest kompletnos¢ ijednoznacznos¢ cow
przysdosci pozwoli poréwnac statystyki z ro6znych lat. Dlatego tez ta klasyfikacja

bedzie kcxitynuowana w latac™h nastepnych.
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6

Vi.

Kontakt

Automatyczne ataki. Obserwowane przypadki skanowania i rozprzestrzeniania sie
wirusow sieciowych wskazujg na fakt powszechnego wykorzystywania przez hakeréw
automatycznych narzedzi, zar6wrra w fazie ich przygotowywania (np.; tworzenie
wirusow) jak i przeprowadzania (np.: skanowanie, wlamania za pomoca tzw. rootkits,
czy dziatanie robakéw sieciowych). Zdecydowana wiekszos¢ tych przypadkow
zwigzana jest dziatalnoscia tzw. scriptkiddies, ktorzy w swojej dziatalnosci

wykorzystujg gotowe narzedzia, nie znajgc w rzeczywistosci sposobu ich dziatania.

Stabos¢ konfiguracji. Dziatanie wspomnianych scriptkiddies powia”~ne jest
zazwyczaj z wykorzystaniem znanych stabosci, ktére nie zostaly zalatane przez
administratorow. Potwierdzeniem tego faktu jest statystyka pokazujgca, ze najwieksza
liczba atak6w zwigzana byfa z wykorzystaniem luk w konfiguracji systemu. Dzieki temu
jeszcze raz mozna sie przekonac jak istotng role w zarzagdzaniu systemem
informatycznym odgrywa sprawa odpowiedniego i systematycznego fatania

istniejacych w nim dziur.

Sprawcy atakéw. Jesli chodzi o Zrédio atakdw, to najpowazniejszym zagrozeniem dla
bezpieczenstwa systeméw komputerowych sg klienci dostarczycieli ustug
internetowych. Najczesciej sg to klienci dziatajacy na tgczadi dodzwanianych (d/a/u/p).
Niestety, wcigz istnieje btedne przekonanie o anonimowosci tego typu potaczenia,
chociaz nalezy przyzna¢, ze w przypadku dziatania z zagranicy, ustalenie sprawcy jest
trudniejsze, co nie znaczy ze niemozliwe. Przy wyjasnianiu tych spraw dochodzg po
prostu trudnosci organizacyjne polegajgce na wymianie odpowiednich danych
pomiedzy CERTem a administratorami ISP. Wymaga to dobrej woli i potwierdzenia
wiarygodnosci obydwu stron. Znaczacy odsetek PNBT, w ktorych Zzrodlem ataku jest
adres ISP sprawia, ze kwestia dobrej wspoétpracy z ISPs odgrywa i odgrywac bedzie

bardzo wazna role.

Zgtaszanie incydentow:

ceita)cert.DI

Informaga: infoOcert.DI
Web site: htto://www.cert.DI/
Adres: CERT POLSKA
NASK
ul. Wagwozowal8
02-796 Warszawa
tel.: +48 22 5231 274
fax: +48 22 5231 399
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1 Wstep

11 Inform aldotyczace zespotlu CERT POLSKA

CERT(Computer Emergency Response Team) Polska jest zespolem powotanym do
reagowania na zdarzenia naruszajgce bezpieczei*stwo w sied internet. CERT Polska dziata od
1996 roku ( do koiica roku 2000 pod nazwg CERT NASK), a od roku 1997 jest czionkiem
FIRST (Forum of Incidents Response and Security Teams). W ramach tej organizacji
wsp6ltpracuje z podobnymi zespotami na calym Swiede.

Do gtéwnych zadan zespotu nalezy:

rejestrowanie i obstuga zdarzen naruszajac” bezpieczenstwo sieci

m  alamxManie uzytkownikdw o wystgpieniu bezposrednich dla nich zagrozen

m  wspolpraca z innymi zespotami IRT (Incidents Response Team)w ramach FIRST

* prowadzenie dziatan informacyjno edukacyjnych, zmierzajacych do wzrostu swiadomosci
dotyczacej bezpieczenstwa teleinformatycznego (zamieszczanie aktualnych informaqi na
stronie www.cert.pl. organizacja cyklicznej konferenqi SECURE)

m  prowadzenie badan i przygotowanie raportow dotyczacych bezpieczenstwa polskich
zasoboéw Internetu

m  niezalezne testowanie produktdw i rozwigzan z dziedziny bezpieczenstwa
teleinformatycznego
prace w dziedzinie tworzenia wzorcOw obstugi i rejestracji incydentdéw a takze klasyfikaqi i
tworzenia statystyk

1.2 Statystyki CERT POLSKA

Zgodnie z powyzszymi zatozeniami programowymi CERT POLSKA co roku przygotowuje i
udostepnia statystyki dotyczgce przypadkéw naruszenia bezpieczenstwa teleinformatycznego
w polskich zasobach internetowych. Niniejszy raport jest pigtym z kolei raportem tego typu.
Dotychczasowe (poczgwszy od roku 197) raporty dostepne sg na stronie CERT POLSKA
(http.7/www .cert.net.pl/statystyki.ntml)

Statystyka przypadkdéw naruszajgcych bezpieczehstwo
teleinformatyczne”

Ponizej przedstawione zostaly statystki dotyczace PNBT. W statystykach odrebnie
potraktowano przypadki przes”nia (otrzymywania) nie zamawianej poczty elektronicznej,
zwanej popularnie tzw. spamem. Decyqge taka podjeto ze wzgledu na niewspotmiernie duza
liczbe tych przypadkéw w stosunku do przypadkéw pozostatych. Przypadki spamu zostaty
odnotowane oddzielnie, w rozdziale speqgalnie temu poswieconym.

'w dalszg czeéd raportu przypadki naruszenia bezpieczetisiwa teleinformatycznego okreslane bedg skrotem PNBT
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Z | BO6sC¢ przypadkdéw nainszg|acych bezpieczenstywoteieiniofmatyczne
W roku 20CtO odnotowano 126 PNBT.
Z2 BO6sSCzaatakowanych komputerow

W 126 PNBT zaatakowano 292 komputery (hosly). Znaczaca ich cze$¢ - 206, co stanowi
ponad 70% powigzana byta z przypadkami wlamania do systemu (182 przypadki) i prébami
wiamania do systemu (24 przypadki), czyli z najgrozniejszymi PNBT.

2-3 Typy odnotowanych atakow
Dokonano analizy rozkladu procentowego typow atekdw zaréwno w ujeciu ilosci PNBT, jak tez
itosd zaatakowanych komputeréw. Jak wynika z ponizszych danych rozkfady te zasadniczo sie
roznia.
Z3.1 Typy odnotowanych atakéw w ujdocklPNBT
Najwiekszy procent typéw PNBT stanowily préby wiamania do systeméw - 19% (24
przypadki). Nastepnie odnotowano taki sam udziat procentowy wfaman i skanowania hostoéw
(15%, 19). Ponizej zestawienie wszystkich typéw PNBT:
Préba wiamania do systemu -19% (24)
Wiamanie do systemu -15% (19)
Skanowanie hosta-15% (19)
Skanovranie sied -13% (17)
Ataki DoS {ang. Denial ofSen/ké)-13% (16)
Ataki na WWW serwer (podmiana strony) - 6% (8)
Mail bombing - 5% (6)
Skanowanie firewall - 3% (4)

Inne (nielegalne oprogramowanie, social engeenering)-10% (13)

W szystkie przypadki skanowania (host, firewall, sie¢) stanowia tgcznie blisko 32% wszystkich
PNBT izdecydCAA™niejako fgczna kategoria wysuwaja sie na czob klasyfikaciji.

2332 Typy odnotowanych aftakéw w i*ecki zaatakowanych kom puteréw

W sytuaqi rozwazania rozktadu typow atakéw w ujeciu zaatakowanych komputeréw sytuacja
zmienia sie dosy¢ znaczgco. Tu zdecydowanie na pierwszy plan wybijaja sie przypadki
wlamania - 62% (182). Lgaczny procent réznego rodzaju skanowania (firewall, host, sie€)
wynosi 14% (40). Ponizej zestawienie wszystkich typow:

m Wiamanie do systemu - 62% (182)

m  Proby wlamania - 8% (24)

m  Ataki DoS {ang. Denial ofSennce) - 7% (19)

m  Skanowanie hosta- 7% (19)
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Skanowanie sieci - 6% (17)

Ataki na WWW 3enntor (podmiana strony) - 3% (8)

Mail bombing - 2% (6)

Skanowanie firewall -1 % (4)

Inne (nielegalne oprogramowanie, social engeenering) - 4% (13)

2.X3 Spam

Zdecydowanie najwiekszg il(™ PNBT stanowity przypadki spamu, dlatego z pewnych
wzglrow (wyjasnienie powyzej na poczatku rozdziatu) zostaty one potraktowane oddzielnie.

Odnotowywane przypadki spamu wigzaly sie z pewnosciag z uzywaniem narzedzi
automatycznych do generacji spamu. Przypadki jakie zostaty zgtoszone do CERT POLSKA
pochodzity gtéwnie z sieci da.uu.net.
W ciagu roku do CERT POLSKA zgtoszono ponad 1 200 przypadkéw spamu.

2L4 Zrbédte odnoitowanych atakéw
Gtéwnym zrédlem odnotowanych atakéw byly sieci nadzorowane przez os$rodki edukacyjne,
takie jak wyzsze uczelnie, szkoly (gtdwnie szkoly Srednie) oraz instytuty naukowe. tacznie
wszystkie te osrodki stanowity 42% (53) zrédet odnotowanych PNBT.
Zrédiem 29% (36) PNBT byt intruz korzystajacy z zasobéw dostarczyciela ustugi internetowej
{ang. Internet Senlice Provkler), z czego okoto 9% powigzanych bylo z adersami P ogdlnie
dostepnej sieci publicznej.
15% (19) PNBT powigzanych byto z kontem firmowym jako zrédiem ataku.
Najmniej znaczacy procent - 7% (9) stanowily zrédta inne.
Rowniez 7% (9) stanowity przypadki, w ktérych nie ustalono zrédta ataku.

25 Zrocia zgloszenia incydentow

W przypadku zrodta zgtoszenia incydentu wyrézniano 3 kategorie; CERT lub inna instytucja ds.
bezpieczenstwa, uzytkownik krajowy, uzytkownik zagraniczny. W tej materii procent
przypadkoéw rozktada sie mniej wiecej rowno iwyglada nastepujgco:

m  Uzytkownik krajowy - 35% (45)

m  Uzytkownik zagraniczny - 33% (41)

m  CERT lub inna instytucja ds. bezpieczenstwa - 32% (40)

3 WniosKi

Biorac pod uwage niewielki procent zgtaszania incydentéw (rézne Zrédta podajg wielkosci
rzedu kilku procent) szacowana liczba zgtoszonych incydentéw a tym samym iloSci incydentoéw
w polskich zasobach Internetu nie jest mata. Nadal niestety jednak odnotowuje sie duza
niechec¢ do zgtaszaniu incydentéw. Powody sg rézne, ale z pewnoscigw najwiekszej mierze
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decyduja te, ktére dcyczg obawy przed utratg wizerunku firmy jako firmy bezpiecznej co na
mocnym, konkurencyjnym rynku jest zadaniem niezwykle waznym.

Z duzym prawdopodobienstwem, mozna zaryzykowac stwierdzenie ze odnotowany niewielki
procent przypadkéw zwigzanych z atakami blokujacymi serwisy nie do korica odpowiada
rzeczywistosci. Ubiegty rok na catym Swiecie stat pod znakiem skomasowanych atakéw DDoS i
DoS, ktoére dotknely niejedna, takze te najwieksze, firme. By¢ moze ataki tego typu staly sie na
tyle powszechne, ze przestano je “taszac traktujac jako normalng cze$¢ zwigzana z obstuga
urzgdzen sieciowych dotgczonych do Internetu. Jednak nalezy zastrzec, ze sa to tylko
przypuszczenia i CERT Polska nie posiada szczeg6towych danych na ten temat.

W trakcie obstugi zgtaszanych incydentéw dosy¢ wyraznie zarysowat sie fakt nie posiadania
przez pokrzywdzonych odpovwednich procedur, ktére pozwalajg na usystematyzowane
dziatanie w przypadku wystgpienia zagrozenia. Czesto wynikiem braku tych procedurjest
chaotyczne dziafanie, ktére w pierwszej kolejnosd przekfada sie na reinstalacje
zaatakowanego systemu, co oczywiscie jest skuteczne z punktu widzenia dziatania serwisu
(cho¢ czasami niestety nie na dtugo), ale uniemozliwia skuteczne pozyskanie informaciji
zmierzajgcych do ustalenia sprawcy przestepstwa komputerowego.

Cho¢ niewatpliwe stan Swiadorrx>$d dotyczacej bezpieczenstwa teleinformatycznego jak i sam
poziom tego bezpieczenstwa poprawit sie w dagu kilku ostatnich lat to nadal napotykamy na
przypadki elementarnych bledéw zwigzanych z wdrozeniem i obstuga systemoéw
informatycznych.

4 Trendy

CERT Polska prowadzi swoje statystyki od 1996 roku. Poczgvvszy od tego czasu liczba
odnotowywanych incydentow stale ro$nie.

W swoich obserwacjach odnotowaliSmy coraz wiecej aitaszanych incydentéw, ktére nie
konczg sie sukcesem intruza ale naruszajg w pewien sposéb bezpieczenstwo zaatakowanych
systemow, chociazby poprzez obcigzenie os6b odpowiedzialnych za idi bezpieczehstwo
dodatkowymi obowigzkami kontroli i audytu zaatakowanego systemu. Swiadczy to niewatpliwie
0 wzroscie swiadomosci wsréd polskich internautéw. Coraz mniej jest tych ktorzy nie potrafig
odpowiedzie¢ jednoznacznie na pytanie czy ich sie¢ byla atakowana czy tez nie.

Typy odnot(wvywanych atakéw w drastyczny sposoéb sie nie zmieniajg na przestrzeni lat. Od lat
najbardziej popularne sg ataki na system poczty elektronicznej, ataki polegajgce na
skanowaniu poszczegoéinych komputeréw czy tez catych sied, ataki na serwery WWW, ataki
zmierzajace do blokady serwisu. Pewne ataki catkowide lub czesdowo zniknely z naszej mapy
typologicznej. Rzadziej odnotowujemy ataki bezposrednio na konta uzytkowniltdw czy tez na
serwery news. Czesdej wystepuja beszposrednie ataki na aplikage i procesy. Na poczatku
dziatalnosci naszej organizacji ataki te byty znacznie bardziej popularne. Popularnosc¢ te w dniu
dzisiejszym przejety gtdbwnie ataki zw ian e ze skanowaniem.

Od lat stalym elementem rejestrowanego zestawu typologicznego jest rowniez spam, ktory
szczegOlnie w zesztym roku przyjat gigantyczne rozmiary.

5 Tabela zbiorcza

Typy odnotowanych atakow

Typ Ujede-PNBT Ujede-host

Procent llosé Procent llos¢
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Wiamanie do systemu 15 19 62 182
Préba wiamania do systemu 19 24 8 24
Skaixiwanie sied 13 17 6 17
Skanowanie hosfa 15 19 7 19
Skanowanie firew afa 3 4 1 4

Ataki DoS 13 16 7 19
Atakina WWW 6 3 8

Mail bombing 5 6 2 6

Inne 10 13 4 13
Ogobtem 100 126 100 292

ré6dta odnotowanych atakéw

zrodio Prxxert Typ
Osridki edukacyjne 42 53
ISP 29 36
Firma 15 19
Inne 7 9

Nieustalone 7 9

Ogotem 100 126

Zrbédia zgtoszenia incydentow

zrédio Procent Typ
Uzytkownik krajowy 35 45
Uzytkownik zagraniczny 33 41
CERT lub instyhK” ds. Bezpieczeristwa 32 40

Ogotem 100 126



6 Wykresy

Pr6ba wamania do
systemu

Wiamanie do systemu

Typy atakéw w ujeciu PNBT

Skanowionio hosta Skanowanie stad AblaOo8

T*nr

Typy atakéw w ujeciu zaatakowanych hoatéw

awww

Mai bontwig

Skanowanie (fewNe fa
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Raport CERT MASK za rok 1999 Zatgcznik 6

POLSKA

w stosunku do roku 1998 CERT NASK w roku 1999 odnotowatwzrost liczby
zarejestrowanych incydentow naruszajacych bezpieczenstwo. Nie bytto jednak tak duzy wzrostjak w
latach poprzednich. W roku 1999 liczba zarejestrowanych incydentow niewiele przekroczyfa 100.
Trzeba podkresli¢, ze rejestrowane sg tylko oficjalne zgbszenia (najczesciej pocztg elektroniczng),
ktére dotycza rzeczywistych przypadkéw zwigzanych z naruszeniem bezpieczenstwa lub razgcym

naruszeniem netykiety.
Typologia atakéw

Wsrdd atakdw najwiekszy procent dotyczy atakéw wykorzystujgcych rozmaite metody
skanowania poszczeg6lnych komputeréw w sieci Internet (hostéw) a takze skanowania catych
podsieci. Latwy dostep do oprogramowania stuzacego do skanowania, czesto reklamowanego pod
hastem ,,sprawdz bezpieczenstwo swojego komputera™ niewatpliwie powaznie przyczynito sie do
popularnosci tego typu ataku. Wcigz popularne sg tez ataki na serwer z wykorzystaniem
oprogramowania typu common gateway interface (CGIl) wskazujgcych na che€ przejecia istotnych
informacji przez intruza z serwera WWW. Prawie 10% przypada w roku 1999 na ataki typu blokowanie

ustugi (DoS >Denial of Service) a Swiatowe wydarzenia z poczatku roku 2000 potwierdzajg coraz

62



wieksze zainteresowanie intruzow takg formag atakéw. CERT NASK odnotowuje takze przypadki tzw.
ucigzliwego spamu to Jest spamu, wielokrotnym zrédtem ktérego sg d sami uzytkownicy, lub ktérego
zakres negatywnego oddziatywania jest duzy. Takich przypadkéw CERT NASK odnotowat ponad 12
% z calej liczby incydentéw. Z uwagi na wzrost ilosci pojawiajgcego sie w Internecie spamu CERT
NASK nie jestjednak w stanie obstugiwac¢ wszystkich przypadkéw zwigzanych z tym zjawiskiem. Co
warte podkreslenia sposrdd zarejestrowanych w 1999 roku incydentow 11% stanowity typowe

przypadki witaman.
Zrodta atakow

Ws$réd prawdopodobnych zrédet atakéw podobnie jak przed rokiem powazny procent zajmuja
adresy z umownie okreslanej sfery akademicko-naukowej. Nie jest to juz jednak jak w poprzednich
latach grupa dominujgca. W roku 1999 najwiekszy procent atakéw pochodzit z kont w firmach
komercyjnych. Drugg duzg grupe zrédet atakéw stanowity konta i dostawcow intemetu oraz publiczny

dostep do sieci poprzez TP S.A.

Efekt atakow

Podobnie jak rok wczesniej wsrdd zarejestrowanych atakéw wiecej jest tych, ktére wg
zglaszajgcych zostaly skutecznie odparte, niz tych ktére skonczyly sie przejeciem przez intruza praw
administratora systemu. Potwierdza to fakt, ze tylko nieliczne incydenty zgtaszane sg do oficjalnych
statystyk, i rzadko, kto chce sie przyznawa¢ do tego, ze jego sie¢ zostata skutecznie zaatakowana.
Jest to zjawisko ogélnoswiatowe. Niestety najwiekszy procent odnosi sie do sytuacji, w ktorej
poszkodowany nie jest w stanie ustali¢ poniesionych strat i czesto nie ma na to juz szans gdyz system

jest niezwitocznie reinstalowany.
Cel ataku i zrédio zgtoszenia

Wiekszos¢, blisko 75%), zgtaszanych do CERT NASK incydentéw pochodzi od uzytkownikow
sieci - z czego okoto potowa to uzytkownicy polscy a potowa to uzytkownicy zagraniczni. Pozostate
25% zgtoszen pochodzi od instytuciji, ktore w swojej dziatalnosci zajmujg sie walkg z naduzyciami w
sieci czyli innych zespotdw reagujacych (IRT) lub Policji, ze zdecydowanym wskazaniem na te
pierwsze. Wsréd poszkodowanych - podobnie ja w roku 1998 - dokfadnie 50 % jest uzytkownikéw
zagranicznych i 50 % uzytkownikéw polskiej sieci Internet. Wéréd uzytkownikdw polskich procentowo
najwieksza grupe docelowg atakéw stanowig jednostki naukowe bgdz akademickie (20%) oraz firmy
prywatne (0k.12%). Pokazny procent atakOéw dotyczy takze operatoréw i dostawcow ustug
telekomunikacyjnych. W roku 1999 zaobserwowano takze utrzymywanie sie trendu powstawania w
ramach struktur firmowych zespotow lub oséb odpowiedzialnych za sprawy bezpieczenstwa
teleinformatycznego. CERT NASK czestokro¢ petni role koordynacyjng w wymianie informacji miedzy
zainteresowanymi uzytkownikami i zespotami bezpieczenstwa, ze szczegdlnym uwzglednieniem

spraw miedzynarodowych.
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Problemy z typologia i klasyfikacjag

Przygotowujac rokrocznie statystyki rejestrowanych incydentow CERT NASK napotyka na
problem braku spéjnej klasyfikacji i typologii atakéw, ktéra mozna by sie postuzy¢ w celu
sklasyfikowania i zaprezentowania danych w taki sposéb aby w mozliwie standardowy sposob
operowac pojeciami zwigzanymi z typami atakéw. Niestety na Swiecie nie istnieje wspdlny,
obowigzujacy wszystkich jezyk pojeciowy w zakresie zdarzen naruszajgcych bezpieczenstwo sieci.
Pewne préby stworzenia jednoznacznych klasyfikacji zostaty podjete w USA oraz w dwdch krajach
europejskich - daleko jestjednak do stworzenia jakiego$ standardu. W ubiegltym roku CERT NASK
podjat lokalnie prace nad stworzeniem zrebéw nowoczesnej klasyfikacji. Zesp6t chetnie udostepni

wyniki swych prac w tym zakresie wszystkim zainteresowanym.

Ponizej przedstawiono kilka diagramoéw ilustrujgcych dane statystyczne zebrane w ramach

pracy CERT NASK w roku 1999.

Wykres nrl. Procentowy rozktad typow atakow, 1999.
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Wykres nr 2. Procentowy rozkiad Zzrodta atakdw,1999.
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Wykres nr 3. Procentowy rozktad zrédta zgtoszenia atakow,
1999.
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Introduction

The Information Age brings enormous benefit to the United States; however, US
dependence upon technology results in a new strategic threat aimed at the information
systems that control key aspects of our military, economic, and political power.

New Strategic Threat

Overwhelming US conventional military might suggests that future competitors may
embrace grand strategies that avoid directly attacking US defense forces and focus on
undermining our national will to fight by exploiting our reliance upon information
systems, present technological vulnerability, and the democratic method of governing.
This threat would be most effective in situations where US force application is
discretionary and the desirability of its employment is not clear-cut. Though it will never
equate to the strategic threat of physical occupation by conventional military forces, it is a
potent coercive policy weapon.

We believe the current US grand strategy for national security is obsolete because:

1. It is based upon industrial age threats and defenses that have limited information
age applicability.

2. It fails to defend against structured information attacks threatening US centers of
gravity.

3. It is still reliant upon DOD as sole provider of national defense.

New Information Age Realities

Six information age realities produce a significant change to the national security
environment.

Information technologies have created a fifth dimension of conflict.
Recognizing the uniqueness of this dimension highlights the limited relevance of the
world’s most powerful army, navy, and air force in defending strategic centers of strength
from information attacks. The sum of its conventional forces is far more potent than any
would challenge conventionally, but is an inadequate deterrent to deflect information
weapons or protect information targets.

In this new dimension, the rapid exploitation of information can produce significant
advantages in warfare and in commercial competition. Leaders who exploit information
technology may seize the initiative, get inside an opponent’s decision-making cycle, and
thereby limit or channel the options available to it.

Moreover, in the Information Age, interconnectivity and dispersed computing power
have greatly expanded access to and dependence upon information, making the places it
resides (databases, communication networks, logic programs) more susceptible and
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attractive targets. Therefore, information itself must be protected. Information can be
used as a weapon to corrupt or destroy, or it can be the target of an attack.

For as long as defensive countermeasures lag behind innovative use of offensive
information weapons, the US will have new strategic vulnerabilities that make traditional
notions of US physical sanctuary less meaningful. Heavy US dependence upon
information systems, combined with today’s worldwide interconnectivity of computer
systems, that have limited self-protection features, has created an avenue for attack of
strategic assets. Financial institutions, public switch networks, power plants, and other
strategic centers of strength could be at risk from information attacks, and military
conventional forces can do very little to protect them.

Additionally, since the cost of entering information warfare is much less than that of
conventional warfare, traditional nation-states may not be the only potential attackers.

If the US is to effectively build and execute a new grand strategy for national security,
efforts beyond military defense must be employed and new strategic measures of
effectiveness are needed to prioritize both these efforts in both the offensive and defensive

categories.

Priorities for Protection within US Strategic Centers of Gravity

Our strategic framework divides US strategic centers of gravity into five categories:
leaders, system essentials, infrastructure, population, and defense mechanism. Though
the US defense establishment is able to defend these centers of gravity against physical
attack, it cannot protect them against the flow of hostile information from outside
sources. Future conflicts may see the use of both conventional and information weapons
against these centers.

These weapons may be divided into categories according to their functions:
conventional physical destruction weapons that target the enemy’s physical assets for
destruction; corruption information weapons that control, compromise, corrupt, or disable
the operating software of targeted information networks and systems; and perception
management information weapons that affect what an enemy’s information systems
portray as reality.

Juxtaposing these weapons functions with national centers of gravity produces a
strategic framework, displays the information dimension of conflict, demonstrates the
potential strategic effects of weapons employment, and conceptualizes both offensive and
defensive campaigns. It also highlights shortfalls in present national security policies by
suggesting the breadth of future battlefields, the accessibility of US centers of gravity,
and the- limitations of protecting against the employment of information weapons. In
addition, it provides a reference for decision makers who must set priorities regarding
which information systems require protection as strategic national security assets.
Finally, it demonstrates how the scope of strategic warfare expands beyond the
traditional dimensions of the battlefield into the broader information dimension of
conflict.

While assertions of a national disaster may be somewhat premature, open source
anecdotal evidence suggests the US is already vulnerable to information attacks. The
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National Communications System labeled the threat to the US public switch network
system as a “serious concern”in 1993 and said it was worse in their 1996 update, noting
“threats [are] outpacing our deterrents while vulnerabilities are outpacing the
implementation of protection measures.””

Moreover, applying the framework to a recent RAND war game shows that the enemy
could make a concerted effort to attack the information systems that control the US
system essentials to produce secondary impacts upon the US population, and thereby
create pressures on US leaders to alter their chosen course. The analysis underscores the
ramifications of information conflict for the nation’s leaders and shows that perception
management is the common thread in information conflicts. The degree of skill
demonstrated in handling these issues determines the ability of government leadership to
maintain the fragile link between itself and the people. Unless leaders can answer the
people’s questions satisfactorily, the danger exists that public pressure will force national
security policy changes that may not be in the nation’s best interest.

Other Complications: Authority, Responsibility, and Plurality

The threat to US information systems from corruption weapons is a clear and present
danger that demands immediate attention. The pervasiveness of information technologies
across the political, economic, military, and social fabric of American life poses a difficult
defense solution that is far beyond DOD authority and responsibility. In the pluralistic
US society, firmly founded upon the concepts of division of authority and separation of
powers, authority will most likely never be given to any one government agency.
Pluralism offers tremendous advantages over single party executive agents to ensure a
healthy public debate. A pluralistic approach will more likely produce a public consensus
that balances the need for government security and personal protection with US
constitutional guarantees and American notions of individual liberty.

Conclusions

We need a new national security grand strategy that includes defending the nation’s
information infrastructure with the objective to develop the capability to detect, deflect,
and defeat a structured information attack on the United States, Our strategic framework
suggests information assurance should be the theme for US defensive grand strategy. The
protection of the information and information systems that are critical to US strategic
centers of gravity must become the catalyst for cooperation between government and
civilian entities and the driving force behind the development of new national security
policies. Information assurance provides the basis for a unified response to meet the
strategic information threat.

Priority must be given to protecting information and information hardware that control
the systems categorized as those system essentials that offer the most lucrative
information targets. In addition, within the strategic centers associated with government,
that is, leaders and the defense mechanism, the systems that permit command and



control

and employment of military forces must also be protected. We believe the balance

of information and information systems should be left to the private and commercial

sectors.

Recommendation:
A Strategic Plan for National Security

Vision: Information Assurance for the twenty-first century.

A

national commitment that secures confidentiality, integrity, and availability of

information and the reliability of information systems. A national consensus

ba
gu

lancing government security and personal protection with US constitutional
arantees and American notions of individual liberties.

Mission: Identify and assess vulnerable information nodes within priority areas for

protect

ion.

Identify and assess the strategic threat to US information and information
systems.

Develop proactive prevention and control measures that detect, deflect, and defeat
intrusions into, or structured information attacks upon, priority areas for
protection.

Develop the capability to execute those plans.

Develop national institutions that build US government and private sector equities
in information assurance.

National Imperatives

Lead a vigorous public debate to disclose that the Information Age presents
security risks that are economic and political, and not solely military in nature.

Unify a government/private sector response to protect the confidentiality,
integrity, availability, and reliability of US information and information systems
against the strategic information threat.

Ensure that information assurance priority for protection is given to the specific
system essentials strategic centers of gravity. Abandon the idea of universal
protection in favor of selective defense of government and private sector
information and information systems deemed critical to national security.

Establish a National Information Assurance Council (NIAC) to make national
security policy recommendations to the president, aimed at bringing about our
national security vision of information assurance.

Establish an Information Assurance Center (IAC), patterned after the Center for
Disease Control and answerable to NIAC to perform surveillance, research.



Goals:

prevention and control, and infrastructure functions within the information
assurance mission.

Expand US National Security Emergency Response Preparedness (NSERP)
planning to include physical protection for key network switching and control
systems that manage areas within our strategic centers of gravity designated for
priority protection.

Encourage the president and Congress to support the National Security
Telecommunications Advisory Comittee’s (NSTAC) effort to establish a Security
Center of Excellence and expand the NSTAC concept by creating similar
committees in areas designated for priority protection.

DOD Imperatives

Secretary of Defense submits information assurance and its Information Age
strategic implications as part of the next National Security Strategy and directs
the chairman of the Joint Chiefs of Staff (CJCS) to promulgate a new national
military strategy that addresses the information assurance vision and its wartime
subset of information dominance.

Retitle the Assistant Secretary of Defense (ASD) for Command, Control,
Communications and Intelligence (C3l) as the ASD for information and
incorporate continental United States (CONUS) defense against information
attacks.

Recommend a change to the Unified Command Plan. Designate CONUS as an
area of responsibility (AOR) and task the commander in chief. Strategic Command
(CINCSTRATCOM) or commander in chief. United States Atlantic Command
(CINCUSACOM) with a CONUS-defensive information warfare responsibility.
Assume aggressive, quantitative modeling and simulation effort for defensive
information warfare.

Assemble a DOD organization for defense information assurance. Use core
competencies already available within DOD to replicate the health taxonomy used
for national information assurance.

Direct CINCUSACOM to restructure the Key Asset Protection Program (KAPP)
by; (1) assessing key asset vulnerabilities to corruption information weapons as
Well as physical destruction weapons; (2) adding system essential priority areas for
protection to the Key Asset List; (3) expanding the KAPP evaluation and review
board to incorporate experts from appropriate fields; (4) expanding planning and
training to incorporate new Key Asset List physical protection requirements; and
(5) thoroughly documenting all actions needed to address information
vulnerabilities.

Merge KAPP analysis with current vulnerability net assessments to identify the
potential repercussions of a structured information attack upon system essential
assets. Assume aggressive, quantitative modeling and simulation effort for
defensive information warfare. Recommend higher levels of information assurance
for national security.
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Chapter 1

Grand Strategy Is More Than Military Strategy

The dawn of the Information Age suggests a reexamination of US defensive grand
strategy.* This paper examines that issue, focusing on national security, not as the
exclusive province of the Defense Department, but as the sum of political, economic, and
military elements of national power and as the product of US national will.” Its purpose is
to highlight the tenuous nature of current US national security policy, introduce
information-age realities pertinent to future policy development, propose a framework for
conceptualizing defensive grand strategy, and recommend both a vision and strategic plan
to enact it. The paper intentionally avoids service-specific, operational, tactical, or
technical discussions.

The US Should Reexamine Its Defensive Grand Strategy
in the Information Age

Overwhelming US conventional military might suggests future competitors are likely
to embrace grand strategies that avoid attacking US defense forces directly and instead
focus on undermining its national will to fight by exploiting its reliance upon information
systems, present technological vulnerability, and democratic method of governing. This
information-strategic threat would be most effective in situations where US force
application is discretionary and the desirability of its employment is not clear-cut. It will
never equate to a strategic threat of physical occupation by conventional military forces,
but it is a potent coercive policy weapon.

Information Technology Changes the Focus of Grand Strategy
from the Military to Other National Power Centers

Carl von Clausewitz reasoned that commitment to war emerges from the confluence
of three centers of national power: the people, the military, and the government”

« A Definition of Grand Strategy. Grand strategy is the art and science of developing and using the political and
economic powers of a nation, together with its armed forces, during peace and war, to further national interests, priorities,
and policies. Grand strategy harnesses the elements of power for the entire nation and not just its military forces. Military
strategy is a subset of grand strategy and is the art and science of employing the armed forces of a nation to secure grand
strategy objectives by the application of force, or the threat of force. It does not define grand strategy but rather is defined
by it. Thinking about grand strategy requires a difTerent approach to conflict. It dictates a process of from-the-top-down
analysis, moving from the general to the specific. All strategists must first conceptualize the conflict as a whole, that is
visualize the battlefield at the strategic level. Only then can consistent operational and tactical discussions begin.



When these three centers of national power unify around a common purpose to be
achieved by force ofarms, an “interactive trinity” emerges that produces the national will
to fight.

Clausewitz believed the most effective grand strategy to disrupt this “interactive
trinity” and thereby gain victory was to defeat the enemy’s military forces. He reasoned
that such a defeat uncovered the enem/s other more vulnerable power centers and
required it either to yield or face destruction of its leadership and people.® This precept
has dominated much of western military thinking about grand strategy since Clausewitz’s
treatise, On War, was first published in 1832.

Today’s information realm is a new and separate dimension of warfare that provides
other nation-states and nonstate actors with direct access to US strategic centers of
gravity and thereby generates a new and different national security environment. The
nation’s defense forces remain a viable deterrent to conventional military attack
against the US population and its civilian political, economic, and social
infrastructures. However, at present, they are neither structured nor empowered to
defend against national-level information attacks, or information attacks outside of the
DOD infrastructure, and therefore their ability to provide protection for these national
power centers is problematic.® This development creates new strategic opportunities
for the world’s next generation of aggressors and significant problems for those who
will be charged with defending against them.

Against this backdrop, three factors must be considered. First, the United States
has become the world’s most “wired” country. It depends upon complex, interconnected
information network control systems for such necessities as oil and gas pipelines,
electric power grids, national transportation systems, banking and financial
transactions, commercial exchanges, and a host of other perhaps less essential
activities. This interconnectivity provides enormous economic, societal, and political
advantages to the United States. However, it also makes these information control
systems vulnerable to information weapons and therefore potentially inviting targets
for US competitors.

Second, the defenses needed to protect the United States against information
attacks are incomplete, making the world’s most technologically advanced nation
at the same time its most technologically vulnerable. Once adapted to military
uses and coupled with organizational and doctrinal changes, information technology
could significantly alter the battlefield equation.® Because of its advanced technology,
the United States is poised to achieve such a breakthrough. However, capitalization on
information technology elsewhere could provide strategic leverage to nations
presently thought incapable of opposing the United States and enable them to emerge
quickly from their military obscurity with significant, perhaps decisive, advantages in
future conflicts. This will remain a possibility until such time as the United States has
developed and fully implemented defensive countermeasures to information warfare.
At present, defensive countermeasures are lagging behind available offensive systems.

Finally, the same technology that provides access to the American infrastructure
also provides a variety of individual and group actors with unprecedented levels of
direct contact with the US population and with US government officials. Such access
promotes a healthy democracy. In the highly interconnected United States, public
sentiment drives politicians to act, or to refrain from acting, as never before. Decision



makers must deal with the media in shaping public opinion that sets the limits beyond
which US policy must not go. Information technology now provides others, both hostile
and friendly, with the means to affect directly how Americans perceive their government’s
policies, societal norms, and needs for self-protection.*

There Is a Lack of Consensus Concerning the Threat

Arguments against this scenario center on three key issues: economic interdependence,
infrastructure robustness, and the lack of technical expertise on the part of potential
adversaries to carry out a structured information attack. These issues, when coupled with
the requirement for an adversary to have solid intelligence for target selection, lead many
to dispute the immediacy or validity of the threat on the US infrastructure.'»

Those who doubt the nation is at risk claim that to conduct a structured information
attack** on the US is virtually impossible, and that anything less (i.e., a focused,
regional, or tactical attack) would not yield success. Economic interdependence, they
claim, discourages information warfare because the costs of attacking US targets, for
example, financial centers, outweighs any benefits gained. While nation-states may
accept this premise, terrorists and other nonstate actors will care little for economic
interdependence, and the ability to initiate information attacks while remaining
anonymous diminishes the effectiveness of retaliation as a deterrent. The assertion that
potential competitors lack technical expertise is belied by the record. Significant
intrusions are happening today and in some cases are state-sponsored (see appendix A).
The vulnerabilities discussed within this paper are all based on capabilities demonstrated
by actual incidents. The assumption made is that malevolent actors will eventually
capitalize upon demonstrated capabilities and known vulnerabilities to mount a
structured attack.

Notes
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Princeton University Press, 1976), 90.
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** According to Julie Ryan of Booz Allen, a strategic attack would be one that embodies an intention by an adversary to
inflict overwhelming damage with a desired goal of 60 to 100 percent loss of capability over time. It requires the ability to
purposefully target entities while coordinating time and location of attacks and inflicting certain specific levels of damage,
amd requires significant intelligence capability to include comprehensive understanding of target functionalities and processes
the reliance placed on individual targets and cascading effects. It requires the ability to deliver the means of attack. The
scale of the attack would be difficult to conduct covertly.



4. According to the Defense Science Board, there is no nationally coordinated capability to counter or
detect a structured information attack, a problem that is made more difficult by the fact that many systems
are not controlled by the Department of Defense (DOD). The Computer Security Act of 1987 limits DOD’s
ability to use its core expertise (e.g.. National Security Agency) to help protect these systems and restricts it
to protecting federal government systems that handle classified information. The act also assigns the
National Institute of Standards and Technology (NIST) responsibility for protecting federal unclassified but
sensitive information. No one is responsible for protecting commercial, public, and private systems upon
which national viability depends. Department of Defense, Information Architecture for the Battlefield
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7. Martin C. Libicki, What is Information Warfare? (Washington, D.C.: Institute for National Strategic
Studies, National Defense University, August 1995).



Chapter 2

The Nature of the Threat

In information war, if an enemy% information or information systems are threatened to the point
where national leadership must take action, then information warfare is underway.

—John Alger
National Defense University

The Purpose of Warfare Is to Overcome
an Enemy’s Will to Resist

Clausewitz believed that war is “an act of violence to compel our opponent to fulfill our
will.”™ The objective of grand strategy, in his model, is to achieve that purpose by
disrupting the enemy’s “interactive trinity” through defeat of its military component”
This is the paradigm that drives most grand strategy planning. There are other potential
models, however, in which grand strategy may be able to achieve its objective without
disarming an opponent. The experience of the United States in Vietnam is an example of
strategic defeat in the absence of corresponding military defeat. The US departure from
Somalia is an illustration of strategic withdrawal in a situation short of war where the US
possessed overwhelming military superiority. Both of these instances suggest that actions
generating internal political pressures within the United States can produce strategic
consequences. For political systems, such as that of the United States, information
warfare has the potential to generate enormous pressures on leaders to alter national
policies. Accordingly, US grand strategists must view information attacks on this country
not in the context of their immediate damage but in terms of their impact on the body
politic.”™ In this regard, they represent yet another means of trying to compel an opponent
to fulfill one’s will.

Information Provides an Alternative Means
of Attacking the National Will

The objective of information attacks would be to gain strategic leverage over US
decision makers by generating political pressures within the US population to change
national policies. Such attacks could provide a means by which adversaries could coerce
US leaders to pursue policies more aligned with their adversaries’ends and objectives and
without using conventional military force.



The efficacy of information as a weapon against the United States is predicated upon three
factors: (1) vulnerable networked systems can be disrupted to launch a structured
information attack, (2) malevolent actors will seek to take advantage of these vulnerabilities,
and (3) the US population is able to generate political pressures that change national policy.

Anecdotal Evidence of Disrupted Networked Systems

Emerging anecdotal evidence continues to demonstrate the vulnerabilities of networked
systems to significant disruptions through accidental or intentional input problems. For
example, in 1991 there was a near total shutdown of telephone service in the
Baltimore-Washington area as the result of a three-bit coding error where a “d” was
replaced by a “6" in one byte of a software upgrade. This simple error caused disruption of
AT&T long distance service to millions of customers for over four hours."*

In another incident, on 17 September 1991, AT&T announced that a power interruption
had caused two public switches to fail. This failure forced the shutdown of major airports
that rely on ground-based telephone lines for air traffic control communications in the
New York, Boston, and Washington air route traffic control centers. The result was
disruption of the civil aviation industry in these centers for days. The disruption in turn
caused flight delays across the nation.®

In addition to system failures and software glitches, there is anecdotal evidence
concerning malicious interference with information systems. A November 1988 virus
(Morris worm), placed on the Internet by a college student, infected 6,000 host computers
in less than two hours and cost between $100,000 and $10 million to clean up, affecting
network links between Massachusetts Institute of Technology (MIT), University of
California, Sandia Labs, Lawrence Livermore Labs, Los Alamos National Research
Laboratories, and others.® In another incident, a Christmas card message sent over
BitNet, a global academic network, landed in 2,800 machines in five minutes, including
IBM’s internal network. It took only five hours for the benign virus to spread 500,000
infections worldwide, forcing IBM to take the network down for several hours to
accomplish repairs.™

In the military arena, anecdotal evidence suggests the United States has already
become a target for information attacks by groups intent on frustrating US national
defense policies. Shortly after Iraq’s invasion of Kuwait in 1990, various groups and
actors launched a worldwide effort to penetrate various sensitive US government and
military computers. Both Washington and North Atlantic Treaty Organization (NATO)
w'ere targets. Dutch crackers penetrated host computers at Lawrence Livermore
Laboratories, then branched out to access other systems across the United States. They
successfully penetrated US military computer systems at least 34 times between April
1990 and May 1991. Pentagon officials report these same individuals offered to disrupt
the US military’s deployment to the Middle East in return for payment from Saddam
Hussein in the amount of $1 million. Saddam spurned the offer (see appendix A for
additional examples of information attacks).®

The anecdotal evidence suggests both nation-state and nonstate actors are already
using the techniques of information conflict to launch limited, uncoordinated information



attacks against the United States. These attacks are a growing concern within the US
government. In a report released in October 1994, the DOD’s Defense Science Board
(DSB) found that
the nation is imder IW [information wsirfare] attack today by a spectrum of adversaries ranging
from the teenage hacker to sophisticated, wide-ranging illegal entries into telecommunications
networks and computer systems. This threat arises from terrorist-groups or nation-states, and is
far more subtle and difficult to counter than the more unstructured and growing problem caused
by hackers. A large structured attack with strategic intent against the US could be prepared and
exercised under the guise of unstructured hacker activities . . . [such a strike] could cripple
operational readiness and military effectiveness [by delaying troop deployments and misrouting
cargo planes, trains, and ships].”

Information attacks may be divided into structured and unstructured threats (fig. 2-1).
Unstructured threats, sometimes referred to as Class 1 and 2 attacks, are aimed at
individuals and corporations. Structured threats (Class 3 attacks) are aimed at
nation-states or societies, are more analogous to traditional warfare, and are the
information equivalent of a major regional conflict or total war. There have been no
reported instances of Class 3 attacks to date. Together these attacks include a range of
information activities from malicious and potentially dangerous computer pranks, to
criminal hacking activities, to terrorist acts of destruction, through malevolently shaping
a nation’s perceptions and opinions, to executing intensely lethal attacks employing
advanced information-based weapons during interstate conflict.”®

Warfare is changing in the face of these threats and is adapting to them. We are
witnessing the beginning of a new epoch in warfare that will supplement, and at times
supplant, lethal combat on the battlefield, and at its core lies information warfare. Just
as the airplane’ adaptation to military uses led to fights to establish air superiority, the
emergence of information as a strategic weapon will likewise lead to conflicts in which the
first order of battle will be to establish information dominance over the enemy. Future
conflicts may or may not be as lethal as those in the past; however, they are likely to
witness mass upheavals in civilian populations. Increasingly frequent reports of computer
crime and the potential of info-terrorism have heightened awareness of the nation’s
information vulnerability as opposed to vulnerability of physical assets. As Winn
Schwartau observed,

The victims are not only the targeted computers, companies, or economies, but the tens of millions
of people who depend upon those information systems for their very survival. Take the power of

class 1 and class 2 Information Warfare, multiply it tenfold, and you will begin to get a sense of
the kind of damage that can be done. Class 3 Information Warfare creates chaos.

The point of all this is not to suggest chaos on the information highway or that the
United States is already locked in an information war with unidentified adversaries but
rather that offensive information capabilities already exist that can cause significant
disruptions in the US population by attacking inadequately protected information systems.

Simulations Suggest Malevolent Actors Could Do the Same

War-game simulations are also beginning to unmask the face of information conflicts
and the problems associated with them. RAND created and presented a game to senior



Figure 2.1. The Structured and Unstructured Threat

government officials during 1995, entitled “The Day After ... in Cyberspace.”™ The
game’s information incidents, for the most part, reflect actual examples of information
system failures (See appendix B, fig. B.2.). The game assumes the incidents occurred as
the result of actions by malevolent actors. The scenario postulates information attacks
against the US and its allies in the year 2000 by a resurgent Iran. Officials playing the
game were tasked, in the form of recommendations to the president, to formulate national
security policies to counter this new form of warfare.

The enemy pursued three general objectives in the RAND game. First, it launched
against numerous US and allied targets multiple and varied information attacks that
were designed to generate internal political pressures and erode popular confidence in the
ability of governments to control the developing crises. Second, it targeted allied
infrastructure and military centers of gravity in an effort to disrupt the coalition’s ability
to fight. Third, it used conventional theater military operations to distract national
decision makers from its information operations against the United States. Figure 2.2
illustrates typical RAND targets and types of information attacks used against them
(chap. 5 has an analysis of the RAND game; see appendix B for a full account of the
game’s highlights).

The enemy’s information attacks blurred the distinction between the requirements of
domestic law enforcement and the greater demands of a national security crisis. The
players were ill prepared for this new dimension of warfare and were unable to agree on
what was happening or how to defend against it. Decisive recommendations were difficult
to generate and traditional military responses to rapidly changing events and
nontraditional attacks were not effective.

Game participants, who were mostly senior government and DOD officials, failed to
reach consensus regarding the seriousness of the threat with their assessments ranging



Transportation Systems Sabotage of railway switches causes trains to slam together. Sabotage of commercial aircraft
software causes planes to crash.

Telecommunications Disruption of public switching telecommunications networks in California, Oregon, Washington,
Systems and Saudi Arabia, a US ally. Monitoring, interference, and theft of cellular subscription numbers.
Power Sources Sabotage of a Saudi refinery computer results in an explosion and fire.

Financial Systems Bank of England detects alien software designed to sabotage funds transfers. Software-induced

automated teller machine failures in Georgia banks cause run on other US banks. Cable News
Network reports Iran has hired hackers to attack Western economies, resulting in US stock
market plunge.

Military Forces Disruption of phone service at key US military bases. Virus disruption of the time-phase force
deployment list (TPFDL) causes significant difficulties deploying US forces.

Political Systems Special interest groups and other nongovernment organizations launch a significant propaganda
campaign against the US population. Broadcasts of morphed political leaders of US allies made
to sow discord among coalition members. Public demonstrations organized to undermine
domestic and allied support for US national objectives.

Figure 2.2. Targets and Types of Information Attacks

from “not a problem” to “couldnt be worse.” The more time they spent on the problem,
however, the more they considered it to be a difficult one that lacked concrete solutions
and, in some cases, even starting points. In the end, most tended to describe the threat as
one of greater magnitude than they had believed it to be before playing the game.

The Pentagon’s DSB has reported the existence of vulnerabilities in the US information
infrastructure that mirror those highlighted in the RAND war game. Vulnerabilities
listed by the DSB and exploited in the RAND game include perception management of
events or circumstances, deception, manipulation of information content or delivery, and
the debilitation or destruction of information. Echoing RAND’s game scenario, the DSB
also stated that activities and capabilities already exist that give cause for concern over
the integrity of information systems that are key enablers of military superiority. It
notes that although there are limited efforts underway to detect and counter unstructured
threats to US information systems, there is no nationally coordinated capability to detect,
much less counter, a structured information attack by a determined adversary.
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Chapter 3

New National Security Realities

The Commission considers the security of information systems and networks to be the major
security challenge of this decade and possibly the next century .... We have neither come to grips
with the enormity ofthe problem nor devoted the resources necessary to understand fully, much less
rise to the challenge.

—Joint Security Commission Report to the
Secretary of Defense and the Director of
Central Intelligence, February 1994

Dramatic Technological Changes Have
Produced New National Security Realities

Revolutionary developments in information technology are producing a revolution in
military affairs that changes the realities upon which United States grand strategy is
based. The following information age realities contribute to the foundation for a new
grand strategy. These new realities are ordered and build upon each other:

* Information technologies both modify the traditional spectrum of warfare and create
a fifth dimension of conflict. Revolutionary changes in warfare provide vast new
opportunities with some liabilities—new strengths to be developed, new
vulnerabilities to be protected, and new avenues to fulfill political ends.

e Rapid exploitation of information can produce significant advantages in warfare and
commercial competition. Leaders who understand this new reality have the potential
to get inside a competitor’s decision-making cycle, seize the initiative in combat or
commercial competition and thereby gain advantages over an opponent.

e Information itself must be protected. Reliance upon information systems to enhance
decision cycles can become a liability if corrupted or destroyed data produce bad
decisions. The places where data and information reside (databases, communication
networks, logic programs) are alluring targets in a society heavily dependent upon
them.

* As long as defensive countermeasures lag behind innovative uses of offensive
information weapons, the US will have new strategic vulnerabilities that make
traditional notions of US physical sanctuary less meaningful. US dependence upon
information systems, combined with today’s worldwide interconnectivity of
computers has created an avenue for attack of strategic assets. While financial
institutions, public switch networks, and power plants remain relatively safe from
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crippling physical attacks, there is markedly less assurance that they are safe from
information attacks because there are limited self-protection features in place.

e Actors other than traditional nation-states can initiate information attacks. Since the
ante to enter information warfare is on a scale far below that of conventional
warfare, potential attackers are not limited to traditional nation-states.

o If the US is to effectively build and execute a new grand strategy for national
security, new strategic measures ofeffectiveness are needed to prioritize both offensive
and defensive efforts.

These realities highlight the obsolescence of national security that plans a defensive
grand strategy based solely upon conventional military forces. The Defense Department
can no longer be the sole provider of national security. Defending information
infrastructure, financial institutions, and other critical nodes from information attacks is
beyond military authority and capability.®

Information Technologies Both Modify the
Traditional Spectrum of Warfare and Create a
Fifth Dimension of Conflict

I think it's appropriate to call information operations the fifth dimension of warfare. Dominating
this information spectrum is going to be critical to military success in the future.

—Gen Ronald R. Fogleman
Chief of Staff of the Air Force

Information technologies have permanently modified the preexisting four dimensions
(air, land, sea, space) of warfare. Desert Storm provided examples of this truth.
Unparalleled information technologies produced greater weapon lethality and
unprecedented clarity of the battlefield. The technologies that produced the lopsided
victory continue to improve and are being driven not by military necessity but by
commercial demand for improvements in information management.”

The nation’s historic military leadership in technical development has ended. Commercial
markets now influence deployment of advanced information technologies, and DOD finds
itself following that lead.® DOD has become another consumer of information systems in a
market driven by commercial imperatives rather than by the military’s needs. This progress
does not rest on congressional approval or disapproval of a defense budget but rather on a
strong commercial market. Thus, not only will information technologies continue to expand
but they will be sold rapidly throughout the world and many state and nonstate actors will
choose to capitalize upon their potential as offensive weapons.'”

Information technologies have done more than permanently alter conventional military
forces—they have created a new dimension of conflict. General Fogleman and others have
said that information dominance and winning information wars will be the prerequisite
for victory in future conflicts.™ Although Giulio Douhet made similar claims about
airpower in the 1920s, his visionary projections of airpower failed to fully recognize the
potential for countermeasures that would degrade airpower effectiveness. Whereas,
airpower did revolutionize warfare, it was not to the extent of Douhet’s visions. The
information revolution will most likely run a similar course.
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The United States is at the very beginning of a revolution in military affairs.® To
understand this concept, it is important to distinguish between evolutionary and
revolutionary change. In evolutionary change, progress is made by improving upon the last
generation of military weapons, organizations, or tactics. It often takes the form of a seesaw
battle between the development of new offensive capabilities followed quickly by the
development of defensive countermeasures. First one is ascendant, then the other. Progress
can be impressive but there still exists a continuity between the present and the past'

Revolutionary change, on the other hand, results in almost no continuity between the
present and the past. What we are seeing is something entirely new. Revolutionary
changes are important because nations that recognize and exploit them usually defeat
nations that do not® Situations with the potential for revolutionary changes in warfare
provide ambitious powers with an opportunity to become dominant or near-dominant
powers.® Both Germany and Japan were medium-sized powers as rated by gross national
product, population, and other broad measures of national power at the commencement of
World War Il. However, Germany’s development of blitzkrieg and Japan’s dramatic
reliance upon carrier airpower provided each with significant advantages during the war’s
opening years. Indeed, it was not until 1942 that the Allies came to understand the
significance of these two revolutionary developments in warfare and devised measures to
counter them. The United States is once again faced with revolutionary change and, as it
has in the past, such change could once again pose a threat to the nation.

The concept of using information and information technology as a weapon is at the
heart of the current revolution in military affairs. Until the United States understands
this basic change in war fighting and devises appropriate countermeasures to defend
itself, it will be vulnerable to actors who more quickly grasp the nature of this change
and seek to exploit it. At present, the US defense establishment remains unchallenged
in the four traditional dimensions of warfare. However, the defense establishment will
not likely be the primary defense mechanism in the fifth dimension—the information
realm.

Information warfare as a new dimension of conflict provides unprecedented methods to
directly impact a nation’s will through information attacks that can circumvent many
conventional military defenses. It will produce new forms of warfare quite different from
the other four dimensions of conflict. The Air Force pamphlet, The Nation's Air Force
Booklet, states, “Today, dominating the information spectrum has become as critical to
conflict as occupying the land or controlling the air has been in the past.”™ Superimposed
across the traditional spectrum of warfare, information not only complements existing
dimensions of warfare but itself creates a new dimension for exploitation. It represents
yet another means of achieving political objectives.

Rapid Exploitation of Information Can Produce Advantages

History does not teach that better technology necessarily leads to victory. Rather victory goes to the
commander who uses technology better, or who can deny the enemy his technology.

—Office of the Chief of Naval Operations

Decision-making cycles tighten in the Information Age. Information delivers
enormous power into the hands of any individual, anywhere on the globe, with the wits
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and interest to use it. Those who understand this new reality have the potential to get
inside a competitor’s decision-making cycle and seize the initiative in combat or
competition.

This has obvious benefits in warfare and commercial applications. These new
technologies provide users with the potential to rapidly: (1) Observe with greater detail
the reality of their environment; (2) Orient themselves with greater accuracy than
someone with less information; (3) Decide with greater insights and, thereby, greater
accuracy; and (4) Act within a shorter time span and with enhanced assertiveness.This
four-step paradigm, entitled the OODA loop, is one way of viewing decision cycles.
Leaders (both civilian and military) who can effectively observe, orient, decide, and act
faster than their opponent can seize the initiative in combat or competition and shape the
battlefield by limiting and channeling an adversary’s options. One writer called the US

military’s breathtaking speed in completing Desert Storm OODA loops “a sort of
continuous temporal outflanking.”i3

This facet of OODA enhancement places greater pressures on senior leaders to respond
rapidly to changing conditions throughout the world. Shortened time lines for decision
making are particularly significant in the arena of national security where today’s
decision makers, and those surrounding them, have a Umited understanding of warfare or
the capabilities of the military.~* They also represent potential liabilities if the four-step
OODA cycle is interrupted or a decision maker is forced to decide or act without adequate
time to observe and orient. When British prime minister John Major was asked if leaders

today are disadvantaged by the “CNN Syndrome” and if the demand for immediate
response concerned him, he replied.

It doesn’t get on my nerves. It is a fact of life. | think it is bad for government. | think the idea
that you automatically have to have a policy for everything before it happens and respond to
things before you have had a chance to evaluate them properly isn’t sensible.'®

Presidential advisor George Stephanopoulis echoes Prime Minister Major’s sentiments:

In the White House ... we have 24-hour news cycles ... CNN assures that you are forced to react
at any time, and that’s going to happen throughout the time of the Clinton presidency.'®

The national security advisor to former vice president Dan Quayle was more specific:

There’s really no time to digest this information so the reaction tends to be from the gut, just like
the reaction of the man on the street. High level people are being forced essentially to act and to

formulate responses or policy positions on the basis of information that is of very uncertain
reliability."»

Using information technology to create advantages for decision makers by
compressing the amount of time needed to gather data is an important advantage in
warfare. Unless the data collected is free from contamination, however, it may also be
a potential liability. Moreover, the same technology may be used to place an opponent
at a disadvantage by forcing it to make rapid decisions based upon corrupted data.

These concepts of speed and accuracy in decision making reveal the importance of
protecting information.
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Information Itself Must Be Protected

Know the enemy and know yourself; in a hundred battles you will never be in peril.
—SunTzu

A generally accepted information hierarchy (fig. 3.1) illustrates the importance of
protecting information. At the bottom of this hierarchy are data that are defined as raw
facts. It may include useful or irrelevant and redundant facts and must be processed to
become meaningful. Information consists of the trends or patterns that emerge from
quantities of processed data. The third layer is knowledge of the information provided,
the circumstance of attempting to discern the truth through reasoning. Finally, there is
wisdom, the epitome of the information hierarchy. Wisdom comes with gaining insight
from knowledge.

Figure 3.1. Information Hierarchy

These four levels of the information hierarchy (fig. 3.1) relate to the OODA
decision-making cycle (fig. 3.2). Data requires observation, then orientation to become
information. Decision makers must then study the available information and apply
reason to acquire knowledge. From such knowledge, hopefully, wise decisions are
made.* \®

Corrupting either of the two bottom elements inevitably taints the elements above
them and impacts the OODA decision-making cycle. Therefore, protection of data and
information becomes critical to the integrity of knowledge and wisdom and to the
accuracy and appropriateness of decision making.

* Col John Boyd said that the most important part of the OODA loop is the orient phase. Orientation is the real starting
point because it affects what we decide to observe and then what we decide to do based on what we observe.
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History is replete with examples that demonstrate the damage done when the
information used to make decisions is corrupted. For example, three days after D day in
Normandy, Hitler was still holding German forces in the Pas-de-Calais area to repel the
supposedly imminent landing of the Allied invasion force there. His decision was based
upon inaccurate information that resulted from misleading data planted by the Allies.

Rapid decision-making cycles and the vulnerability of data to corruption underscores
the vulnerability of decision makers if either is manipulated by an opponent. As George

Stein puts it:

Information warfare is about the way humans think, and more importantly, the way humans
make decisions. ... It is about influencing human beings and the decisions they make. . . .
Information warfare is real warfare, it is about using information to create such a mismatch
between us and an opponent that, as Sun Tzu would argue, the opponent’s strategy would be
defeated before his first forces can be deployed or his first shots fired. The target of information
warfare, then, is the human mind, especially those minds that make the key decisions ... on if,
when and how to employ assets and capabilities embedded in their strategic structures.®

The traditional method of guarding information is to limit physical access to it. The
locked file cabinet and personal security clearances are products of current thinking about
how to best limit the number of persons with the ability to peruse and use confidential or
sensitive information. However, the Information Age is dramatically changing this
equation and requires a change in our cultural thinking about security.

Modem information technology places a premium on electronic transmittal, processing,
and storage of information. Amierica’s wholehearted embrace of information technology
has transferred huge quantities of private and sensitive information from the locked file
cabinet onto computer files accessible through information networks. The places where
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data and information reside (databases, communications networks, logic programs) are
alluring targets in a society heavily dependent upon them. In many significant,
documented cases the desire to gain interconnectivity has not been balanced with an
adequate concern for security, resulting in loss of confidentiality, integrity, or availability
of the information (see appendix A). The director of the Defense Information Systems
Agency observed that in protecting such information, “The most important way is making
sure people use the right procedures and processes, and do not use shortcuts [in
security].”2l A joint security commission report highlighted two areas for security
emphasis: personnel security and security training.22

The conundrum national leaders must solve is to enhance security without limiting
access. The answer requires, at a minimum, an assessment of relative information value
and assignment of appropriate security measures to protect it. A simplified look at the
issues involved in this relative ranking of value includes the following: confidentiality—
how critical is it that only authorized personnel view this information; integrity—"how
important is it that this information not be tampered with; and availability—how crucial
is it that this information be available whenever it is needed. As Dr. James Heam
testified before the House Judiciary Committee, “We need to focus on the information to
be protected, and its value, not on the mechanisms of protection.”23

Further complicating the determination of appropriate security devices are issues of
liability, public affairs, legality, personal rights for privacy or freedom of speech, and
national security. Each of these frames of reference provide potentially different answers
to the same set of questions. There must be a balance between the needs of the state and
the rights of the individual, between the need to know and the need to maintain privacy.24
Such an exercise highlights the importance of a national security grand strategy built
upon a consensus around these issues.

New Strategic Vulnerabilities Have Made Traditional
Notions of US Physical Sanctuary Less Meaningful

There is no geography or sanctuary in cyberspace.

—Vice Adm Arthur Cebrowski
United States Navy

The permeability of worldwide information systems reduces the relevance of the
physical sanctuary that our nation has enjoyed for more than 200 years. Since its
founding, the United States has rested safely behind the Atlantic and Pacific oceans—its
strategic centers of gravity safely protected by physical barriers. Since the end of World
War I, standing conventional forces and a policy of deterrence have maintained this
protective barrier even from the nuclear threat of the cold war. Now, in this new
dimension of warfare, physical sanctuary and reliance upon conventional military forces
will not protect many US strategic centers of gravity from potential information attacks.
As long as defensive countermeasures of information warfare lag behind innovative uses
of the same technology, the US will have new strategic vulnerabilities.
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For the time being, information technology holds the potential to become a great
equalizer among nations. The efforts of vulnerable nations, a list the US tops, to create
defensive countermeasures to information attacks will directly impact both the depth of
such attacks as well as the nximber of potential information attackers. The window of
vulnerability is only as big as those who are vulnerable allow it to be.

Actors Other Than Traditional Nation-States
Can Initiate Information Attacks

Who are those guys'?

—Butch Cassidy and the Sundance Kid,
1969

When considering the nature of the threat, cold war mentality and measurement
devices must be discarded. Information warfare can be executed with far less capital than
is needed for conventional conflicts. Large-scale conventional warfare requires taxing the
resources of large populations to build the force structure; thus, only nation-states have
had the wherewithal to engage in it. Additionally, conventional warfare requires greater
force structure and training expense than does the smaller elite cadre required of
information warfare. Since the ante to enter information warfare is on a scale far below
that for conventional warfare, potential attackers are not limited to traditional
nation-states. One view is that anyone with an agenda, a modicum of training, and a
small investment in equipment can launch an information attack. Others disagree.
However, although estimates needed to mount significantly disruptive attacks against
information targets may vary, there is general consensus that the amount is well within
the range of nonstate actors, including groups and individuals.2®

The emergence of these nonstate actors represents perhaps the most significant threat
to US national security interests in the foreseeable future. They could potentially launch
an invisible electronic attack against the US without a shot being fired and without direct
knowledge of who the adversary might be.2”

New Strategic Measures of Effectiveness Are Needed
to Prioritize Both Offensive and Defensive Efforts

Three elements determine the effectiveness of a national strategy. What is the strategic goal?
How well is national power oriented to achieve the goal? What do the indicators show with
respect to how well the nation is doing in achieving its goal? The answers to these questions,
taken together, establish the planned measure of strategic effectiveness.28 None exists for
Information Age conflict strategies for either offensive or defensive information warfare.

It is important to differentiate between measures of effectiveness at the operational
and strategic levels. The military may perform well at the operational level, but fail
because those operations are not linked to a strategic goal. US military operations in
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Vietnam were an example of this disconnect. Talking to a senior North Vietnamese
official after the war, a US Army officer observed that the United States military had
never been defeated in combat. His North Vietnamese counterpart replied that while that
was true, it was also irrelevant.The North Vietnamese officer was correct.*

Attrition is the strategic measure of effectiveness for traditional warfare. Presently,
nations gauge progress toward achieving their war aims by measuring numbers of enemy
killed, amounts of supplies destroyed, extent of the enemy infrastructure rendered
unusable, transportation disrupted, and so forth. The ultimate goal of attrition warfare is
to destroy the enemy’s will to make war by destroying its physical war-making
capabilities. However, this measure of strategic effectiveness is inapplicable when the
weapons used are not designed to bring about physical destruction. The effectiveness of
information as a weapon cannot be measured readily by resorting to attrition
methodologies. New measures of strategic effectiveness must be designed to assess both
offensive and defensive information warfare.

Looking at the Vietnam War from North Vietnam’ standpoint, one can argue that it is a
good example of information warfare at the strategic level. It is logical to assume, particularly
after the 1968 Tet offensive, that North Vietnam could not hope to defeat the United States
militarily on the battlefield. That did not mean, of course, as subsequent events proved, that
North Vietnam was defeated—quite to the contrary. The effectiveness of the North’s strategy
was not measured in terms of attrition warfare but rather by the weakening of America’s
resolve to continue the struggle. They succeeded because they linked what national power they
possessed to their strategic goal and focused aU of their energies on attaining it.** But what
indicators did they use to determine whether they were making progress? The number of
antiwar newspaper articles? The size and fervor of American antiwar demonstrations? The
speeches of antiwar politicians? Were these measures somehow formalized or simply a
consensus of the gut feelings of North Vietnam’s Politburo members?

Warfare in the Information Age requires new measures of strategic effectiveness that
account for the impact of information technology on the enemy’s leaders, government, and
population. The lack of these measures is a new reality that must be addressed by
national security policy makers.

Synopsis of Information Age Realities

These six realities point to the fact that the grand strategy of national security built
solely on conventional forces is out of date. The Department of Defense can not be the sole

*In 1995, Christopher Jenner interviewed Gen Nguyen Don Tu, an intelligence officer in the North Vietnamese army, who
served as Gen Dong's chief of staff during the 1968 Tet campaign on Hue, and was also a member of the North’s negotiation
team at the Paris peace talks. Gen Tu was author of a report, “How to Manipulate the U.S. Media.” His knowledge of US
political systems and civilian sensitivity was telling and he provided sound evidence of having put this to great effect in
information warfare with the United States in the Vietnam War. During an oral history interview of Maj Gen Edward
Lansdale in 1986, Mr. Jenner learned of Gen Tu and of his manipulation paper, that was subsequently distributed to a
number of communist countries, including Cuba. Maj Gen Landsdale held Gen Tu in high esteem as an adversary and
considered him a brilliant information warfare exponent.

** Today, information technology would present the North Vietnamese with additional options to directly impact the
weakening of US resolve.
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providers of national defense in the Information Age. Information technologies have
created a fifth dimension of conflict. Recognizing the uniqueness of this dimension
highlights the limited relevance of the world’s most powerful army, navy, and air force in
defending strategic centers of strength from information attacks. The sum of their
conventional forces is far more potent than any would challenge conventionally, but are
an inadequate deterrent to deflect information weapons or protect information targets. In
this new dimension, the rapid exploitation of information can produce significant
advantages in warfare and in commercial competition. Leaders who exploit information
technology may seize the initiative, get inside an opponent’s decision-making cycle, and
thereby limit or channel the options available to the enemy. Moreover, in the Information
Age interconnectivity and dispersed computing power have greatly expanded access and
dependence upon information, making the places it resides (databases, communication
networks, logic programs) more susceptible and attractive targets. Therefore, information
itself must be protected. Information can be used as a weapon to corrupt or destroy or it
can be the target of an attack. For as long as defensive countermeasures lag behind
innovative use of offensive information weapons, the United States will have new
strategic vulnerabilities that make traditional notions of US physical sanctuary less
meaningful. Heavy US dependence upon information systems combined with today’s
worldwide interconnectivity of computer systems, which have limited self-protection
features, has created an avenue for attack of strategic assets. Financial institutions,
public switch networks, power plants, and other strategic centers of strength could be at
risk from information attacks, and military conventional forces can do very little to
protect them. Ample historical examples exist, demonstrating the significant disruptions
of information systems that can occur. Although many of these have been caused by
computer logic errors, this does not preclude malevolent actors from intentionally seeking
to cause such havoc to further a particular cause. Additionally, since the ante to enter
information warfare is on a scale far below that for conventional warfare, potential
attackers expand far beyond traditional nation-states. Ifthe United States is to effectively
build and execute a new grand strategy for national security, efforts beyond the military
must be employed and new strategic measures ofeffectiveness are needed to prioritize both
these efforts in both the offensive and defensive categories.

The following chapters build a proposal for a new strategic framework upon this
foundation—an information-age framework from which a new grand strategy for national
security can be crafted.
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Chapter 4

A Strategic Framework

Col John A. Warden |11, USAF, retired, a modem strategic thinker, asserts that toda/s
industrial nations must be viewed as systems that derive their national power from five
centers of gravity, each of which is critical to the state’s existence.~ Combined, they
produce a synergy from which national power emerges. According to Warden, modem
strategic warfare must focus on this system as a whole with the purpose of forcing
changes in one or more of its centers of gravity. Such' changes, he contends, will produce
dismptions in the nation as a system and lead to changes in its policies or to its physical
inability to continue resistance.”™ Like Clausewitz, Warden believes the purpose of war is
to compel the enemy’s submission.

Centers of Gravity: Nation-States Viewed as Systems

Warden’s centers of gravity, also depicted in figure 4.1, consist of the following:

* A nation’s leaders, civilian or military, who have the authority to commit their
country to war, prolong its resistance, or lead it to peace.

e System essentials are the resources or facilities without which a nation cannot
maintain itself. They are not necessarily defense related or contained within the
boundaries of a nation. In many cases they may be the most critical nodes within
these resources or facilities.*

e« The infrastructure consists of a nation’s system for moving goods and services.
Roads, bridges, airports, rail lines, and ports all fall within this category. This also
contains portions of a nation’s industry that are not considered system essentials.

A nation’spopulation. A nation’s citizens, whether within or outside of the nation’s
borders.**

e« The defense mechanism consists of military forces. The nation’s defense systems
protect the nation from external and internal threats. They also shield other centers
of gravity from attack and threaten the centers of gravity of competitor states. They
include law enforcement and intelligence agencies.

*Warden places telecommunications in the leadership ring. We have elected to place it in the system essentials category.
** As Clausewitz, Sun Tzu, Churchill, and Ho Chi Minh knew, and as restated by Gen Vo Nguyen Giap, “In war there are

two factors, human beings and weapons. Ultimately though, the human beings are the deciding factors." This lesson has
been learned by US opponents in Bosnia, Libya, Iran, and Irag.
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Leadership System Essentials Infrastructure Population Defense Mechanism

Government Critical nodes of Transportation Citizens Military forces.
National Leadership telecommunications systems, research and Law enforcement
(National Command systems, power and development facilities, agencies, intelligence
Authorities, Congress, petroleum distribution key production, media, activities
Cabinet) systems, financial retail, health, education,

system, trade entertainment

Figure 4.1. The Nation as a System, Depicting a Nation’s Five Strategic
Centers of Gravity as a Matrix

The Relative Importance of Strategic Centers of Gravity

Depicting a nation’s centers of gravity as five concentric circles, or strategic rings,
illustrates their relative importance (fig. 4.2). At the center of this model is the nation’s
leadership. It occupies the most protected position because it alone can make the decisions
that lead a country into or away from war. Surrounding it, in descending order of
importance, are system essentials, the infrastructure, and the population. The outermost
strategic ring, the defense mechanism, is the most resistant to attack and acts as an outer
shell. Its function is to guard and protect the other strategic rings from external attack or
degradation and to promote the nation’s policies by threatening the strategic rings of
competitor nations.® The outermost, or military ring, is the most important center of gravity
in conventional warfare because it protects the other more vulnerable centers. Once the
military ring is penetrated, a nation’s inner core becomes exposed and its leaders face a
Hobson’s choice of either submission or annihilation. Accordingly, for disciples of Clausewitz,
the objective ofviolence is to disarm an enemy’s military forces.

Figure 4.2. Warden’s Strategic Rings

24



The Fifth Dimension Presents Both
Opportimities and Vulnerabilities

Permeability and access characterize the fifth dimension and present strategic
planners with new opportunities, new vulnerabilities, and new grand strategy options.
Comprehending what is new requires an understanding of what has changed. In the past,
nation-states conducted military operations in four dimensions (land, sea, air, and space)
to reach the enemy's internal strategic rings (fig. 4.2). Evolving weapons technology has
provided a limited ability to leapfrog an enemy's protective outer shell on occasion and
directly attack its more critical centers of gravity.* In response, nations have constructed
more physical barriers in the skies and in space in the form of air and missile defenses.
These provide a reasonable measure of protection against traditional attacks. In most
instances, these defenses, along with constraints in time, space, or resources, prevent a
nation from effectively attacking more than one or two of an enemy’s strategic rings.'»

Time, space, and resources are also constraints in a military campaign (a series of
related military operations aimed at accomplishing a strategic or operational objective
within a given time and space).® Amassing the amount of conventional hardware and
delivery systems necessary to launch simultaneous attacks against all five strategic rings
is difficult, if not prohibitive. A result is that nations fighting in the four existing
dimensions of warfare husband their war-fighting assets, assess enemy vulnerabilities,
and carefully prioritize targets for attack. This prioritization makes the outermost
strategic ring, the fighting mechanism, paramount as a target, because as long as it
remains a viable fighting force that can protect the state’s more vital centers of gravity,
the nation cannot be subdued.

The permeability of traditional defense mechanisms to information attack, with the
consequent increase in access to enemy strategic centers of gravity, has significant
ramifications for planners of grand strategy. Physical defeat of an enemy’s military forces
may no longer be necessary to gain direct access to its more vulnerable inner strategic
rings. Simultaneous attacks against multiple centers of gravity become possible because
the weaponry (information) and the delivery means (networked computers) are relatively
cheap and plentiful. Moreover, while traditional modern weapons remain capable of
destrosdng computer systems that serve as offensive information weapons, the sheer
number of potential weapon systems involved may make it difficult to eliminate or
substantially degrade an opponent’s arsenal. Finally, defensive grand strategists must
take note that nation-states other than those possessing conventional military power and
nonstate actors may have the potential to attack vital centers of gravity.

Figure 4.3 suggests the permeability of the information realm and the increased access
it provides to a nation’s inner strategic rings. The depiction is not to suggest that access
will be unopposed or the existence of a strategic model that is indefensible. On the

* During the Gulf War, Iraq was able to attack the fifth US strategic ring, its fighting mechanism, the only ring to which it
could obtain access. Examples of Iragi information attacks using perception management techniques include Saddam
Hussein’s use of a 7-year-old boy during a human shield propaganda demonstration, the display of civilian casualties, and
the destroyed “baby milk factory”” on CNN.

The United Kingdom (UK) sustained attacks to all rings during the bombing and missile attacks in World War 1I.
Germany damaged Britain’s leadership, system essentials, and infrastructure while targeting its fourth strategic ring, the
population.
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contrary, as previously noted, the capability of an opponent to successfully penetrate to
strategic centers of gravity with information weapons will depend upon the vigilance and
defenses of the targeted nation. The development of effective countermeasures is likely to
be the product of first recognizing the threat and then developing appropriate defenses.

The danger to the United States’s centers of gravity lies in the period before such
countermeasures are in place.

Figure 4.3. The Fifth Dimension of Warfare

Weapons for Attacking the Intangible

Information weapons attack targets in three ways: physical destruction, alteration of
the target’s internal operating logic, and manipulation of the target to produce behavioral

changes. For ease of reference, these three categories are called destruction, corruption,
and perception management.®

Physical Destruction Remains a Means of Attack

Attacks using conventional weapons systems remain important strategically because
they target physical assets of the enemy’s strategic centers of gravity. In the

Weapons Category :Z]ENeapons Function

Weapons Type

Destruction

JPhysical destruction of targets Conventional

Figure 4.4. Physical Destruction Attacks the Electronic Components
of a Nation’s Information Systems
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information realm, they destroy the electronic components of information systems, that is,
switches, trunk wires, major databases, and other key physical information nodes (fig.
4.4).7

Though iron bombs themselves are not normally perceived as information weapons,
it is important to remember that it is their effects upon the target that concern us, not
their technical capabilities. If successful, iron bombs against an information node deny
the enemy use of the information it processes. Hence, “(B)ombing a telephone
switching facility is information warfare. So is destroying the switching facility’s
software.”®

Targeting information functions for physical destruction is likely to produce new attack
strategies aimed at dismantling systems that are heavily dependent upon electronic
information systems to function, that is, electricity, water, natural gas, transportation,
and broadcasting systems. War planners have the option of not having to target an entire
system but rather targeting only those critical pieces that process the information
controlling it.

Corruption; A New Method of Targeting Information
and Information-Based Systems

Corruption weapons operate by controlling or disabling the internal operating logic of
the targeted networks and systems (fig.4.5).®

Viruses, chipping, sniffers, high energy radio frequency (HERF) guns,
Electro-Magnetic Pulse Transformer (EMP/T) bombs, their numerous variants, and
mutations all fall within this category. These weapons are important because they
control an enemy’s information systems by controlling their internal operating logic.
Such control means control of an enemy’s decision-making process and of his
awareness and understanding of his environment. Physical destruction of these
systems, with the concomitant need to reconstruct them at war’s end, is no longer
required. Given the devastating power of modern weapons systems, defeat of an enemy
without inflicting massive collateral damage that inhibits the enemy population’s
ability to sustain itself is much preferred to the costs of rebuilding a country following
its destruction from traditional attacks.

Weapons Category Weapons Function Weapons Type

Coraiption Disruption of internal operating logic Viruses of all types, high energy radio
frequency (HERF) guns, ElectroMagnetic
Pulse Transformer (EMP/T) bombs,
filters, and agents

Figure 4.5. Corruption Alters the Internal Operating Logic of the
Targeted Networks and Systems
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Perception Management: Improved Means
of Targeting a Population

Perception management seeks to affect what an opponent’s targeted information
systems portray as reality (fig. 4.6). jn some respects, it is analogous to the effects
produced by psychological or deception operations. However, the access that modem
information technology provides to enemy centers ofgravity has made it much more.

Perception management can be clandestine or open, manipulative or straightforward.
It can occur over an extended period of time or during an instant, perhaps at the critical
moment during a crisis. It can be broad based or targeted with the precision of a rifle
shot. It presents both great opportunities and great vulnerabilities. Selective spamming,*
spoofing,** and misinformation are examples of perception management operations
seeking to portray information as other than what it actually is”™ The objective is usually
short term and likely to be a specific decision or decision maker.

Slogans, promulgating specific arguments, injecting favorable points of view into public
discourse and media manipulation (the “CNN factor™**) are open forms of perception
management the effects of which are likely to be longer lasting. Precipitous swings in public
sentiment, produced by the emotional closeness of watching dramatic events, are
increasingly driving the national agenda as political leaders shift from one crisis or
controversy to the next. Accelerated decision-making cycles increase the chances of serious
mistakes as people struggle to deal with increasingly complex matters during shorter time
frames.

The importance of perception management is growing. Information technology is
changing the world from one in which information control was relatively easy to one in
which it is now virtually impossible. This change has had corrosive effects upon
hierarchical institutions and governments that have relied, in whole or in part, upon
control of information to maintain their status in the existing order,i* Communism
collapsed, in part, because the information revolution forced its governments to face a
choice between openness and the possibility of their own demise or perpetual economic
impoverishment and increasing civil upheaval.

Weapons Category Weapons Function Weapons Type

Perception Management Behavior Spamming, spoofing, misinformation,
discourse, slogans, arguments,
information overload

Figure 4.6. Perception Management Affects What an Opponent’s Targeted
Information Systems Portray as Reality

* Using technology to “take over”a broadcast and replace the images shown with one’s own program.

** Electronically altering images or words to convey a meaning other than intended by the subject being filmed or
photographed.

*=* America has recently experienced the “CNN factor,” increasing the public’s emotional participation by showing dra-
matic events for spectators’ direct viewing. "The result can be a loss of viewer objectivity.
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Centers of Gravity and Weapons Categories
Form a Basic Framework

A nation’s five strategic centers of gravity (fig. 4.1) and the classification of weapon
systems by function (figures 4.4, 4.5, and 4.6) provide the basic data needed to begin
building a strategic framework. Juxtaposing these two data sets produces a matrix
from which the nature and scope of the battlefield begins to emerge (fig. 4.7).

Leaders System Essentials Infrastructure Population Defense

Government Critical nodes of Transportation, Citizens Mechanism
energy distribution, key production Military forces,
telecommunications law enforcement
systems, finance agencies

Destruction
Physical destruction Conventional weapons

Corruption
Internal operating Viruses of all types, high energy radio frequency guns, ElectroMagnetic Pulse Transformer bombs, filters,
logic agents

Perception
Management Spamming, spoofing, misinformation, discourse, arguments, slogans, information overload
Behavior

Figure 4.7. A Basic information>Age Strategic Framework

The Framework Shows the Existence of
New Strategic Options in the Information Age

The extension of warfare to the information dimension and the permeability of that
dimension presents strategic planners with options not presently available.
Information technology now provides additional methodologies to isolate enemy
decision makers from their own forces and populations by corrupting or denying use of
their command, control, and communications systems. Manipulation of popular
perceptions also offers the opportunity to force enemy leadership into situations where
it must divert from a confrontational course of action or face significant opposition or
severe civil unrest within its own borders.

Comparing the relationships between national centers of gravity and weapons
classes also helps the strategist visualize the total battlefield and weigh available
options between the use of conventional versus information weapons. For example,
some weapons are likely to be more effective than others against particular enemy
centers of gravity. How much more effective, of course, depends upon the capabilities
of the particular weapons systems at any given time relative to the alternatives.
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Ignoring a Target Is Also an Option

Not attacking a specific center of gravity or a “subsystem” within it is also a possibility
that the strategic planner should not ignore. Indeed the addition of information
technologies to warfare has simultaneously increased our understanding of an enemy's
critical systems and at the same time provided more weapons with which to strike them.
These capabilities enhance effectiveness by enabling war planners to attack critical
enemy targets while allowing less critical others to be ignored. Thus ignore should be
added to any matrix attempting to depict a relationship between weapons and targets.

Using the Basic Framework to Create Target Options

The basic strategic framework is adaptable and enables the strategic planner to quickly
visualize options for implementing grand strategy. To illustrate, let us modify our
strategic framework slightly to create a target matrix. Such a matrix, initially at least,
would probably look something like figure 4.8. The significance of using the strategic
framework in this manner is that it assists the strategist in crafting appropriate
responses to different situations.

Leaders System Essentials Infrastructure Population Defense
Government Critical nodes of Transportation, Citizens Mechanism
energy distribution, key production Military forces,
telecommunications law enforcement
systems, finance agencies
Destruction
Physical destruction X X X X
Corruption
Internal operating X X X X X
logic
Perception
Management X X X
Behavior
Ignore X X X X X

Figure 4.8. Comparing the Relationships between National Centers of Gravity and
Weapons Categories Helps Visualize the Battlefield and Weigh Available Options
between the Use of Conventional or Information Weapons

Take an enemy population as an example of how the target matrix might be used. In any
conflict an enemy population is a difficult target to attack with traditional weapons. There
are simply too many targets, and a population, particularly in an authoritarian state, is likely
to suffer grievously without effect on the country’s decision makers. There is the additional
argument that massive strikes against a civilian population may actually stiffen its will to
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resist the enemy. These considerations and the theories of air proponent Ginlio Douhet
aside, moral objections by the American people would likely preclude the United States
firom launching massive conventional attacks against a foreign population.

However, while physical destruction of an enemy population is an unlikely option, the
framework suggests alternative methods for breaking its morale. Information weapons
capable of corrupting or denying the use of information systems that drive the machines
providing essential services to the enemy population (i.e., electrical, fuel or food distribution
systems, public transportation, or private financial transactions) may provide an option for
the strategic planner. Such weapons, by causing severe disruption to the target population,
may well generate sufficient internal pressm*es to force changes in an enem/s policy or
leadership. In addition, efforts to manage the target population’s perception of what is
happening and why may be an effective or complementary strategy option.

Using the Framework to Create a Weapons-Effects Matrix

Modifying the strategic framework with weapons effects produces an effects matrix as

shown in figure 4.9.

Destruction
Physical destruction

Corruption
Internal operating
logic

Perception
Management
Behavior

Ignore

Leaders
Government

-Elimination or
isolation of
leadership

-Slows decision
making

-Produces unwise
decisions

-Loss of popular
confidence

-Isolation

-Misperception of
events

-Produces
favorable
decisions

tOeemphasize
; damage

Figure 4.9. A Weapons-Effects Matrix for the Strategic Battlefield

System Essentials
Critical nodes of
energy distribution,
telecommunications
systems, finance

-Denial of service
-Ripple effects
-Isolates

-Interruption/denial
of service
-Loss of confidence

-Hide extent of

damage

Infrastructure
Transportation,
key production

-Creation of
bottlenecks

-Inhibits concen-
tration of forces

-Isolates

-Creates bottle-
necks

-Inhibits
concentration
of forces

-Isolation

-Minor or inconse-
quential damage
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Population
Citizens

-Demoralizes

-Loss of will to
fight

-Stiffens
resistance

-Creates confusion
-Loss of security

-Diverts energy
-Promotes anxiety

-Produces

pressures/
demands on
leaders

-Creates divisions
-Manipulates

passions

-Control panic
-Perception

management

Defense
Mechanism
Military forces,
law enforcement
agencies

-Disarms

-Uncovers other
centers of
gravity

-Produces unwise
decisions
-Isolation of
leaders
-Misperception
of events
-Failure of weapons

-Misperception
of events
-Produces unwise
decisions

-Creates divisions

-Protect

intelligence
sources



The purpose of this exercise is not to suggest that the effects noted in the matrix will
always occur but to show the framework as a tool with which strategists can begin to
think about the use of weapons systems and their strategic implications and how these
same concepts can he used against the United States, in the commercial, government, and
military sectors ofthe strategic centers ofgravity.
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Chapter 5

Using the Framework to
Analyze Information Conflicts

As stated in chapter 2, the object of grand strategy according to Clausewitz is to compel
the enemy to fulfill our will by defeating his military component. In the present
Information Age, the target of an attack has changed from the military to the body politic.

Primary Target in Clausewitzian Grand Strategy
Changes from the Military to the People

The most effective grand strategy for offensive campaigns against an information-age
society is one that focuses on destabilizing the Clausewitzian trinity by attacking the
“people” rather than the “military.” Information-age governments are especially
susceptible not only to perception management weapons but also to public pressure
generated by corruption and destruction weapons.

As previously noted, examples of information system failures caused by malevolent
actors are continuing to mount. If such disruptions are occurring, it is both reasonable
and prudent to assume that malevolent actors will eventually attempt to exploit
vulnerabilities in unprotected information systems to achieve political objectives through
a structured information attack. This is the assumption underlying the RAND war game.
It is supported by the findings of a Defense Science Board report that describes the kind
of threat the United States is likely to face in future conflicts.”®

System essentials category targets like electrical power and telecommunication public
switch networks have been repeatedly highlighted as susceptible to attack. The
Congressional Office of Technology Assessment (OTA) wrote that US electrical systems
are “vulnerable to terrorist attacks.” Although no attacks have ever caused widespread
blackouts, the OTA concluded “there are reasons for concern that the situation may
worsen.”” Its report cites examples of significant hostile power system disruptions in
Latin America, Africa, and Europe. Likewise, a National Communications System report,
issued in January 1996, voiced even more concern about the vulnerability of US public
switch networks.

The last NSIE [National Security Intelligence Estimate] risk assessment in 1993 concluded that
the risk to the Public Switch Network (PSN) from electronic intrusions was a serious concern. The
NSIE representatives believe that in 1995 the overall risk to the PN [sic] from electronic intru-
sions is greater than that reported in the 1993 risk assessment, on the basis that threats are
outpacing our deterrents while vulnerabilities are outpacing the implementation of protection
measures.”
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Energy provided through natural gas pipelines has also become telecommunications
dependent. Federal regulations have dictated a national standard to maintain the crucial
linepack* pressure balance throughout the nation’s pipelines. Federally designed “electronic
bulletin bo&rds” manage a daily balance between what local delivery companies take out of
the pipelines and what suppliers put in the lines. The Federal Energy Regulatory
Commission chair, Elizabeth Moler, has said the electronic bulletin boards are key in
providing ‘“both an early alert to changing conditions and a channel for instantaneous
conununication throughout an emergency.”” This coordination capability, used in both daily
operations and emergencies, would be lost without telecommunications system support.

The technical capabilities required to produce the incidents used in the RAND “Day
After” exercise already exist. Figure 5.1 provides examples of similar real-world events for
each war-game incident. The actual incidents listed below demonstrate the credibility of
the RAND assumption. Each incident is more fully described in appendix B.

Applying the framework built in chapter 4 to the RAND game shows that the enemy
made a concerted effort to attack the information systems that control the US system
essentials. These are services, telecommunications, and banking, vital to the nation’s
survival and upon which millions of Americans depend. The purpose of these attacks was
to produce secondary impacts upon the US population, grossly disproportionate to the
actual physical damage inflicted, and thereby create pressures on US leaders to alter
their chosen course.

Three-Step Framework Methodology

A methodology for applying the framework consists of three steps which are

¢ identify information attacks by weapons category,
» portray those attacks against the nation’s strategic centers of gravity, and
» develop a weapons-effects matrix.

Application of the framework to the RAND war game, “The Day After ... in Cyberspace,’
provides a good example of how the framework may be used.

Identifying Weapons Categories and
Strategic Centers of Gravity in the RAND War Game

Figure 5.2 lists 23 separate information conflict incidents that occurred during the “crisis”
phase of the RAND war game.** They illustrate the types of information attacks predicted by
the Defense Science Board and are useful in demonstrating how to use the framework. For
each example, the weapons category and target center of gravity has been identified.
Examples of destructive attacks using conventional weapons have been deliberately omitted.

* Linepack is the amount of gas maintained in the pipeline system. Lower tolerances are established to ensure delivery
capacity; higher tolerances are set to prevent safety compromises.

** See appendix B for description of the 28 incidents occurring during the “crisis” period of the RAND exercise.
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10.

14.

15.

19.

20.

21.

23.

25.

26.

27.

28.

Incident Number
Cairo Power Outage

California and Oregon Public Switch Network
Shutdown

Ft. Lewis Mass Dialing Attack

ARAMCO Explosion

Metroliner Crash

Bank of England

Time-Phase Force Deployment List Pollution
Bank Automated Teller Machines Malfunction
Airplane Crash

Saudi News Takeover

Saudi Public Switch Network Shutdown
Information Warfare Attacks Against US Bases
Joint Surveillance, Target Attack Radar System
Malfunction

D.C./Baltimore Phone Shutdown

Chicago Exchange Fluctuations

CBS News Takeover

Type of Attack

Logic Bomb

Trap Door

Info Overload
Logic Bomb
Logic Bomb
Sniffers
Virus

Logic Bomb
Logic Bomb
Spamming
Logic Bomb

Multiple Efforts
Worm

Logic Bomb
Logic Bomb

Spoofing
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Figure 5.1. RAND War Game Incident Comparison

Decision makers must use personal judgment when determining appropriate centers of
gravity classification for particular targets; this is especially true in the case of system
essentials. Some systems, for example, telecommunications, might be part of the system
essentials for more developed countries such as the United States, while for others they
might not.

Using the Framework to Analyze
the Enemy’s Information Targets

Having identified categories of weapons and centers of gravity, placing them within the
context of the basic framework enables one to begin an analysis of the attacks. Patterns
begin to appear from which the outlines of the conflict begin to emerge (fig. 5.3).
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From the representative attacks that appear in the framework, it appears the enemy
in the RAND scenario has targeted the majority of its corruption weapons at the
information systems controlling system essentials.* These are most likely civilian-owned
and controlled systems and hence may not have the greater measure of protection likely
to exist within the defense establishment. Added to this vulnerability is the fact that
these systems, by definition, control essential services upon which untold numbers of the
population depend. The effects of successful attacks upon them reverberate far beyond
the mere shutdown of the individual systems.

* This initial impression taken from representative samples of the information incidents, such as one might expect during
the initial stages of a conflict, is confirmed by a post-conflict analysis of all information incidents in the context of the
framework. See appendix B.
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Using the Framework to Analyze Weapons Effects

The next step in applying the framework is to develop a weapons-effects matrix that is
helpful in developing grand strategy in the Information Age. Using the framework to
identify target centers of gravity moves the analysis into the sphere of grand strategy.
Since the object of warfare is to compel human beings to submit to the will of other
human beings, identifying the people most likely to be affected by these weapons provides
an important indicator of how an enemy might pursue its grand strategy.

At the strategic level, the employment of all weapons of war have purposes beyond the
immediate impact of the weapon itself For example, bombs dropped to destroy a bridge
not only have the purpose of destroying the bridge but also of disrupting the
transportation stream that uses the bridge. The same is true of information weapons.
Hence, at the strategic level information weapons, like conventional ones, are likely to
produce effects on more than one center of gravity.

Figure 5.4 shows the centers of gravity upon which the effects of our illustrative
examples will land. Using the framework to identify weapons effects immediately
underscores the ramifications of information conflict for the nation’s leaders.

Secondary Impact of Information Attacks
on Population Produces Pressure on Leaders

Attacks upon information systems that successfully disrupt services to the population
produce public pressures upon political leaders to act. Perception management and

corruption weapons can combine to cause significant disruptions of normal daily
activities, which, in turn, generate

e public anger over the government’s inability to provide protection against such
weapons,

« public anxiety about the potential consequences of demonstrated vulnerabilities, and

« international questioning of US credibility.

This discontent can become a driving force to change national policies.

The fate of the American hostages in Iran is an example of how US public opinion can
force decisions at the national level. As the weeks dragged by with no resolution of the
Americans being held at the US Embassy in Tehran, public pressure within the United
States began to mount for President Carter’s administration to take some action. One
result of this pressure was the decision to launch the hostage rescue attempt that ended
in disaster and the loss of American life at Desert One.®

A hypothetical incident in the RAND war game illustrates the point. As an ally of the
United States, Great Britain is also the subject of information attacks. The Bank of
England discovers the presence of “sniffers” in its electronic funds transfer system.
Immediate ramifications are that Britain suspects it is under attack because of its
alliance with the United States. CNN broadcasts a report of the attack (incident 11) that
produces an immediate 10 percent drop in the stock market because institutional
investors move to get out of the electronically managed market. The Security and
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Figure 5.4. Using the Framework to identify Where the Effects of Information Weapons Fall
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Exchange Commission reports a “pattem of institutional investment manipulation.”
Public anxiety and anger concerning the integrity of the nation’s financial system mount,
giving rise to a major perception management problem for US political leaders. In
information warfare, the secondary effects are likely to be more important than an
attack’s immediate damage.

Perception Management Is the
Common Thread in Information Conflicts

From a government leadership perspective, the majority of information-age weapons
land with at least one foot in the perception management category. Corruption or
destruction weapon types are normally targeted against organic essential or
infrastructure centers of gravity but clearly their effects are not limited to these
categories. Perception management issues are particularly critical for leaders because
they must be able to address the people’s anxieties and concerns. Information attacks will
generate such questions from the public as:

« What other systems are vulnerable?

¢ How big is this problem?

* Why has the government not provided greater security?
* Who is responsible for defending against these attacks?
* What are they doing about it?

Information-age media compounds the problem. Consider, for example, public reaction
to the president or telecommunications chief executive officers after a public switch
network, which serves as a transfer point for thousands of communications each day, fails
for a third time. When answers remain scarce, public support for senior leadership is sure
to wane. The degree of skill demonstrated in handling these issues determines the ability
of government leadership to maintain the fragile link between Clausewitz’s government
leadership and their people. Unless leaders can answer the people’s questions
satisfactorily, the danger exists that public pressure will force national security policy
changes that may not be in the nation’s best interest.

Notes

1. Department of Defense, 1994 Defense Science Board Summer Study on Information Architecture for the
Battlefield (Washington, D.C.: Defense Science Board, 1994), 28 and 51.

2. Congress and Senate, Office of Technology Assessment, Physical Vulnerability of Electric Systems to
Natural Disasters and Sabotage (Washington, D.C.: Government Printing Office, June 1990), 1-2.

3. United States, National Communication System, An Assessment of the Risk to the Security of Public
Networks (Washington, D.C.: National Communications System, December 1995), ES-1.

4. International Energy Agency, The International Energy Agency Natural Gas Security Study (Paris:
Organization for Economic Cooperation and Development/Intemational Energy Agency, 1995), 183.

5. Warren Christopher et al., American Hostages in Iran: The Conduct of a Crisis (New Haven: Yale
University Press, 1985), 180.
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Chapter 6

Conclusions

The emerging Information Age has brought enormous benefit to the United States.
US technological superiority promises to maintain the nation’s world leadership well into
the next century. However, US reliance upon technology has grown into dependence, and
that has. resulted in a new form of strategic threat aimed at the information systems that
control key aspects of its military, economic, and political power.” This new strategic
threat calls for a rethinking of US grand strategy for Information Age national security.

Rethinking Grand Strategy
Requires Vision and Public Debate

Such an effort requires us to rethink our basic national security objectives. We must start
with the most important question: What do we want to achieve? In the United States, the
answer to that question requires both vision and national debate. The vision that is
beginning to emerge is information assurance. Simply put, we seek to promote the
confidentiality, integrity, and availability of our information and the reliability of our
information systems. However, it is a vision that, given the present state of technology, does
not permit universal attainment. The US government alone cannot provide security for the
entire information spectrum nor for the interconnected systems that run the nation’s critical
assets. Therefore, we must abandon the idea of universal protection in favor of selective
defense. We must focus on those systems deemed essential to the nation’s health.

The impossibility of providing universal protection requires the setting of priorities that
in turn require an assessment of information’s value and its vulnerabilities. These
requirements give rise to public debate. Given the pluralistic nature of our society, the
equities of competing interests in the information infrastructure and the pervasiveness of
information technology, the debate is likely to be lengthy and vigorous. The Department
of Defense, as the nation’s principal defender, can and should play a leading role in this
discussion, but it cannot dictate the outcome. The problem is national in character and
the debate must push past government and military discussions until a public consensus
that balances the need for government security and personal protection with US
constitutional guarantees and American notions of individual liberty emerges.

A Theme for US Defensive Grand Strategy

The strategic framework we have constructed suggests information assurance should
be the theme for US defensive grand strategy. The protection of the information and
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information systems that are critical to US strategic centers of gravity against
destruction, corruption, and perception management weapons must become the catalyst
for cooperation between government and civilian entities and the driving force behind the
development of new national security policies. Just as “containment” unified national
policies and provided a framework for meeting the Soviet strategic threat, so must

information assurance provide the basis for a unified response to meet the strategic
information threat.

A Pluralistic Framework for the
Exercise of Power Is Needed

The hard nut to crack in an information-age democracy is defining a legitimate role for
government that promotes the nation’s security while protecting its constitutional
guarantees and individual liberties. The purpose of our constitution is “to provide for the
common defense, promote the general welfare and secure the blessings of liberty to
ourselves and our posterity.” The genius of the American political system is that it has
based its institutions firmly on the concept of division of authority and separation of
powers. No one governmental entity has been permitted to amass power to the exclusion
of other governmental entities that may reflect different points of view or represent other
constituencies. In the final analysis, we are a nation that relies upon the principle of
shared authority to keep the exercise of governmental power in balance among divergent
and sometimes competing interests. Given the pervasiveness of information technology
and its importance throughout the political, military, economic, and social fabric of
American life, proposals to defend against the information threat by abandoning this
principle of shared authority in favor of concentrating power will likely meet
overwhelming opposition from the body politic. The nation is not, however, without
experience in creating frameworks that recognize differing viewpoints and different
constituencies while exercising legitimate governmental powers in furtherance of national
security.

Executive Orders 12656, 12919, 12148, and 12472 comprise the legal basis for
preparation of national security emergency preparedness plans, the purpose of which are
to ensure the continuity of government at every level in the event of a national security
emergency.2 A product of the nuclear age, these orders instruct in general terms various
designated executive department heads to identify functions within their areas of
respective interest that would have to be performed during national emergencies and to
develop the plans and capabilities to do so. They are a formula for protection of the
nation’s most critical assets in the event of a national crisis. The secretary of agriculture,
for example, plans for resources preparedness with respect to food resources and food
resource facilities; the secretary of energy does the same with respect to all forms of
energy; the secretary of health and human services looks after the nation’s health
resources, and so on”* These are useful precedents in planning to defend against the
information threat because they demonstrate how to divide and allocate authority and

resources among various agencies representing different constituencies and different
sectors of the economy in furtherance of national security.
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The challenge of the information strategic threat is a national challenge. The military
alone cannot defend against it. Arguably, neither can any other single entity of national
government. What is needed is a national entity, a National Information Assurance
Council (NIAC), chaired by the vice president and composed of permanent representatives
from each executive department agency that attends to a portion of the civilian
infrastructure deemed vital to national security. The council’s charter must be strategic in
scope and focus on presenting to the president national policy recommendations aimed at
bringing about a vision of information assurance based upon the confidentiality, integrity,
availability, and reliability of our information and information systems. It must be able to
allocate, finite resources, assess risks, fix responsibility, and perform emergency
preparedness planning to promote information assurance. Its members must be free to
focus on national information assurance matters while at the same time representing
their respective constituencies in the process of policy formulation. Since hostile
competitors will most likely attack those critical private sector system essentials whose
destruction or damage will cause the greatest disruption among the civilian population,
the council must recognize that defensive information warfare encompasses a much
broader spectrum of activities than just protecting friendly command and control systems
or vital industrial resources from the threat of hostile information attacks. To be effective,
its defensive planning must include measures to defend high-value, private sector
information and information systems. The council must be linked to the president’s
National Security Telecommunications Advisory Committee (NSTAC) and to other
similar committees representing priority areas for protection. This linkage will help
ensure that private sector concerns are brought to the table. In addition, the presence of
representatives from the agencies representing these constituencies will help guarantee
that private sector commercial needs are not subsumed by the quest for ever greater
security.

A Single Agency Executive Agent for
Information Assurance Is Contraindicated

The nature of conflict has not changed. Warfare’s purpose continues to be the coercion
of an adversary “to fulfill our will.”” In this respect, warfare in the Information Age
promises to be no different.®

The Department of Defense is charged with defending the nation and should play a
leading role in the discussions concerning how to defend in the information dimension of
warfare. It has developed the planning expertise, institutions, and human resources to do
so. The appearance of new methods and concepts that competitors might seek to attack
targets within the United States does not transform conflict in the information dimension
into something other than strategic warfare. Its characteristics remain the same: in this
case, to force US compliance with a hostile competitor’s objectives.

DOD, however, has neither the organizational breadth nor the jurisdictional authority
to serve as the lead agency in formulating grand strategy to defend the United States
against the information threat. At present, the military services are focusing on their
respective pieces of “information dominance.” These efforts represent a wartime subset of
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an information assurance national security grand strategy. While they are important,
they are only a part of the total information assurance needed, and no matter how well
they are developed, they will fall short of a national defense because they do not protect
vulnerable information assets in the civilian infrastructure upon which DOD relies.

Neither is the Department of Justice an appropriate lead executive agency as some
have advocated. To place responsibility for the nation’s defense against the information
threat into the hands of the Justice Department commits that responsibility to an
organization with limited institutional 8md historical skills in national defense planning.
Furthermore, the Justice Department has comparatively limited jurisdiction and
experience in worldwide operations and limited capability to respond externally to
structured threats. In addition, as an agency engaged in domestic law enforcement
activity, the Justice Department faces a built-in conflict of interest whenever national
defense precautions include the official monitoring of private sector security practices and
confidential information. This is an important, perhaps crucial, consideration in winning
private sector support for national information assurance policies.

Priorities for Protection within
US Strategic Centers of Gravity

Our strategic framework suggests the United States must prepare itself to defend both
private sector and government information systems. Universal protection is not
attainable, nor do we believe it is necessary. A large majority of the material within the
information hierarchy of available data, information, knowledge, and wisdom is not vital
to national security. Likewise, not all of the hardware that forms information systems and
networks that make up the civilian information infrastructure requires protection. In
each case, only a small portion of the total amount of information available or number of
information systems in operation must be secured against external forces that would seek
to manipulate them. In the case of information itself, the existing paradigm seeks to
protect official US government classified information. That model is clearly outdated and
must be revised to include, at a minimum, information that runs sectors of the economy
we have labeled system essentials (fig. 6.1). With respect to information systems, more
and more attention is being paid to the vulnerability of the Public Switched Network
(PSN), the critical nodes within the telecommunications industry that route message
traffic. Clearly the PSNs must be placed high on any list of information systems to be
guarded against tampering.

We have categorized as system essentials information and information hardware that
control the nation’s strategic centers of gravity. These system essentials offer the most
lucrative information targets for competitors as their disruption may cause massive
unrest among the civilian population and, thereby, generate significant political pressures
upon the nation’s political leaders. We believe priority must be given to these for
protection. In addition, within the strategic centers associated with government, that is,
leaders and the defense mechanism, those systems that permit command and control and
employment of military forces must also be protected. We believe the balance of
information and information systems should be left to the private and commercial sectors.
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Figure 6.1. Priorities for Protection

Defending against Physical Destruction
of Information Systems

Executive Order 12656, that assigns certain National Security Emergency Response
Preparedness (NSERP) activities to the Department of Defense, specifically identifies
technological emergencies as an example of a national security crisis requiring DOD’s
response. Section 204 requires the secretary of defense to:

Identify facilities and resources, both government and private, essential to the national defense
and national welfare, and assess their vulnerabilities and develop strategies, plans, and programs
to provide for the security of such facilities and resources, and to avoid or minimize disruptions of
essential services during any national security emergency.®

Originally designed to ensure the continuity of government in the event of a nuclear
war, section 204 nevertheless provides the legal basis for the secretary of defense to begin
planning for the protection of critical US public and private information systems from
physical attack. DOD’s NSERP planning should be modified to provide physical
protection not only for industrial facilities and resources that are deemed critical to the
mobilization and employment of military forces but also for key network switching and
control systems that manage areas within our strategic centers of gravity designated for
priority protection (fig. 6.1). Nomination of such areas from outside DOD should be made
by representatives on the National Information Advisory Council.

Defending against Corruption of Information Systems

The threat to US information systems from corruption weapons is a clear and present
danger that demands immediate attention. Unfortunately, it is also a threat that requires
long-term as well as short-term solutions. Long-term solutions require the establishment
of national institutions with broad charters that cross traditional bureaucratic
boundaries, such as NIAC, and vigorous national debate concerning the proper measure
of government involvement in something as pervasive in American life as information
management. Short-term solutions are primarily within DOD and should be pursued
immediately.
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Both the government and the private sector have had experience with taxonomies that
are useful in fashioning separate but complementaiy responses to the information threat.
With respect to the government, institutions existing within the public health sector,
particularly the Center for Disease Control, appear to be applicable. In the private sector,
national testing organizations such as the National Underwriter’s Laboratory provide
useful designs for reference.

Use of the term virus for software programs that surreptitiously enter computers and
attack their internal operating systems is an apt metaphor. The characteristics of
information conflict, in many respects, are very similar to those of infectious diseases.
Anyone or an)fthing can be an infectious disease carrier. New disease strains can
circumvent or overcome prepared defenses. Disease carriers are hard to trace, and
infectious diseases can pass through multiple carriers. The same is true of information
conflicts."”

Just as it took the federal government to marshal the resources and expertise
necessary to mount an effective counterattack against the spread of infectious diseases, so
should the federal government create the national institutions and processes necessary to
blunt and roll back the onslaught of electronic diseases. As we have seen, the spread of
electronic infections through networked technology places the nation’s well-being clearly
at risk. As the entity responsible for information assurance, NIAC should establish a
separate information assurance center patterned after the Center for Disease Control to
combat the strategic threat posed by the outbreak of electronic epidemics.®

NIACI!s information assurance center should be resourced and empowered to carry out
four functions: surveillance, research, prevention, and control and infrsistructure (fig.
6.2).9

Information
Assurance
Center

Prevention

Surveillance Research
and Control

Infrastructure

Figure 6.2. Information Assurance Center
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The surveillance function should monitor the outbreak of electronic infections both
within the United States and internationally. The history of public health teaches that
suppression of infectious diseases must be preceded by an understanding of their behavior
and the methods of their transmission. The same is equally true of information
corruption weapons. Within the United States, reporting criteria must be implemented to
ensure that the new information assurance center is properly notified of potentially
contagious, electronically induced disruptions of service within designated priority areas
for protection and/or of the employment of certain tages of information corruption
weapons.

Research should focui® on how hardware, software, and human behavioral factors
influence the emergence or prevention of information corruption; the effectiveness and
economic benefit of strategies to prevent corruption of information systems; and the
development of improved techniques for identifying emerging technologies that promote
or restrict the spread of electronic infections. An added function is to establish programs
to promote™Offective partnerships with pubfic agencies, universities, and private industry
to support research in surveillance, and the prevention and control of technological
attacks against information systems.

Prevention and control deals with public education and the implementation of
measures designed to prevent or contain the outbreak of infectious information attacks.
This function includes the development and dissemination to the public information that
informs and educates about the nature, methods of transmission, and pathologies of
information corruption software. It also contains rapid-response teams to investigate and
contain massive disruptions of systems that control priority areas for protection.

The infrastructure function looks to development of a national network of professional
and support personnel to understand, monitor, and control electronic infections. It will
provide training in reporting criteria, diagnostic evaluation, and surveillance of new and
reemerging threats.

National security strategists must remember that the US information infrastructure is
a creature of the private sector. It is being built, owned, and operated by private citizens
and private commercial concerns. In addition, the products and services that are used to
process and store information over its networks are produced primarily by private sector
companies. Although the federal government has an important role to play in the
infrastructure’s continued growth and development, it does not presently, and should not,
occupy the position of an information infrastructure regulator under the mantra of
national security. There is a need, however, for improvement in the security of private
sector systems lest sectors of the economy serving large segments of the population, as
well as the government, experience significant disruptions. The private sector must
accomplish this task.

NSTAC has proposed the creation of a privately funded Security Center of Excellence
(SCOE) to assess the security of origination, termination, intermediate, and transport
systems and facilities within the PSN. The center would serve as a sort of National
Underwriter’s Laboratory for information systems. The president, as well as DOD and
other agencies interested in information assurance, should support and encourage this
initiative.

The SCOE will perform three functions: (1) review and adopt security evaluation
standards, (2) develop and promulgate methodologies for evaluating and rating security

47



products and systems, and (3) enhance communications between industry, government,
and the public on the need for implementation of information assurance measures.* An
entity that performs these functions in an environment free of bias and conflict of interest
will serve a number of useful purposes.

First, it will provide standards and methodologies that testing laboratories can use to
evaluate the security of existing products and of those being introduced into the market.
Such testing, impossible in the absence of recognized industry standards, will provide a
means of measuring product and system trustworthiness and integrity. The introduction
of standards where none now exist will gradually produce a marketplace that generally
reflects the level of security promulgated as being usual and customary within the
particular industry being examined. The result is an overall improvement of security
within the information infrastructure.

Second, the introduction of industry-wide security standards limits the liability of
companies that adhere to them. A company that implements security measures
commensurate with those recommended by the SCOE will most likely have met the
reasonably prudent person standard that results in the avoidance of liability in civil
litigation. The converse, of course, is that companies ignoring such standards are likely to
find themselves the targets of civil lawsuits. Hence, the existence of standards performs
an additional function of regulating the industry by exposing those who do not follow
them to the risk of serious financial hardship and likely loss of business.

Finally, publication of security standards can be expected to help stimulate public
interest in and demand for products and services that provide a greater measure of
information assurance, balancing protection and privacy. NSTAC predicts that upon
publication of such standards, the security consulting industry will move to promote and
implement them, resulting in their rapid adoption throughout the infrastructure.The
end result will be a more reliable PSN.

Defending against Perception Management

“Our influence will increasingly be defined more by the quality of our ideas, values, and
leadership . . . than by the predominance of our military capabilities.In an age where
information is instantly disseminated, ideas count as never before. Determined
adversaries will use perception management techniques to manipulate ideas to push US
public opinion toward positions that favor their own and to undermine public confidence
in national leaders who oppose them.

Above all else, US policy makers must communicate the goals and objectives of national
security policies clearly and simply. Such communication promotes understanding by the
widest possible audience and helps to generate support for the commitment of US forces
in furtherance of national security objectives. It also helps to ensure that the nation’s
security policies conform with America’s declared ideals and beliefs. If otherwise, the
images generated by adversaries will quickly point out the dichotomy and predispose the
American population to the employment of other perception management techniques.

The importance of ideas in a era of instant communications means that the US must be
capable of responding to media demands for instantaneous reactions to world events with
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positive real-time images of its own in support of national policies. The government’s
knowledge machinery that supports the president and senior government leaders must be
able to prepare both information and, more importantly, compelling television video as
quickly as CNN can present its news and analysis. The objective must not be to point the
television spotlight elsewhere, dim it, or switch it off but rather to challenge it for
accuracy and context with images that counteract distortions and half-truths.

Determining the adequacy of these defensive countermeasures will require new
measures of effectiveness for grand strategy. We presently have no definable method to
assess the criticality of individual pieces of the infrastructure, or the benefits of protecting
them, or the risks of not protecting them. Without these measuring tools, and the soimd
logic needed to produce them, the effort to build adequate defensive countermeasures will
lag behind offensive capabilities.
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Chapter 7

Recommendation ... A Strategic Plan

Wie insure against loss of life, against loss of money, against destruction by fire or storm, and, in
fact, against the loss of possession or attribute which we deem of value. . .. The country or state is
the highest form of insurance policy, and it is underwritten by a policy of national defense.

—John Weeks
Secretary of War, 1923

A Strategic Plan for National Security

Our vision provides a focus for long-term planning, and the mission establishes our
day-to-day responsibihties. Mission-related decisions are made not only to accomplish
short-term objectives but to achieve the vision. “Vision focused and mission driven” define
our boundaries. The goals of this plan provide priorities as we move forward to achieve its
vision.

The momentum of recent efforts to address the issue of information assurance positions
the US to make great progress in the years ahead. However, we must keep in mind two
points: First, it will take time, patience, and persistence to refine this plan and to develop
the relationships necessary to achieve its goals. Second, we need to start now.

The course is set.

Vision: Information Assurance for the Twenty-first Century

« A national commitment that secures confidentiality, integrity, and availability of
information and the reliability of information systems.

» A national consensus balancing government security and personal protection with
US constitutional guarantees and American notions of individual liberties.

Mission: Plan, Assess, Coordinate, and Conduct Activities
to Achieve Information Assurance

¢ ldentify and assess vulnerable information nodes within priority areas for protection.

¢ ldentify and assess the strategic threat to US information and information systems.

« Develop proactive prevention and control measures that detect, deflect, and defeat
intrusions into, or structured information attacks upon, priority areas for protection.

» Develop the capability to execute those plans.

* Develop national institutions that build US government and private sector equities
in information assurance.
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Goals: National Imperatives

We must produce a national security grand strategy that includes defending the
nation’s’ information infrastructure, because the nation’s viability—political freedom,
economic identity, and military power—now depends upon it. Achieving this objective will
require educating the American people to understand that national security is not the
sole responsibility of the DOD and includes traditional economic, political, and military
boimdaries. We must seek to promote vigorous public debate about the role of government
in information assurance to build a strong national consensus as to how we will achieve
our goals. The debate must clearly include an assessment of the need for intelligence
sharing among all the national security stakeholders. Painful choices may have to be
made to reshape national defense policy in the Information Age.

Lead a vigorous public debate. The Information Age presents security risks that are
economic and political, and not solely military in nature. These threats must be
made known to the American people as a first step in building public support for new
national security priorities that are becoming more complicated daily. Government
agencies and the commercial sector must find common ground to underwrite a
national commitment to information assurance.

Unify a govemment/private sector response to protect the confidentiality, integrity,
availability, and reliability of US information and information systems against the
strategic information threat. Replace “containment” with “information assurance” as
the vision upon which US national security grand strategy is based.

Abandon the idea of universal protection in the information dimension in favor of
selective defense that focuses on both government and private sector information and
information systems deemed critical to national security.

Give information assurance priority for protection to the system essentials strategic
center of gravity and, within it, specifically to telecommunications switches, electric
power distribution mechanisms, gas and oil pipeline distribution mechanisms,
interbank transfer mechanisms, and transportation dispatch systems. Within the
defense mechanism center of gravity, communications networks, logistics and
personnel databases, and transportation management systems must also be
protected.

Establish a National Information Assurance Council (NIAC) to make national
security policy recommendations to the president aimed at bringing about our
national security vision of information assurance.

Establish an Information Assurance Center, patterned after the Center for Disease
Control, and answerable to NIAC to perform surveillance, research, prevention and
control, and infrastructure functions within the information assurance mission.
Expand US National Security Emergency Response Preparedness (NSERP) planning
to include physical protection for key network switching and control systems that
manage areas within our strategic centers of gravity designated for priority
protection.

Encourage the president and Congress to support the National Security
Telecommunications Advisory Council (NSTAC) efforts to establish a Security Center
of Excellence and expand the NSTAC concept by creating similar committees in
areas designated for priority protection.
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Enhance the president’s knowledge machinery to provide timely responses to the
media’s demand for immediate reactions to national security events and to provide
accuracy and context to media reporting.

Goals: DOD Imperatives

The US military must play a leading role in devising this strategy but cannot do it
alone. DOD must be included in any strategy for defending military and commercial
information systems because our national defense depends upon it, and the ability to
bring combat power to bear in support of national objectives relies on its ability to deploy
and sustain American forces. In the short term, DOD must act to resolve its own
information assurance requirements and to understand that national security in the
Information Age is more than information dominance.

Submit information assurance and its information-age strategic implications by the
Secretary of Defense as part of the next national security strategy.

Direct chairman of the joint chiefs of staff to promulgate a new national military
strategy that addresses the information assurance vision and its wartime subset of
information dominance. As “containment” carried significant grand strategy meaning
throughout the cold war, so a new policy of “information assurance” must be
understood at the grand strategy level and as a part of the national security strategy.
Retitle the assistant secretary of defense for C31 as the assistant secretary of defense
for information. Expand the position’s focus beyond C3I to incorporate such areas as
continental United States (CONUS) defense against information attacks.

Assemble a DOD organization for defense information assurance. Use core
competencies already available within DOD to replicate the health taxonomy used
for national information assurance. Figure 7.1 displays some possibilities.

Assistant Secretary of Defense
for Information

] Prevention
Surveillance Research Infrastructure |
and Control
- Air Force - Defen§e  Statf 16 - Key Asset
Information Information - Joint Staff J- Protection Program

Warfare Center Systems Agency

Figure 7.1. Sample Military Information Assurance Hierarchy
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Recommend a change to the Unified Command Plan. Designate CONUS as an area
of responsibility (AOR), task commander in chief, United States Atlantic Command
(CINCUSACOM) or commander in chief, Strategic Command (CINCSTRATCOM)
with a CONUS-defensive information warfare responsibility. Include an aggressive,
quantitative modeling and simulation effort for defensive information warfare.

Direct CINCUSACOM to restructure the Key Asset Protection Program (KAPP) by:
(1) assessing key asset vulnerabilities to corruption information weapons as well as
physical destruction weapons; (2) adding system-essential priority areas for
protection to the Key Asset List; (3) expanding the KAPP evaluation and review
board to incorporate experts fi:om appropriate fields; (4) expanding planning and
training to incorporate new Key Asset List physical protection requirements; and (5)
thoroughly documenting all actions needed to address information vulnerabilities.
Merge KAPP analysis with current vulnerability net assessments to identify the
potential repercussions of a structured information attack upon system-essential
assets. Assume aggressive, quantitative modeling and simulation effort for defensive
information warfare. Recommend higher levels of information assurance for national
security.

Direct a review of operational plans for the land defense of CONUS to incorporate
potential impacts resulting from information attacks and degradations to the
information infrastructure. Include aggressive modeling and simulation as part of
the OPLAN review.

Direct a review of defense contingency plans to ensure they incorporate the full
breadth of information warfare options and brief the NSC on these new options as
well as the potential for their use against the United States.
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Anecdotal Evidence

The following incidents are not provided to suggest chaos on the information highway,
but rather that, in the hands of malevolent actors, the capability already exists to cause
significant disruption to information systems vital to US national security. While
assertions of a national disaster may be somewhat premature, anecdotal evidence
suggests the United States is already vulnerable to information attacks. In recent years,
unknown intruders have penetrated US telecommunications carriers, Internet service
providers, many international post, telegraph, and telephone entities, and a wide variety
of end-user systems.

Wired magazine names the top ten infrastructure targets including the Culpeper Public
Switching Network (PSN) that handles federal funds transfers and Worldwide Military
Command and Control System (WWMCCS).N Additional targets include satellite dishes
associated with the global positioning system (GPS) (and time synchronization for
precision munitions); satellite dishes associated with national intelligence and defense
activities (the “Big Blue Cube” in Mountain View, California, and the National
Photographic Intelligence Center); the Internet; computer-directed telephone and power
distribution transfer points (including the Alaskan Pipeline); and computers associated
with major banking and financial institutions. Targets of intrusion include

» physical attacks on infrastructure components such as computers, communications,
software, data cables, and control process; infrastructure support such as buildings,
power and environmental control units; and attacks or subversion of operating and
support personnel,

e logic attacks on infrastructure components; attacks on computer-controlled
environmental control units; and attacks on data (destruction or corruption), and

« combined logic and physical attacks to mask each other.”

Financial Losses

In 1991, the FBI director said “as much as $5 billion a year” was lost by American
companies due to computer-related crime» By 1995, the Dallas Morning News reported
“$10 billion worth of data” was stolen annually in the US from “on-line thieves.”The real
threat to American interests lies in the ability of criminals to infiltrate and destroy US
financial and information systems, Hackers who pioneered breaking into computer
systems for fun are selling their abilities to criminals.

e The New York Times reported in August 1995 that a $10 million computer fraud case
had been uncovered involving a 34-year-old Russian and accomplices who, from his
keyboard in St. Petersburg, Russia, moved money via wire transfers from Citibank
accounts in Argentina and Indonesia. In response, a bank spokesperson ensured that
all but $400,000 of the cash had been recovered and offered some perspective to the
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problem. She said, “We move half a trillion dollars a day through the payment
system . . . compare that to $400,000 ... we think we have the right level of
security.” In major bank frauds involving electronic funds transfers, first detection is
normally the bank audit, usually several months after the incident.®
During the Soviet era, criminal groups and the black market functioned as an
extension of the Communist Party and the State Security Committee (KGB). These
criminal organizations outlived the state that fostered them. There are roughly 5,700
organized crime groups in Russia. Of these, 200 are large sophisticated criminal
organizations engaged in activity throughout the former Soviet Union and in 29
other countries. These criminal groups are also targeting the financial sector. Banks
have become a particular target for money laundering schemes. Links have been
forged between Russian and Italian organized crime groups to move money through
the Russian banking system.®
A software glitch was the cause of a $70 million government loss due to overpayment
by the Health Care Financing Administration. About 100 health care organizations
received overpayment—the largest was $19 million—due to a software problem that
failed to cross-check Medicaid charges against people eligible for Medicaid.'»
In 1991, a US car manufacturer lost approximately $500 million when a hacker
broke into its network and stole future auto designs that ended up in the hands ofits
competitors.®
A 1994 survey of business losses due to information security problems had 1,271
respondents of which over 50 percent claimed financial losses due to information
security issues; 17 percent had losses up to $250,000; 3 percent had losses between
$250,000 and $1 million; and 17 percent reported losses in excess of $1 million.
Biggest concern is integrity and availability of information.®
In October 1992, Internal Revenue Service (IRS) internal auditors identified 368
employees who had used the IRS’s Integrated Data Retrieval System without
management knowledge for nonbusiness purposes. Some of these employees had
used the system to issue fraudulent refunds or browse taxpayer accounts that were
unrelated to their work”™® In April 1996 a former IRS worker pleaded guilty to
federal charges for illegally tapping into more than 150 confidential tax records.™
Authorized users of the FBI’s National Crime Information Center misused the
network’s information by gaining access to files to determine if friends, neighbors, or
relatives had criminal records or inquire about backgrounds for political purposes. ™
National Communications System (NCS) says there is significant evidence of
insiders’ selling information to information brokers, industrial spies, criminal
organizations, and intelligence services. These insiders, with full access to their
respective information files, have provided data on unpublished telephone numbers,
toll records, credit reports, and other personal data. The FBI reported that criminal
organizations have gained access to the National Crime Information Center records
primarily through the use of compromised employees. In December 1991, 18 Social
Security Administration employees were indicted for sale of confidential
information.
* In August 1992, a computer systems administrator for a defense contractor was told
of a pending layoff. The employee set up a malicious code to activate after his
departure. He hoped that the company would hire him back to reconstruct databases
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after the logic bomb functioned. His attempt was discovered before he left and he
later pleaded guilty to the charge. If the malicious code had functioned, substantial
data on the development of military missile systems would have been destroyed and
required months to reprogram the computer system.

Telecommunications Targets

The public telecommunications networks are a critical part of the Defense Information
Infrastructure/National Information Infrastructure (DII/NII) (95 percent of DOD
telecommunications is provided by public networks and operated by common carriers) but
lack the assurance features needed for military use”® There have been multiple incidents
(mostly accidental) in which the assurance designs were unable to meet the challenge of
accidental errors and omissions. Most commercial networks have little or no coverage
against intentional disruption and commonly fail due to software errors or mischievous or
malicious attacks. Additionally, telephone switching errors must be repaired within 1.5
seconds or the circuit errors passing through the network will propagate, causing major
disruption. An attacker needs to disrupt only two of the nine PSN sites for 1.5 seconds to
cause a cascading effect.™®

In 1991, a near-total shutdown of telephone service in the Baltimore-Washington
area was caused by a 3-bit coding error where a “d” was replaced by a “6" in one byte
of a software upgrade, causing disruption of AT&T long distance service to millions
of customers for more than four hours. None of the few broad phone outages that
have occurred has been shown to be caused by anything other than faulty software,
though the signaling systems have been under hacker attack affecting service to
customers. The point made is that though there have been no catastrophic failures,
the potential exists.

On 17 September 1991, AT&T announced a “power failure” had caused two major
switches to fail. This failure forced the shutdown of major airports that rely on
ground-based telephone lines for both voice and data communications for air traffic
control in the New York City, Boston, and Washington air route traffic control
centers. The result was disruption of the civil aviation industry into the northeast
United States for days, resulting in flight delays across the nation.®

In 1993, Federal Aviation Administration (FAA) computer system failures (cause
unknown) delayed regional traffic for 90 minutes and an FAA weather computer
failed for 12 hours due to a time-activated logic bomb. ®

Examples of other phone system failures include a highway crew’s digging post holes
causing disruption of coast-to-coast calls by cutting a MCI fiber-optic cable. A similar
incident in New Jersey cut 60 percent of the calls in and out of Manhattan for eight
hours. In this incident, the New York Mercantile Exchange and the Commodity
Exchange had to shut down operations. ®

Electronic intruders have shown the abilities to service control points, service
provisioning systems, cross-connect systems, modify user services, forward calls,
modify service class on circuit, turn off billing on specific circuits and routing tables,
and service descriptions. Scott Maverick compromised 911 services in 1992. He was
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arrested for tampering with these systems in Virginia, Maryland, and New Jersey.
Maverick said his intent was to infect the 911 computer with a virus to cause havoc.
“Significant degradation of service for 911 systems is possible if they are targeted by
electronic intruders.””™

An April 1991 effort for a complete computer and telephone system invasion was the
most comprehensive, coordinated attack on the PSN to date. Kevin Poulson pleaded
guilty to all but one of the following counts: compromised an ongoing law
enforcement investigation; identified law enforcement-run businesses and law
enforcement wiretaps; intruded on the local exchange carrier (LEG) service-
provisioning system numerous times (allegedly more than 40); modified existing
telephone services, added new telephone services (some without billing), forwarded
calls to other numbers, and dual-provisioned telephone lines; intruded on LEG
maintenance/test systems to electronically monitor telephone conversations; intruded
on LEG databases and obtained telephone numbers (some unlisted), street addresses,
customer names, and other sensitive data; physically broke into carrier offices and
stole equipment, software, identification badges, and other material; sold sensitive
data obtained from LEG databases and illegally established or modified telephone
services for other individuals; manufactured false identification, including telephone
company identification badges and drivers licenses; intruded on other computer
systems for profit, including the Galifornia Department of Motor Vehicles, credit
bureaus, and an Air Force computer network; illegally possessed classified
documents (the one count on which he pleads not guilty); and laundered money.
Although Poulsen did not attack PSN networks, he did manipulate the system to his
own ends and to his own personal profit.22

Viruses

Gomputer viruses can disrupt tactical operations. Trends in military electronics
systems make them more vulnerable. “There is a concerted effort in the former Soviet
client states to perfect computer crimes. There are universities . . . that teach how to
create more effective viruses.”2" There is limited direct evidence and substantial indirect
evidence that disruption technology exists in many nations: the former USSR, the United
States, Bulgaria, Poland, Germany, the Netherlands, Italy, Ganada, the United Kingdom,
Taiwan, Sweden, Israel, Spain, and Australia (among others). It is clear from computer
virus information alone that many countries of security interest to the United States have
knowledge and technology to corrupt computer and network data and disrupt operations.
Among them are India, Taiwan, Republic of Korea, Ghina, Japan, and South Africa.

* A November 1988 virus (Morris Worm), placed on the Internet by a college student,
infected 6,000 host computers in less than two hours and cost between $100,000 and
$10 million to clean up, affecting network links between the Massachusetts Institute
of Technology, University of Galifornia, Sandia National Laboratories, Lawrence
Livermore National Laboratories, Los Alamos National Laboratory, and others.

« A Christmas card message sent over BitNet, a global academic network, landed in
2,800 machines in five minutes, including IBM’s internal network. It took only five

60



hours for the benign virus to spread 500,000 infections worldwide, forcing IBM to
take the network down for several hours to accomplish repairs. ®

 In 1992, Novell released a virus to thousands of customers in shrink-wrapped
software due to a procedural error. The master disk was infected by a virus due to
mishandling and failure to adhere to company policy during transportation to the
disk duplication center.®

* Multiple books have been written on software viruses, including tutorials on how to
write viruses aimed at military-use software. An interactive CD-ROM movie SoR Kill
released in 1993 illustrates information warfare against the United States. It details
corrupting time standards, affecting precision-guided weapon targeting and also
targeting long distance telephone switches.~"** Tom Clanc/s book Debt ofHonor has a
central theme of crippling information warfare attacks on the United States by
means of viruses, worms, logic bombs, high energy radio frequency (HERF) guns, and
ElectroMagnetic Pulse Transformer (EMP/T) bombs. The author’s examples are not
considered as malicious or as subtle as a real attack by experts would be.

Hackers

Hackers are the first group to leam of US vulnerabilities and are quick to share the
information. Hacker magazines routinely tell hackers how to build and plant viruses,
break into computer networks through access to telecom circuits, and gain entry to
government networks. The Defense Information Systems Agency (DISA) has detected
unknown intruders gathering Internet passwords through “sniffer” programs. In one 1994
observation period they estimated the number of captured passwords “at a million or
more, potentially threatening all the host computers on the Internet and their users.””®In
another test, DISA conducted a test of logistics and medical network vulnerabilities in
which the agency attacked 9,000 computers and successfully hacked 88 percent of them.
Only 4 percent of successful attacks were detected. ™ Network administrators at the Air
Force Information Warfare Center said they could crack 70 percent of the passwords on
their UNIX network with tools resembling those now being used by Internet hackers.

¢ National Aeronautics and Space Administration’s (NASA) information technology
security program manager, Rick Carr, said there are about 1,000 network break-in
attempts a month, nearly fourfold over the last two to three years. Since November
of last year, NASA documented six ‘“high impact” attacks that have compromised
sensitive or classified information. Losses were put at more than $250,000 per
incident. Intrusions have resulted in theft and damage of research data.™

« Computer hackers infiltrated General Electric’s (GE) computers, gaining access to
research and proprietary information. The intruders managed to penetrate robust
security barriers known as firewalls. The hackers had also obtained passwords of
workers who were using GE computers to connect to more than a dozen Internet
computers. The GE spokesperson said “We just know we were compromised.

* An MCI employee was charged with stealing 100,000 calling card numbers and used
them to place $50 million worth of fraudulent calls. The employee wrote software to
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capture card numbers from various carriers that used MCI’s switching equipment.
He sent the captured numbers to an international hacker ring.™

e On 13 January 1995, the Naval Academy network had to be shut down due to
password-sniffing software in one-third of its servers. The network is used by faculty,
staff, and midshipmen. The academy was unable to determine how many passwords
were collected or if the intruders had used the network as a launch pad into other
DOD or federal systems. M

There are several hacking groups in Europe that keep lists of US military C2, research,
and logistics computer accounts attained through hundreds of military Internet
connections. The list is easily accessible.

» Project RAHAB is the German government’s computer espionage program.
Beginning in 1988 as an ongoing computer intrusion research effort, its primary
focus is on cataloging network addresses and establishing pathways for later use. Its
technicians have allegedly accessed computers in Russia, Japan, France, the United
States, Italy, and Britain."®

e« The Hannover hackers are a European hacking group that have been linked to the
KGB. They gained illicit entry to over two dozen classified computer systems (as well
as many others that were unclassified), and were caught when a 75-cent billing error
was discovered at the Livermore Laboratories in Berkeley, California. The leader,
Markus Hess, was able to acqiiire “superuser” status on network and surreptitiously
stole authorized passwords for later exploitation. He penetrated the “Dockmaster”
computer security database at the National Computer Security Center, a component
of the National Security Agency. The case is rare where state-sponsored espionage
has been acknowledged. Numerous other intrusions have been noticed and the
frequency of intrusions is increasing.®

* Shortly after Iraqg’s invasion of Kuwait in 1990, a large-scale effort was launched
worldwide to penetrate various sensitive US government and military computers.
Although most of the penetrations originated in the Netherlands, an Iraqi
intelligence operation against the North Atlantic Treaty Organization (NATO) was
uncovered at the same time. The Dutch hackers penetrated host computers at
Lawrence Livermore Laboratories in the United States and then branched out,
penetrating computer systems at 34 DOD sites by weaving their way through
university, government, and commercial systems on the Internet. They exploited a
security hole in the Trivial File Transfer Protocol, which allowed users on the
Internet to access a file containing encrypted passwords without logging onto the
system™N™*~ The hackers were in a position to sell the gathered intelligence, either
directly or indirectly, to Iraqi intelligence.®® Dutch hackers successfully penetrated
US military computer systems at least 34 times between April 1990 and May 1991.
Pentagon officials report these same hackers offered to disrupt the US military’s
deployment to the Middle East in return for payment from Saddam Hussein in the
amount of $1 million. Saddam spumed the offer®®

« Another case of hacking for possible espionage purposes involved a 16-year-old
British cracker with the Internet name “Datastream” who cracked into South Korea’s
nuclear secrets via the Air Development Center at Griffiss Air Force Base, New
York. He obtained information on North Korea’s missile firing sites, aircraft design.
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and psychological—on the world’s business community.*”There have been a number
of bombs set off in London between 1990 and 1996 to make similar political
statements.

The World Trade Center bombing of February 1993 is another example of physical
destruction to make a political statement. The goal was to shut down the New York
financial system. There were six killed and over 1,000 injured; however, there were
no serious systems losses, due to back-up system operation.

Investigation of the 1995 train wreck in an isolated portion of the Arizona desert
revealed a computer-monitored safety device had been short-circuited. The system
was designed to warn of sequential loose rails but failed to operate because of
apparent intentional tampering.
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and US agents in North Korea. Richard Price, a London music student was charged
with 12 offenses of unlawfully gaining access to USAF Lockheed/Martin computers.
Following a 13-month US/UK intelligence agency operation, Price was arrested by
UK police. He gained access on at least 69 occasions.”

In 1995-96, an Argentine graduate student in Buenos Aires broke into sensitive US
military and NASA files after gaining access through Harvard University, the
University of Massachusetts, and Northeastern University computers. Julio Ardita
breached computer security by obtaining passwords through a sniffer program that
he transmitted to Harvard and other sites through the Argentine telephone system,
Telecom. After obtaining the password to Telecom, he was able to break into
computer systems run by US universities, the US Navy, other US agencies, and
other computers in Korea, Mexico, Taiwan, Chile, and Brazil."*"

The USSR succeeded in gaining access to production information on the NATO
“Tornado” jet fighter in 1984 by accessing databases of the Messerschmitt-
Bolkow-Blohm company in Munich. Soviet computer hacking involved some 2.4
percent of overall Soviet espionage operations in 198312

DST, the French government’s electronic data collection program, has a “hot list” of
firms targeted for electronic monitoring including IBM, Dow Chemical, General
Electric, Corning, Texas Instruments, AT&T, GTE, Du Pont, Siemens, Hitachi,
Fujitsu, Sony, Bosch, BASF, and Boeing.™

German intelligence agents managed to illegally access hundreds of computers
worldwide through NASA’s SPAN network. They managed to break into the CERN
(European Laboratory for Particle Physics) physics laboratory computer system in
Geneva and loaded a damaging Trojan Horse that destroyed software and crashed
systems.*"

There is growing evidence of the use of electronic intrusion techniques by industrial
spies. In a survey of 150 high-technology research and development companies, 48
percent said they had been the target of trade secret theft. Kevin Mitnick was
arrested and prosecuted in 1989 for stealing more than $1 million in source code
from Digital Equipment Corporation (DEC), modifying it to add “trap doors,” and
attempting to copy it back to DEC’S development computers.'™

Destruction (Physical Attacks)

The globalized digital information system offers lucrative targets in a terrorist’s
strategy of destabilizing the sociopolitical order. The terrorist chooses people as his most
effective target, to influence, rather than kill them, by attacking targets that affect the
largest number of people, thus attracting publicity. In Japan, terrorists have attacked the
computerized control systems for commuter trains, paralyzing major cities for hours. In
Italy, the Red Brigade’s manifesto specified the destruction of computer systems and
installations “for striking at the heart of the state.

e On 10 April 1992, the Irish Republican Army (IRA) set off a bomb in the Square Mile

of London. Though three people were killed, the intent was not to kill; it was an
attack on the financial center of Europe, causing severe effect—electronic, financizd.
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No.

10.

11.

The Day After... In Cyberspace

Incident Description

May 7 - lran announces it would soon begin conducting military exercises
“appropriate to the evolving security situation in the Gulf.”

May 10 - Tehran radio and TV announced that Iranian Foreign Minister was
flying to Riyadh, Saudi Arabia, with an “urgent proposal” that would “resolve the
OPEC stalemate” and “respond to the evolving security situation in the region.”

May 11-90 percent of the power in the Cairo, Egypt, area went out for several
hours. Cause—unknown.

May 11 - The public switched network (PSN) for northern California and Oregon
suffers a series of massive failures. Cause—trap door.i

May 11 - The base phone system in Fort Lewis, Washington, is subjected to a mass
dialing attack by personal computers.

May 13 - The largest ARAMCO refinery near Dhahran, Saudi Arabia, has a
catastrophic flow control malfunction, which leads to a large explosion and fire.

May 14 - lran sends messages to Gulf Coordinating Council (GCC) members, the
United States, the United Kingdom, and France calling for negotiations. Messages
sent to the Kuwait and Saudi leaders state Iran will soon “demonstrate the futility
of depending upon the American imperialists for protection from modem weapons
systems.”

May 14 - A new, high-speed Metro-Superliner traveling at 300 km/hr slams into an
apparently misrouted freight train near Laurel, Maryland. The wreck kills over 60
passengers and crew and injures another 120. Cause—Ilogic bomb.»

May 15 - The Iranian ambassador to the United Nations (UN) is overheard to state
that as United States is “the technologically most advanced power on the planet,”
it is highly vulnerable to “21st century attacks” by “states and others who had
mastered contemporary computer and telecommunication technology.”

May 16 - Scotland Yard informs the Prime Minister that the Bank of England had
detected “three different sniffer devices™ of a new design in its main funds transfer
system” and bank officials were fearful that unauthorized individuals could now
enter the funds transfer system.

May 16 - Cable News Network (CNN) airs a “Special Report” that features the
Metroliner train wreck and leaked reports about the Bank of England. CNN states
“some Western intelligence agencies” believe that Iran may be employing
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12.

13.

14.

15.

16.

17.

18.

19.

computer experts from the Russian Mafia and “renegade software writers™from
India to “threaten the entire economic fabric of the United States and West
Europe.” Thereafter, the London Stock Exchange Index falls 10 percent and the
New York Stock Exchange suffers its largest drop since the crash of 1987.
Business news networks speculate the losses are caused by major institutional
investors attempting to get out of the electronically managed market. The Security
and Exchange Commission reports a pattern of institutional investment
manipulation involving unknown parties working through European and Middle
Eastern Banks.

May 17 - The Consortium for Planetary Peace (CPP) announces that an
“emergency mobilization to stop an unnecessary and potentially devastating war”
will take place in 48 hours. Two hours later, it files a request with the US Park
Police for a permit for the Mall to accommodate an estimated 100,000 participants.

May 20 - The Senate,’in the face of an aggressive lobby campaign by CPP passes
by two votes, a resolution supporting the president’s decision to send troops to the
Gulf.

May 20 - DOD discovers there is corrupt data in the time-phased force deployment
list (TPFDL).

May 20 - The automatic tellers of the two largest bank chains in Georgia start to
malfunction with bank clients being debited and/or credited thousands of dollars
after each automated teller machine (ATM) transaction. By midday, they shut
down their ATM machines.

May 20 - CNN airs a “Special Report” focused on the vulnerability of the United
States to “cyberspace warfare’—dwelling on the Metroliner crash, the telephone
outage in the Northwest, the ATM malfunctions, and the interference with CNN’s
own transmissions. Interviews accompanying the program convey a growing sense
of public concern that the United States was far more vulnerable to information
warfare (IW) attack than “the government has told us.”

May 21 - The Russian Foreign Minister criticizes the United States and allied
deployments to the Gulf as “dangerous brinkmanship” and offers to host an
international summit to defuse the crisis.

May 21 - The CPP “anti-intervention” demonstration in Washington far exceeds
expectations and draws 400,000 people.

May 22 - The pilot of a new Continental Airlines AB-340 jet making a final
approach to O’Hare International Airport reports his flight deck avionics has
suffered a massive malfunction and the aircraft is out of control. It crashes, killing
30 and injuring another 100 people, A report concludes the AB-340 and 330
flight-control software may be infected by a sophisticated logic bomb and the
Federal Aviation Administration (FAA) grounds all such aircraft.
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20.

21.

22.

23.

24.

25.

26.

27.

28.

May 23 - The news anchors of the Saudi government’s networks were suddenly
replaced by the face of the head of the GIRD Council who called on the citizens of
Saudi Arabia “to join forces in the peaceful transformation of the Saudi kingdom to
freedom and democracy under Islam.” The prearranged signal leads to lai*ge-scale
demonstrations against the Saudi monarchy.

May 23 - The Saudi PSN network begins to fail apparently due to unauthorized
modification of the system through a trap door.

May 23 - The local television station in Dhahran, Saudi Arabia, announces that
the “Provisional Islamic Republic of Arabia” had seized power in Dhahran and
Mecca. He states that Iranian military assistance “would be immediately halted if
foreign nations let the Arabian revolution proceed on its own.”

May 23 - The Secretary of Defense is informed that a full-scale IW attack of
unknown sources is underway at “almost every military base in the United States
and Europe”involved in the deployment to Saudi Arabia.

May 24 - At a news conference held at the CNN newsroom, the CPP denounces the
“criminal action which led to the Airbus tragedy at O’Hare” but concluded that
“legitimate protest should not be quashed by the terrorist acts of a few.” It
announces it was “mobilizing all of its chapters to conduct civil disobedience
actions to stop the US government’s mad dash to war to save an undemocratic and

failed Saudi regime.”

May 24 - Several joint surveillance, target attack radar system (JSTARS) aircraft
operating in the Gulf region appear to be plagued with a computer worm'
triggered by some external source.

May 24 - The entire phone network in the Washington/Baltimore region including
local cellular systems fails. A preliminary assessment suggests an attack through
a trap door has caused it.

May 24 - The Chicago Commodity Exchange experiences some of its “wildest
fluctuations in history.” There is widespread suspicion that “the Exchange was
being subjected to a powerful form of electronic manipulation by parties

unknown.”

May 24 - CBS Evening News was interrupted for seven minutes by the “Action
Arm of the Committee for Planetary Peace.” During the video takeover, the CPP
spokesperson, a well-known and highly regarded media personality, called for
widespread civil disobedience to thwart an administration that has “lost touch

with domestic and international reality.”

Figure B.l lists incidents, types of attacks, weapons categories, and target centers of

gravity from the RAND war game.
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Incident Number

1. Iranian Exercises

2. Iranian Diplomatic Initiative

3. Cairo Power Outage

4. Califomia/Oregon PSN Shutdown
5. Ft. Lewis Mass Dialing Attack

6. ARAMCO Explosion

7. Iran Message to Gulf Coordinating Council
8. Metroliner Crash

9. Iranian Ambassador Statement
10. Bank of England

11. CNN “Financial Targets" Report
12. CPP Press Release

13. Close Vote in Senate
14. TPFDL Pollution

15. Bank ATMs Malfunction

16. CNN Government Coverup Report
17. Russian Diplomatic Initiative

18. CPP Demonstration

19. Airplane Crash

20. Saudi News Takeover
21. Saudi PSN Shutdown
22. Saudi TV Announces Coup

23. IW Attacks Against US Bases

24. CPP News Conference

25. JSTARS Malfunction

26. D.C./Baltimore Phone Shutdown
27. Chicago Exchange Fluctuations

1 28. CBS News Takeover

Legend:

ATM - automated teller machine

CNN - Cable News NetworH

CPP - Consortium for P'anetary Peace

W - Infomnation Warfare

JSTARS - joint surveillance, target attack radar system
PSN - Public Switch Network

TPFOL - time-phase force deployment list

Figure B.1.

Type of Attack

Persuasion
Persuasion
Logic Bomb
Trap Door
Info Overload
Logic Bomb
Persuasion
Logic Bomb
Discourse
Sniffers
Persuasion
Slogans
Argument
Virus
Logic Bomb
Persuasion
Persuasion
Slogans
Logic Bomb
Spamming
Logic Bomb
Misinformation
Multiple Efforts
Argument

1Worm

! Logic Bomb

} Logic Bomb

mSpoofing

TOTALS;

WEAPON TYPES

Weapons Category

Perception Management
Perception Management
Corruption
Corruption
Corruption
Corruption
Perception Management
Corruption
Perception Management
Corruption
Perception Management
Perception Management
Perception Management
Corruption
Corruption
Perception Management
Perception Management
Perception Management
Corruption
Perception Management
Corruption
Perception Management
Corruption
Perception Management
Corruption
Corruption
Corruption

Perception Management

Destruction - 0
Corruption m14

Perception Management « 14
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Illustrative Incidents from RAND War Game “The Day After...

Target Center of Gravity

Leaders

Leaders

System Essentiais
System Essentials
Defense Mechanism
System Essentials
Leaders
Infrastructure
Leaders

System Essentials
Population
Population

Leaders

Defense Mechanism
System Essentials
Population

Leaders

Leaders
Infrastructure
Population

System Essentials
Population

Defense Mechanism

Population

1Defense Mechanism
i System Essentials
' System Essentials

' Population

CENTERS OF GRAVITY TARGETED

Leaders - 7

System Essentials - 8
Infrastructure - 2
Population - 7

Defense Mechanism - 4

in Cyberspace’



The capabilities required to produce the incidents used in the RAND “Day After"
exercise have, for the most part, already been seen. Figure B.2 attempts to provide
examples of similar real-world events for each technology-related incident in the war game.

The assumption of the exercise is that a malevolent actor intentionally assembles these
capabilities in a structured attack. The Kevin Poulsen details, provided in item 21, show
some blending of capacity and intent. Individual account descriptions are provided below.
Similar World Event

Incident Number Type of Attack

3. Cairo Power Outage Logic Bomb Computer Espionage
4. Califomia/Oregon Public Switch Network Trap Door Legion of Doom Time Bomb
(PSN) Shutdown
5. Ft. Lewis Mass Dialing Attack Info Overload Noted Intruder Skills
6. ARAMCO Explosion Logic Bomb Kevin Poulsen Pleads Guilty
8. Metroliner Crash Logic Bomb 1995 Arizona Railway Incident
10. Bank of England Sniffers Citibank $10 Million Fraud Case
14. Time-Phase Force Deployment List Pollution Virus Paid Informants
15. Bank Automated Teller Machines Logic Bomb $70 Million Software Glitch
Malfunction
19. Airplane Crash Logic Bomb Disgruntled Defense Contractor Employee
20. Saudi News Takeover Spamming Demonstrated Technology
21. Saudi PSN Shutdown Logic Bomb Kevin Poulsen Pleads Guilty
23. Information Warfare Attacks Against US Bases  Multiple Efforts Defense Information Systems Agency
Red Team Results
25. Joint Surveillance, Target Attack Radar Worm Electronic Intruders
System Malfunction
26. D.C./Baltimore Phone Shutdown Logic Bomb Other Phone System Failures
27. Chicago Exchange Fluctuations Logic Bomb Shutdown Options
28. CBS News Takeover Spoofing Demonstrated Technology

Figure B.2. RAND War Game Incident Comparison

where the effects of information weapons fall.
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Leaders

Destruction
Physical destruction

Corruption
Internal operating
logic
Perception 1 Iran Exercise
Management 2 Iranian Diplomatic
Behavior Initiative
7 Iran Message
9 Iran Ambassador
13 Senate Vote
17 Russia Diplomatic
Initiative
18 Consortium for
Planetary Peace
(CPP) Demo
Ignore

System Essentials

3 Cairo Power

4 Califomia/Oregon
Public Switch
Networks (PSN)

6 ARAMCO

10 Bank of England

15 Automated Teller
Machines

21 Saudi PSNs

26 D.CyBaltimore
PSN

27 Chicago Trade

Infrastructure

8 Metroliner
19 Airplane

Defense

Population Mechanism

5 Ft. Lewis

14TPFDL

23 Information
Warfare
Attacks

25 Joint
Surveillance,
Target
Attack
Radar
System

11 Cable News
Network (CNN)
Report

12 CPP Press
Release

16 CNN Report

20 Saudi News

22 Saudi Coup

24 CPP News

28 CBS News

Figure B.3. lllustrative Information Incidents Placed in Framework
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Leaders System Essentials  Infrastructure

Destruction 6ARAMCO 8 Metroliner
Physical destruction 19 Airplane
Corruption 3 Cairo Power 8 Metroliner
internal operating 4 Caiifomia/Oregon 19 Airplane
logic PSNs

5 Ft. Lewis

6ARAMCO

10 Bank of England

15 ATMs

21 Saudi PSNs

2 3 IW Attacks

26 D.CiBaltimore PSN
27 Chicago Trade

Perception 1 Iran Exercise
Management 2 Iranian Diplomatic
Behavior Initiative

3 Cairo Power

4 Caiifomia/Oregon
PSNs

5 Ft. Lewis

6 ARAMCO

7 Iran Message

8 Metroliner

9 Iran Ambassador

10 Bank of England

11 CNN Report

12 CPP Press Release

13 Senate Vote

14TPFDL

15 ATMs

16 CNN Report

17 Russia Diplomatic
Initiative

18 CPP Demonstration

19 Airplane

20 Saudi News

21 Saudi PSNs

22 Saudi Coup

23 IW Attacks

24 CPP News

26 D.C./Baltimore PSN

27 Chicago Trade

28 CBS News

Ignore

Legend:

ATM - autoniated teller machine

CNN - Cable News Network

CPP - Consortium for Planetary Peace

W - Information Warfare

JSTARS -joint surveillance, target attack radar system
PSN - Public Switch Network

TPFDL - time-phase force deployment list

Defense
Population Mechanism

8 Metroliner

19 Airplane

3 Cairo Power 5 Ft. Lewis

4 Caiifomia/Oregon 14TPFDL
PSNs 23 |W Attacks

15 ATMs 25 JSTARS

21 Saudi PSNs
26 D.C./Baltimore PSN
27 Chicago Trade

8 Metroliner 5 Ft. Lewis
10 Bank of England 14TPFDL
11 CNN Report 23 IW Attacks

12 CPP Press Release 25 JSTARS
15 ATMs

16 CNN Report

19 Airplane

20 Saudi News

21 Saudi PSNs

22 Saudi Coup

24 CPP News

26 D.C./Baltimore PSN
27 Chicago Trade

28 CBS News

Figure B.4. Using the Framework to Identify Where the Effects of Information Weapons Fall
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Corresponding Real World Incident Descriptions*

Computer Espionage - German intelligence agents managed to illegally access
hundreds of computers worldwide through NASA’s SPAN network. They broke
into the European Laboratory for Particle Physics (CERN) physics laboratory
computer system in Geneva and loaded a damaging Trojan Horse that destroyed
software and crashed systems.®

Legion of Doom’s (LOD) PSN Time Bombs - In 1990, several Atlanta branch LOD
members were arrested on charges of penetrating and disrupting
telecommunication network elements. Federal agents accused the LOD members
of planting a series of destructive “time bomb” programs in network elements in
Denver, Colorado; Atlanta, Georgia; and New Jersey. These time bombs were
designed to shut down major switching hubs, but were defused by telephone
company employees before they caused damage. “Based on an analysis of open
source literature, the author believes that groups of electronic intruders, if
organized and funded by interested adversaries, have the capabilities to launch
sophisticated widespread attacks on and across the PSN. These t3tes of attacks
could result in significant degradations in the nation’s NS/EP telecommunication
capabilities, create significant public health and safety problems, and cause
serious economic shocks."®

5. Noted Intruder Skills - Electronic intruders have shown the abilities to service
control points, service provisioning systems, cross-connect systems, modify user
services, forward calls, modify service class on circuit, turn off billing on specific
circuits, routing tables, and service descriptions. Scott Maverick compromised 911
services in 1992. He was arrested for tampering with these systems in Virginia,
Maryland, and New Jersey. Maverick said his intent was to infect the 911
computer with a virus to cause havoc. “Significant degradation of service for 911
systems is possible if they are targeted by electronic intruders.”

Kevin Poulsen Pleads Guilty - Allegedly masterminded an April 1991 effort for a
complete computer and telephone system invasion. The most comprehensive,
coordinated attack on the PSN to date. Pleaded guilty to all but one of the
following counts: compromised an ongoing law enforcement investigation;
identified law enforcement-run businesses and law enforcement wiretaps; intruded
on local exchange carrier (LEG) service provisioning system numerous times
(allegedly more than 40); modified existing telephone services, added new
telephone services (some without billing), forwarded calls to other numbers and
dual-provisioned telephone lines; intruded on LEG maintenance/test systems to
electronically monitor telephone conversations; intruded on LEG databases and
obtained telephone numbers (some unlisted), street addresses, customer names,
and other sensitive data; physically broke into carrier offices and stole equipment,
software, identification badges, and other material; sold sensitive data obtained

* Numbered real-world incident descriptions in this section correspond to war game incident description numbers in the
preceding section.
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10.

14.

15.

19.

21.

from LEC databases and illegally established or modified telephone services for
other individuals; manufactured false identification, including telephone company
identification badges and drivers licenses; intruded on other computer systems for
profit, including the California Department of Motor Vehicles, credit bureaus, and
an Air Force computer network; illegally possessed classified documents (the one
count on which he pleads not guilty); and laimdered money. Although Poulsen did
not attack PSN networks, he manipulated the system to his own ends and to his
own personal profit.®

Arizona Railway Incident - Investigation of the 1995 train wreck in an isolated
portion of Arizona desert revealed a computer-monitored safety device had been
short-circuited. The system was supposed to warn of sequential loose rails but
failed to operate because of apparently intentional tampering.

Citibank $10 Million Fraud Case - A 34-year-old Russian, operating from Saint
Petersburg, managed to gain access codes and move $10 million in funds from
Citibank accounts in Argentina and Indonesia. Combine this capability with a
1994 case at a California university where an unauthorized program collected tens
of thousands of account names and passwords through a “sniffer” program on the
Internet before it was found.®

Paid Informants - National Communications System (NCS) says there is
significant evidence of insiders selling information to information brokers,
industrial spies, criminal organizations, and intelligence services. These insiders,
with full access to their respective information files, have provided data on
unpublished telephone numbers, toll records, credit reports, and other personal
data. The FBI reported that criminal organizations have gained access to the
National Crime Information Center records primarily through the use of
compromised employees. In December 1991, 18 Social Security Administration
employees were indicted for sale of confidential information,

$70 Million Software Glitch - A $70 million government loss due to overpayment
by the Health Care Financing Administration was caused by a software problem
that failed to cross-check Medicaid-eligible people against Medicaid claims. The
money was spent for services provided; however, not all patients were eligible. The
largest organization overpayment was $19 million.~M™

Disgruntled Defense Contractor Employee - In August 1992, a computer systems
administrator for a defense contractor was told of a pending layoff. The employee
set up a malicious code to activate after his departure. He hoped that the company
would hire him back to reconstruct databases after the logic bomb functioned. His
attempt was discovered before he left and he later pleaded guilty to the charge. If
the malicious code had functioned, substantial data on the development of military
missile systems would have been destroyed and would have required months to
reprogram the computer system.”2

See item six.
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23. Defense Information Systems Agency (DISA) Red Team Results - The team
attempted to gain access to 9,000 computers across the defense department. They
successfully hacked into 88 percent, over 7,900, of the computers. They left signs of
their trespass yet only just over 300 of the illegal entries were detected. Network
administrators at the Air Force Information Warfare Center said they could crack

70 percent of the passwords on their UNIX network with tools resembling those
now being used by Internet hackers.

25. Electronic Intruders - There is growing evidence of the use of electronic intrusion
techniques by industrial spies. In a survey of 150 high technology research and
development companies, 48 percent said they had been the target of trade-secret
theft. Combine this information with the case of Kevin Mitnick. He was arrested
and prosecuted in 1989 for stealing more than $1 million in source code from
Digital Equipment Corporation (DEC), modifying it to add “trap doors,” and
attempting to copy it back to DEC’s development computers.! JSTARS is a highly
software-dependent program that could be vulnerable to this type of intrusion.

26. Other Phone System Failures - A 1991 near-total shutdown of telephone service in
the Baltimore-Washington area was caused by a coding error in new AT&T
long-distance software. A highway crew digging post holes disrupted coast-to-coast
calls by cutting a MCI fiber-optic cable. A similar incident in New Jersey cut 60
percent of the calls in and out of Manhattan for eight hours. In this incident the
New York Mercantile Exchange and the Commodity Exchange had to shut down
operations. Additionally, voice and radar systems used to control air traffic from
facilities in New York, Washington, and Boston were disabled for five hours.

27. See item 26 and other cases of software manipulation.

Notes

1. “A hidden software mechanism triggered to circumvent system security measures. This can be a
legitimate programming technique that allows a developer to bypass lengthy log-on routines or access source
code directly. Its existence, if known by unauthorized persons, however, can be the source of a significant
security breach.” Definitions for the Discipline of Information Warfare and Strategy (Washington, D.C.: School
of Information Warfare and Strategy, National Defense University, July 1995), 79.

2. “A type of Trojan horse that may or may not be a virus. Its mission component is triggered by a
true/false condition. Logic bombs do not propagate; they just sit and wait.” A Trojan horse is a “malicious
computer code that is located within a desirable block of code, (i.e., an application program, operating system
software, etc.). To be a Trojan horse, the presence of the code must be unknown and it must perform an act
that is not expected by the owner of the system,” Ibid., 46 and 80.

3. Software programs designed to analyze a communications network. They diagnose problems and assist
network administrators in fixing them. In some cases, the software is written so that network administrators
are unaware someone else is snooping through the networks collecting information such as passwords,
tapping databases, and listening in on telecommunications transmissions. Sniffers may be written to ferret
out information which will permit the user to surreptitiously enter and/or manipulate the system later on.
Winn Schwartau, Information Warfare: Chaos on the Electronic Super Highway (New York: Thunder’s Mouth
Press, 1994), 116.

4. A computer program that eats up the memory and resources of a computer, effectively rendering it
useless. Schwartau, 120.
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. Wayne Madsen, “Intelligence Agency Threats to Computer Security,” International Journal of
Intelligence and Counterintelligence 6, no. 4 (Winter 1993): 421.

6. United States, National Communications System, The Electronic Intrusion Threat to National Security
and Emergency Preparedness: An Awareness Document (Arlington, Va.: National Commvmications System,
1994), 2-5, 4-2.

7. lbid., 4-3, 4-5.

8. Ibid., 2-9,2-10.

9. Ibid., 3-4; and Saul Hansell, “Citibank Fraud Raises Computer Security Questions,” New York Times,
19 August 1995.

10. United States, National Communications System, The Electronic Intrusion Threat, 2-13,2-14.

11. Science Applications International Corporation (SAIC), Information Warfare: Legal, Regulatory, Policy
and Organizational Considerations for Assurance (Washington, D.C.: SAIC, 1995), B-96.

12. United States, National Commimications System, The Electronic Intrusion Threat, 2-13.

13. SAIC, Information Warfare, B-66, B-72.

14. United States, National Communications System, The Electronics Intrusion Threat, 2-5, 2-18.

15. SAIC, Information Warfare, 36; United States Government Accounting Office (GAO), “Information
Superhighway: An Overview of Technology Challenges,” report to Congress (Washington, D.C.: GAO, 23
January 1995), 36.
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