Legal Guide to
Botnet Research

JODY R. WESTBY









Cover design by Andrew Alcala and Jill Tedhams /ABA Publishing.

The materials contained herein represent the opinions of the authors and/or the editors, and should
not be construed to be the views or opinions of the law firms or companies with whom such persons
are in partnership with, associated with, or employed by, nor of the American Bar Association or
the Section of Science & Technology Law unless adopted pursuant to the bylaws of the Association.

Nothing contained in this book is to be considered as the rendering of legal advice for specific cases,
and readers are responsible for obtaining such advice from their own legal counsel. This book is
intended for educational and informational purposes only.

©2013 Jody R. Westby. All rights reserved, under exclusive right of first publication by the Ameri-
can Bar Association.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any
form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without the
prior written permission of the publisher. For permission contact the ABA Copyrights & Contracts
Department, copyright@americanbar.org, or complete the online form at http://www.americanbar.
org/utility/reprint.html.

Printed in the United States of America.

1716 1514 13 5432 1

Library of Congress Cataloging-in-Publication Data

Westby, Jody R., 1950-

Legal guide to botnet research / Jody R. Westby; Section of Science & Technology, American Bar
Association,

pages cm

Includes bibliographical references and index.

ISBN 978-1-62722-117-7 (alk. paper)

I. Computer networks—Law and legislation-United States. 2. Computer networks—Security
measures—United States. |. American Bar Association. Section of Science & Technology Law.
1. Title.

KF1617.C65W45 2013

343.7309°944~dc23

2013023871
Discounts are available for books ordered in bulk. Special consideration is given to state bars, CLE
programs, and other bar-related organizations. Inquire at Book Publishing, ABA Publishing, Amer-

ican Bar Association, 321 N. Clark Street, Chicago, Illinois 60654-7598.

www.ShopABA.org


mailto:copyright@americanbar.org
http://www.americanbar
http://www.ShopABA.org

1.0

2.0

3.0

TABLE OF CONTENTS

ABOUT THE AUTHOR
ACKNOWLEDGMENTS
TABLE OF ABBREVIATIONS

OVERVIEW

11 Purpose

12 Audience

13 Relationship to Ethical Considerations

14 Components of the Guide

METHODOLOGY

21 Approach

211 Table of Authorities

2.1.2 Interviews and Data Gathering

2.1.3 Case Studies

2.1.4 Research

2.15 Analysis of Data

FINDINGS

31 Legal Issues Associated With Botnet Research

311 Wiretap and Stored Communications

3.1.2 Customer Proprietary Network & Confidential Phone Record
Information

3.1.3 Protection of Communications Equipment

3.1.4 Cybercrime

3.15 Fraud

3.1.6 Child Pornography

3.1.7 Spam

3.1.8 Privacy

Vil

BN R R

12
13
38
38

39
39
40

47
49
50
55
57
59
66



4.0

3.19
3.1.10
3111
3112
3.1.13
3.2
3.3

IV | LEGAL GUIDE TO BOTNET RESEARCH

Intellectual Property

Contracts and Torts

Cases

State Breach Notification

International Legal Considerations

Legal Table With Penalties

Botnet Research Activities Table Linked to Legal

BOTNET RESEARCH LEGAL TEMPLATE

INDEX

70
76
79
84
86
91
94

115

123



Biblioteka Glowna
,IAII<adem|| Sztuki Wojennej

il

ISBN 978-1-62722-117-7 Law/Reference

Price: $99.95
P C:5450069

Visit us at www.ShopABA.org Printed in the U.S.A


http://www.ShopABA.org

