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Cybersecurity is a difficult and complex field. The technical, political and legal
questions surrounding it are complicated, often stretching a spectrum of diverse
technologies, varying legal bodies, different political ideas and responsibilities.
Cybersecurity is intrinsically interdisciplinary, and most activities in one field
immediately affect the others. Technologies and techniques, strategies and tactics,
motives and ideologies, rules and laws, institutions and industries, power and
money—all of these topics have a role to play in cybersecurity, and all of these are
tightly interwoven.

The SpringerBriefs in Cybersecurity series is comprised of two types of briefs:
topic- and country-specific briefs. Topic-specific briefs strive to provide a
comprehensive coverage of the whole range of topics surrounding cybersecurity,
combining whenever possible legal, ethical, social, political and technical issues.
Authors with diverse backgrounds explain their motivation, their mindset, and their
approach to the topic, to illuminate its theoretical foundations, the practical nuts and
bolts and its past, present and future. Country-specific briefs cover national
perceptions and strategies, with officials and national authorities explaining the
background, the leading thoughts and interests behind the official statements, to
foster a more informed international dialogue.
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Foreword

China is certainly among the most interesting players in cybersecurity. While
oftentimes rather visible as intrusive and offensive, for instance, through its massive
efforts to conduct mass surveillance of its own citizens or in its (alleged) global
cyber industrial espionage campaigns, the country is also in a rather unique position
regarding its defensive cybersecurity outset and interests. It is, by now, heavily
industrialized, fully connected, with a large number of foreign companies, bringing
their own technologies with them, and its citizens are increasingly more digitalized
and connected through the Internet. Accordingly, the country is highly and
increasingly vulnerable to cyberattacks or information operations, and strong
concerns about its inner and outer security ensue. So strong, in fact, that cyberse-
curity has been made a senior management priority, with Secretary General Xi
Jinping seeing to those matters personally. China in fact considers its cybersecurity
a key matter of its sovereignty and keeps stressing its right and duty to create “cyber
sovereignty” in many aspects.

The outcome is in many cases very interesting and individual—and of high
impact internationally. The close entanglement of technical security, censorship,
and surveillance is one example. Another more recent one is the new regulation of
foreign companies operating in China. Foreign companies now have to use Chinese
security technologies and encryption, encrypted connections are switched off, and
even the source code produced or used in China has to be disclosed to the Chinese
government. As a result, all these companies will turn more and more transparent.
Given China’s interest in industrial espionage, these efforts have been a cause of
(mostly silent) outrage abroad and will have wider strategic implications for the
Chinese economy—nbut may also provide a model for other countries striving to
achieve cyber sovereignty.

In sum, China is and will continue to be a very interesting place to observe when
it comes to the regulation of cybersecurity. Accordingly, it is a great benefit for this
SpringerBrief in cybersecurity to have this particular brief about cybersecurity in
China, and an even greater benefit to have it written by Greg Austin. Greg is in
dose touch with China and its cybersecurity regulators for many years, theoretically
and practically, and can not only provide a full and credible account of the
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country’s efforts, but also background stories and additional knowledge which can
not be found anywhere else. Founded in his competence, this SpringerBrief will
help to understand China and its efforts and provide important insights and details
for academics, diplomats, and industries alike.

Berlin, Germany Dr. Sandro Gaycken
February 2018



Preface

China has established a global reputation for cyberattack. How good is it at cyber
defense? This book offers a health check, a report card, on China’s cybersecurity
system in the face of escalating threats from criminal gangs at home and abroad, as
well as from hostile states. The book hopes to contribute some new foundations for
a comprehensive benchmarking of China’s responses to the problem of security in
cyberspace. But it cannot claim to offer a comprehensive analysis. The scope of the
subject of cybersecurity is simply too broad. In acknowledging that, the book hopes
to inform current approaches to assessment of national cybersecurity performance
to stimulate more granular research across the broader set of issues that are can-
vassed in this book.

At a foundational level, the Bell Labs model of cybersecurity distinguishes
between eight ingredients of the problem set: software, hardware, networks, pay-
load, power (electricity supply), people, ecosystem, and policy (Rauscher et al.
2006). While each of these may appear at first glance to be relatively compact and
bounded for any country, they are individually hugely complex, and have become
more so, as technologies like mobile computing, quantum computing, cloud
computing, the internet of things (1oT), and advanced artificial intelligence have
come into play. Even as understood within the eight-ingredient framework from the
engineer’s perspective, the field of cybersecurity is highly dynamic.

In defining the boundaries of the subject of cybersecurity according to the eight
ingredients, we also need to be cognizant of the different practices, technologies,
Personnel, and organizations needed for distinct mission sets, such as countering
cybercrime against corporations or citizens, online child protection, preventing
Political subversion, countering cyber espionage, protecting critical infrastructure,
and preparing for cyber-enabled warfare.

The subject in this case is China in the broad, but we need to break that down
mto at least three stakeholder subsets: its government, its corporations, and its
citizens. Boundaries between the three sets of subjects in cyber policy and activities
are in many circumstances quite fluid. These three sets of stakeholder have many
different interests, face many different threats, and have variegated response
capabilities.

Vi



viii Preface

The three stakeholder sets (each with many subsets) represent fundamentally
different social and political phenomena. We must avoid accepting at face value the
Chinese government’s view that it speaks for cybersecurity in China. It wants to,
but as this book demonstrates, it is in the character of the information age that a
government cannot be the source of cybersecurity for its corporations or citizens. If
we measure government capacity, we are only measuring cybersecurity for the
government, not for the country. The Chinese government blurs this distinction,
unlike governments in the UK and the USA. These liberal democracies are firmly
of the view that the government is not responsible for the cybersecurity of its
corporations and citizens when they confront a threat. These two governments limit
themselves to providing assistance as they can to non-government actors, both in
advance of or during an attack. In most countries, governments have inadequate
resources to provide cybersecurity for their own agencies, let alone their corpora-
tions and citizens. This stakeholder distinction is becoming more important in
China since the central government is proving to be far less capable in delivering
cybersecurity for the whole country than it would like to be.

There is a fourth category of stakeholders in Chinese cyberspace: foreign gov-
ernments, foreign corporations, and foreign citizens. Cybersecurity in the country is
an unavoidably international and globalized activity. While this book concentrates
on the domestic scene in China, it must also sketch broad outlines of the interaction
between Chinese and non-national influences as they take place inside the country.

Thus, the picture presented in the book of cybersecurity in China is a mosaic or a
multi-dimensional montage. Conflict between and within the different sets of
stakeholders and cybersecurity mission sets in China, as in other countries, is
assumed. That said, evidence of the contours of those conflicts in China is often
sparse as a result of the country’s non-transparent political system.

The contest between and among the different interest groups and mission sets
analyzed in this book speaks to the centrality of the concept of power as the
ultimate test of national cybersecurity. Many extant measures of cybersecurity at the
national level focus on inputs (announced government measures) rather than on
results or outcomes (the manifestations of cyber power). This book proposes a new
orientation in assessing national cybersecurity: one that relates to the actual exercise
of power in cyberspace (the outcomes) in the pursuit of security. In simple terms,
the quality of cybersecurity in any country will be defined in larger part by degrees
of implementation of policies by a variety of stakeholders, rather than being the sum
of policy declarations and intents.

This book is a sequel to Cyber Policy in China (Austin 2014), which takes a
values-based approach in analyzing China’s ambitions of becoming an advanced
information society, reviewing political, economic and security aspects, on both the
domestic and international fronts. It referenced the many excellent books on cyber
censorship and political activism in cyberspace in China that had been written up
that time. It also referenced key works on the political economy of China’s ICT
sector. That book included analysis of the landmark statement by President Xi
Jinping in February 2014 that China would do everything needed for the country to
become a cyber power. The current book, Cybersecurity in China, has a narrower
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focus on two fronts. First, it has a sharper domestic focus, leaving international
considerations somewhat to one side, though not ignoring them completely.
Secondly, it focuses exclusively on China’s security in cyberspace not its wider
“information society” ambition.

This book relies on China’s current official definition of cybersecurity, discussed
in more detail in Chapter 1. This definition is essentially the same as we might find
in other countries—in spite of linguistic preferences around certain renderings
of the concept in Chinese. These include: wangluo anquan, translated variously by
Chinese authors into English as “network security,” “cybersecurity,” or “cyberspace
security”; and xinxi anquan which is a cognate for the English term “information
security.” The Chinese approach sees cybersecurity (and/or information security) as
a subset of national security. This means that cybersecurity is, for China, as other
leading powers, a socio-technical phenomenon: a process or state of mind that seeks
to minimize actual and perceived risks to a subject’s well-being arising from
activities in cyberspace (Austin 2017).

In Chinese scholarship, the socio-technical phenomenon of cybersecurity is a
relatively new field of study that takes place in a highly distorted information
ecosystem. Universities in the country have been slow to take up the socio-technical
dimensions of cybersecurity, and few have dared to undertake critical analysis of
politically sensitive aspects of cybersecurity (the larger share of the subject).
Leading Chinese studies in the public domain as do exist have been reviewed in
preparation of this book.

In scholarship outside China, there are several useful descriptive book-length
studies on cybersecurity policy in China published in recent years (ICGC 2012;
Ventre 2014; Lindsay et al. 2015; Inkster 2016; Raud 2016; Cheng 2017). In
shorter formats, scholars such as Yang Guobin, Adam Segal at the Council on
Foreign Relations, Rogier Creemers at Oxford, Nir Kshetri, a group at the
Jamestown Foundation (especially Peter Mattis), Joe McReynolds and Leigh Ann
Ragland at the Defense Group Inc., Russell Hsiao at Project 2049, the China Media
Project at Hong Kong University, and the team at the China Digital Times have
regularly made insightful contributions to the body of knowledge on different
aspects of China’s most recent cybersecurity policies. Similarly strong contributions
have been made in a variety of online formats by numerous professionals in foreign
ICT corporations and law firms working in or with China. As a result, we know
quite well the system for managing the diverse aspects of cybersecurity in China,
and the chronological sequence of announced policy responses.

Kshetri (2013: 1) has characterized the general situation well: the “distinctive
pattern of the country’s cyberattack and cybersecurity landscapes” is explained by
“China’s global ambition, the shift in the base of regime legitimacy from Marxism
Leninism to economic growth, [and] the strong state and weak civil society.” One
report (Jamestown 2014) observed that “research on Chinese cyber defense lags
behind assessment of China’s offensive capabilities” and concluded that the
resulting approach is “fragmented both by region and function that is further
complicated by turf battles between regulators institutions.” This book adds con-
tours and depth to such broad assessments offered in shorter formats.
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The book also offers an assessment of the effectiveness of efforts in China to
protect various interests in cyberspace. In this analysis, the views of Chinese
scholars, officials, and other opinion leaders are essential, but through the research
for this book, the author formed the view that many key Chinese sources have been
ignored in Western scholarship. For a number of reasons, the open-source scholarly
study in China of domestic aspects of security in cyberspace as a socio-technical
phenomenon is still in its infancy. It has been impossible to verify independently
much of the data and many of the claims cited in this book about progress made. At
the same time, as some of the material collated in this book suggests, this field of
study in China is still substantial enough to be a major source of information and
assessment. Moreover, there is a substantial body of knowledge on cybersecurity in
China held by market research firms, such as IDC and Gartner, and most scholars
do not enjoy easy access to their collections for public citation purposes.

This is the first book on cybersecurity in China to base itself around an
assessment of China’s cyber industrial complex.

The sequence of chapters is as follows. Chapter 1 provides an introductory
snapshot of the cybersecurity ecosystem in China, setting up deeper analysis of
subjects raised in later chapters. Chapter 2 provides a review of the state of
university-based cybersecurity education in China. Chapter 3 offers a summary of
Chinese views of the cyber industrial complex. Chapters 4-6 look in more depth at
the actual state of cybersecurity for the three subsets of China called out above: the
corporate sector, the citizenry, and the government. Chapter 7 offers an evaluation
of the state of cybersecurity in China. A brief Chapter 8, called “The Next Wave,”
suggests (unsurprisingly) that China’s cybersecurity in twenty years’ time will look
radically different from how it appears today as a result of the policy turns
beginning around 2011 and boosted substantially beginning in 2014. But China
does not determine its cybersecurity condition alone. This will remain a
multi-factor, multi-national enterprise that has to be managed. Given China’s
choices to oppose the value systems of the US-led liberal democratic alliance, the
scope for equanimity for China’s leaders in managing cyberspace policy will
remain about the same as if they were riding a tiger.

The author would like to thank colleagues in the field, especially from China,
who have been open in their discussion of the subjects in this book. The author
would also like to acknowledge the support on this project of several part-time
research assistants (Lu Wenze, Meng Fei, and Zu Haoyue). The author alone is
responsible for analysis and commentary on the material from Chinese language
sources provided by the able research assistants, with the several exceptions noted
and referenced.

The author is also grateful for permission from The Globalist, the best-informed
and most thoughtful daily on the big issues of global affairs, and from The
Diplomat, the premier Web site for analysis on Asia-Pacific security affairs, to use
his material previously published by them.

Canberra, Australia Greg Austin
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