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THE CAMBRIDGE HANDBOOK OF SURVEILLANCE LAW

Surveillance presents a conundrum: how to ensure safety, stability, and efficiency
while respecting privacy and individual liberty. From police officers to corpora-
tions to intelligence agencies, surveillance law is tasked with striking this difficult
and delicate balance. That challenge is compounded by ever-changing technol-
ogies and evolving social norms. Following the revelations of Edward Snowden
and a host of private-sector controversies, there is intense interest among policy
makers, business leaders, attorneys, academics, students, and the public regard-
ing legal, technological, and policy issues relating to surveillance. This handbook
documents and organizes these conversations, drawing together some of the most
thoughtful and impactful contributors to contemporary surveillance debates, pol-
icies, and practices. Its pages explore surveillance techniques and technologies;
their value for law enforcement, national security, and private enterprise; their
impacts on citizens and communities; and the many ways societies do - and
should - regulate surveillance.

David Gray teaches criminal law, criminal procedure, evidence, international
criminal law, and jurisprudence at the University of Maryland’s Francis King
Carey School of Law. He was voted Professor of the Year in 2012. He has pub-
lished dozens of articles in leading law reviews, is the author of The Fourth
Amendment in an Age of Surveillance (Cambridge University Press, 2017), and
has submitted amicus briefs in high-profile cases involving surveillance and the
Fourth Amendment. Professor Gray is a sought-after speaker and frequently pro-
vides expert commentary for national media outlets on questions relating to crim-
inal law and criminal procedure.

Stephen E. Henderson is the Judge Haskell A Holloman Professor of Law at the
University of Oklahoma, where he has received numerous teaching awards and a
campus-wide award for Outstanding Research Impact. He served as Reporter for
the American Bar Association Criminal Justice Standards on Law Enforcement
Access to Third Party Records, and his personal writing has been argued and
utilized in resolving contemporary American search and seizure controver-
Sles- Professor Henderson obtained a J.D. from Yale Law School and a B.S. in
Electrical Engineering from the University of California at Davis (highest honors
and College of Engineering Medal).
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For two people | miss and mourn: F. P. Gray, whose
fortitude, intellectual curiosity, and unbending
independence continue to inspire, and Dan Markel,
a true mensch of enormous heart and unflinchingly
critical mind.

-D G

For my greatest contribution,
the five I'll leave behind.
- SEH






Contents

Notes on the Contributors..

Part |

1. NSASurveillance in the War on Terror......nnnnnnenns
Rachel Levinson-Waldman

2. Location Tracking.......ccoevereoneinennieneeeneeas
Stephanie K. Pell

3. Terrorist Watchlists.........cccoveiiiiiiiinceceee
Jeffrey Kahn

4. “Incidental” Foreign Intelligence Surveillance and the Fourth Am
Jennifer Daskal dr Stephen 1 Vladeck

5 Biometric Surveillance and Big Data Governance.
Margaret Hu

6. FUSION CENTEIS....cciiiiciice s
Thomas Nolan

7- Big Data Surveillance: The Convergence of Big Data and  ........c.cccccc.e....
Law ENnforcement.......cooiiieicienceeee e
Andrew Guthrie Ferguson

8 The Internet of Things and Self-Surveillance Systems...........ccccccveiiinnnene
Steven |. Friedland

Part Il Surveillance. Applications
9

Introduction

Surveillance Techniques and Technologies

Balancing Privacy and Public Safety in the Post-Snowden Era.
Jason M. Weinstein, R. Taj Moore, dr Nicholas P. Silverman

~bama s Mixed Legacy on Cybersecurity, Surveillance, and
surveillance Reform

Timothy Edgar

Local Law Enforcement Video Surveillance: Rules, Technology,
aud Legal Implications
Marc /. Blitz

. page xi

vii



viii

12.

13.

14.

15.

Contents
The Surveillance Implications of Efforts to Combat Cyber Harassment................... 291
Danielle Keats Citron & Liz Clark Rinehart
The Case fOr SUNVEITIANCE..........ocvi et ae s 308

Lawrence Rosenthal

“Going Dark™: Encryption, Privacy, Liberty, and Security in the
“Golden Age of SUNVEITIANCE ..o 3
Geoffrey S. Corn & Dru Brenner-Beck

Business Responses t0 SUFVEITIANCE. ..o 3
Lothar Determann

Part Il Impacts of Surveillance

16.

17.

18.

19.

20.

21.

22.

23.

Part
24.

25.

26.

27.

Seeing, Seizing, and Searching Like a State: Constitutional Developments
from the Seventeenth Century to the End of the Nineteenth Century..................... 3
Mark A. Graber

An Eerie Feeling of Deja Vu: From Soviet Snitches to Angry Birds.........cccoceovieeee. 420

fudge Alex Kozinski <5 Mihailis E. Diamantis

The Impact of Online Surveillance on BENAVION...........ccociiiiiiincieneseceee e 437

Alex Marthews 6 Catherine Tucker

Surveillance versus Privacy: Effects and Implications...........coceovieiniiniicinc e 455

Julie E. Cohen

Intellectual and Social Fre@aOM ... ....coooiiiiiiieccece et 470

Margot E. Kaminski

The Surveillance Regulation Toolkit: Thinking beyond Probable Cause.................. 491

Paul Ohm

European Human Rights, Criminal Surveillance, and Intelligence

Surveillance: Towards “Good Enough” Oversight, Preferably but Not

NECESSArTTY DY JUAQES......eiieiiie ettt nene e 509
Gianclaudio Malgieri & Paul De Hert

Lessons from the History of National Security Surveillance..........ccccocooiniiicinicnene. 533
Elizabeth Goitein, Faiza Patel, & Fritz Schwarz

IV Regulation of Surveillance

Regulating Surveillance through Litigation: Some Thoughts from

L0 TSI I T o] Y=Y 579
Mark Rumold

Legislative Regulation of GovernmentSurveillance...........ccocoiiiiiiiiininece 597
Christopher Slobogin

California’s Electronic Communications Privacy Act (CalECPA):

A Case Study in Legislative Regulation of Surveillance............cccoeoiiiiiinncinenn 623

Susan Freiwald

Surveillance in the EUropean UNiON ... 642

Cristina Blasi Casagran



Contents

28. Mutual Legal Assistance in the Digital AgQe.......cccoiiiiiiiiiiii e 659
Andrew Keane Woods

29. The Privacy and Civil Liberties Oversight Board............ccccoevninniniinencieneseneeens 677
David Mediae dr Esteban Morin

30. FTC Regulation of Cybersecurity and Surveillance............coccccooiiiiiiiiiiiiiine e 708
Chris Jay Hoofnagle

31. The Federal Communications Commission as Privacy Regulator.............c.ccccceeueneee. 727

Travis LeBlanc dr Lindsay DeFrancesco



Biblioteka Gtowna
Akademii Sztuki Wojennej

“In many debates about privacy and 26731/' I | (CB)

a battle between the forces of light
discussion among free people as ti " I I

actually want (but cannot have) in fi! 03 026731 000-0
Handbook of Surveillance Law is so important - it adds to the rea

debate we must have."

MICHAEL HAYDEN, Principal at the Chertoff Group and former Dire'

the Central Intelligence Agency

“The Cambridge Handbook of Surveillance Law is a superb contribution
to the debate about surveillance. Pushing far beyond typical generalities
about surveillance, this book contains essays of great depth and focus.
The result is a volume with a fresh and nuanced set of perspectives
addressing cutting-edge issues. The editors have assembled an all-star
group of contributors. This is a truly outstanding volume, one that is
essential reading.”

DANIEL J. SOLOVE, John Marshall Harlan Research Professor of Law,
George Washington University Law School and author of Nothing to Hide:

The False Tradeoff Between Privacy and Security

"Professors Gray and Henderson have assembled a comprehensive and
thought-provoking collection of essays by many of the leading thinkers
on surveillance law. This handbook is a perfect first stop for any scholar
or citizen interested in the field. My students and | have already begun to
benefit from their work.”

RICHARD E. MYERS, Henry Brandis Distinguished Professor of Law,
University of North Carolina School of Law
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