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This book examines a key aspect o f regulatory policy in the field o f data protection, 
nam ely the frameworks governing the sharing o f data  for law enforcem ent 
purposes, both within the EU  and between the EU  and the U S and o ther third 
party7 countries. T he book features a thorough analysis o f the m ain data-sharing 
instrum ents that have been used by law enforcem ent agencies and the intelligence 
services in the EU  and in the US between 2001 and 2015. T he book also explores 
the challenges to data protection which the current frameworks create, and 
explores the possible responses to those challenges at both EU  and global levels.

In offering a full overview o f the current EU  data-sharing instrum ents and their 
data protection rules, this book will be of significant benefit to scholars and policy­
makers w orking in areas related to privacy, data  protection, national security and 
EU external relations.

C r is t in a  B la s i C a sa g ra n  is a Postdoctoral Researcher of EU Law at the 
Autonom ous University o f Barcelona, Spain.



Routledge Research in EU Law

Available titles in this series include:

C e n tr a liz e d  E n fo r c e m e n t, 
L e g it im a c y  a n d  G ood  
G o v ern a n ce  in  th e  E U
Melanie Smith

E U  E x te rn a l R e la t io n s  an d  
S y s te m s  o f  G o v ern a n ce
T he CFSP, E uro-M editerranean 
Partnership and  m igration 
Paul James Cardwell

T h e  E u r o p e a n  C o n stitu tio n ,  
W elfare  S ta te s  a n d  D e m o c r a c y
T he Four Freedom s vs. National 
Administrative Discretion
Christoffer C. Eriksen

E U  E x te rn a l R e la t io n s  L aw  an d  
th e  E u ro p e a n  N e ig h b o u r h o o d  
P o licy
A Paradigm  for Coherence 
Bart Van Vooren

T h e  E v o lv in g  E U  C o u n ter­
te r r o r is m  L ega l F ra m ew o rk
M aria O’Neill

T h e  E arly  W arn in g  S y ste m  fo r  
th e  P r in c ip le  o f  S u b s id ia r ity
Constitutional T heory  and Empirical
Reality
Philipp Kiiver

E u ro p e a n  P e r s p e c t iv e s  on  
E n v ir o n m e n ta l L aw  a n d  
G o v ern a n ce
Suzanne Kingston

T h e T a n g le d  C o m p le x ity  o f  th e  
E U  C o n stitu tio n a l P r o c e s s
T he Frustrating K no t o f Europe
Giuseppe Martinico

C r im in a l L aw  a n d  P o lic y  in  th e  
E u ro p e a n  U n io n
Samuli Miettinen

L oca l G o v e r n m e n t in  E u ro p e
T he ‘Fourth Level’ in the EU 
M ulti-Layered System of 
G overnance
Carlo Panara and Michael R . Varney

T h e  L e g it im a c y  o f  th e  
E u r o p e a n  U n io n  th ro u g h  
L eg a l R a tio n a lity
Free M ovem ent o f T h ird  C ountry
Nationals
Richard Ball

N e w  G o v ern a n ce  a n d  th e  
E u ro p e a n  S tra teg y  fo r  
E m p lo y m e n t
Samantha Velluti



H u m a n  R ig h ts  a n d  M in o r ity  
R ig h ts  in  th e  E u ro p e a n  U n io n
Kirsten Shoraka

T u r k e y ’s  A c c e ss io n  to  th e  
E u ro p e a n  U n io n
T he Politics of Exclusion?
Edel Hughes

T h e G o v ern a n ce  o f  th e  
E u ro p e a n  U n io n  a n d  th e  
In te rn a l-E x ter n a l N e x u s
Paul Jam es Cardwell

T o w a r d s  a  S y s te m  o f  E u ro p e a n  
C r im in a l J u s tic e
T he Problem  o f Admissibility 
of Evidence 
Andrea Ryan

T h e L ega l O r d er  o f  th e  
E u ro p e a n  U n io n
T he Institutional Role o f the 
European C ourt o fjustice
Timothy Moorhead

T h e  G r e e n in g  o f  E u ro p e a n  
B u s in e s s  u n d e r  E U  L aw
Taking Article 11 T F E U  Seriously
Beate Sjqfjell &  Anja Wiesbrock

T h e H a b ita ts  D ir e c tiv e  in  it s  EU  
E n v ir o n m e n ta l C o n tex t
European N atu re’s Best Hope? 
Charles-Hubert Born, An Cliquet, Hendrik 
Schoukens, Delphine Misonne, and 
Geert Van Hoorick

K a d i o n  T r ia l
A M ultifaceted Analysis of 
the K adi Trial
M atej Avbelj, Filippo Fontanelli and 
Giuseppe Martinico

T h e  J u d g e  a n d  th e  P r o p o r tio n a te  
U se  o f  D isc r e t io n
A Com parative Administrative 
Law Study
Sofia Ranchordas &  Boudewijn de Waard

E u ro p e a n  A g en c ie s  a n d  R isk  
G o v ern a n ce  in  E U  F in a n c ia l  
M a r k e t L aw
Paul Weismann

E U  H e a lth  S y s te m s  an d  
D istr ib u tiv e  J u s t ic e
Tow ards New Paradigm s for 
the Provision o f H ealth  Care 
Services?
Danielle Da Costa Leite Borges

E U  C r im in a l L aw  a n d  P o licy
Values, Principles and M ethods 
Joanna Beata Banach-Gutierrez and 
Christopher Harding

Forthcom ing titles in this series 
include:

T h e  E u ro p e a n  U n io n  a s  an  
A rea  o f  F r e e d o m , S ecu r ity  
a n d  J u s t ic e
M aria Fletcher, Ester Herlin-Kamell and 
Claudio Matera





Global Data Protection 
in the Field of Law 
Enforcement
An EU Perspective 

Cristina Blasi Casagran

i Routledge
Taylor & Francis GroTaylor & Francis Croup

LONDON AND NEW YORK



First published 2017 by Routledge
2 Park Square, Milton Park, Abingdon, Oxfordshire 0X 14 4RN 
711 Third Avenue, New York, NY 10017
Routledge is an imprint o f  the Taylor &  Francis Group, an infonna business 
First issued in paperback 2018 
Copyright © 2017 Cristina Blasi Casagran
The right of Cristina Blasi Casagran to be identified as author of this work has 
been asserted by her in accordance with sections 77 and 78 of the Copyright, 
Designs and Patents Act 1988.
All rights reserved. No part of this book may be reprinted or reproduced or 
utilised in any form or by any electronic, mechanical, or other means, now known 
or hereafter invented, including photocopying and recording, or in any 
information storage or retrieval system, without permission in writing from the 
publishers.
Notice:
Product or corporate names may be trademarks or registered trademarks, 
and are used only for identification and explanation without intent to infringe.
British library Cataloguing in Publication Data
A catalogue record for this book is available from the British Library
library o f  Congress Cataloging-in-Publication Data 
Names: Blasi Casagran, Cristina, author.
Title: Global data protection in the field of law enforcement: an EU perspective /  
Cristina Blasi Casagran.
Description: Abingdon, Oxon ; N.Y., NY : Routledge, 2016. | Based on author’s 
thesis (doctoral -  European University Institute, Department of Law, 2015) issued 
under title: Towards a global data protection framework in the field of law 
enforcement : an EU perspective. | Includes bibliographical references and index. 
Identifiers: LCCN 2015047381 | ISBN 9781138655386 (hbk) |
ISBN 9781315622521 (ebk)
Subjects: LCSH: Law enforcement European Union countries. |
Data protection—Law and legislation—European Union countries. |
Law enforcement—International cooperation.
Classification: LCC KJE5977. B57 2016 | DDC 344.2405/2—dc23 
LC record available at http://lccn.loc.gov/2015047381
ISBN: 978-1-138-65538-6 (hbk)
ISBN: 978-1-138-61417-8 (pbk)
Typeset in Baskerville by
Keystroke, Station Road, Codsall, Wolverhampton

http://lccn.loc.gov/2015047381


Contents

Abbreviations
Acknowledgements

In tr o d u ctio n
1 Subject matter and aims 1
2 Limitations o f  the research 3
3  Methodology and source materials 4
4 Terminology 4
5  Structure o f study 5

1 D a ta  e x c h a n g e s  fo r  la w  e n fo r c e m e n t p u r p o se s  
w ith in  th e  E U
1 Origin, evolution and scope o f  the E C /E U  legislation on the 

processing o f personal data fo r  criminal matters 9
2  E U  data-sharing instruments fo r  law enforcement purposes 14

2.1 The use o f traditional M L A  procedures within the E U  15
2 .2  Post-9/1 1  data-sharing instruments 16
2 .3  Shortcomings in the implementation and use o f  E U  legal instrumentsfor 

exchanging criminal information 20
2.3 .1  Delay in the implementation 20
2 .3 .2  Complexities in the usage 21

3 Expanding the information sources o f member states: data collectedfor 
non-criminal reasons but ultimately usedfor law enforcement 23
3.1 Shift from  border management to law enforcement purposes 23
3 .2  E U  data-sharing instruments created under the basis o f  

the E U  internal market clause 2 6
3 .2 .1  Exchange o f  passenger data within the E U  2 6
3 .2 .2  Exchange o f  financial data within the E U  28
3 .2 .3  Exchange o f  telecommunications data within the 

E U . The annulled Data Retention Directive 31



viii Global D ata  Protection
3 .2 .4  The E U  data protection legislation under the 

scope o f  the A F S J  3 6
4 The E U  data protection legislation under the scope o f  the A F S J  3 6

4.1 General data protection rules in connection with the
A F S J  3 6
4.1.1 Origins o f  the E U  data protection legislation 3 6
4.1.2 Impact and scope o f  Directive 9 5 / 4 6 / E C  3  7
4.1 .3  Die Treaty o f  Lisbon and the new data protection paradigm 39

4.2 Sector-specific data protection legislation within the A F S J  41
4.2.1 Die limited scope o f  Council Framework Decision 2 0 0 8 /9 7 7 ’/

J H A  42
4.2 .2  New directive on data protection fo r  police

andjudicial co-operation in criminal matters 44
4.3 Comparative study o f  the specific data protection 

provisions in E U  data-sharing instruments 4 6
4.4 Die purpose Imitation and the necessity principles 50

5  Conclusion 52

2 D a ta  e x c h a n g e s  fo r  la w  e n fo r c e m e n t p u r p o se s
b e tw e e n  th e  E U  a n d  a  th ir d  s ta te  64
1 The external dimension o f  the A F S J  in thefight against terrorism 65

1.1 Origins and evolution 65
1.2 Data exchanges fo r  security purposes. Die blurry line 

between, the A F S J  and the C F SP /C SD P  69
1.3 Questioning the scope and purposes o f Article 3 9  T E U  71

2 Exchange o f  information between the E U  and the U S 73
2.1 E U -U S  data-sharing agreements 76

2.1.1 Die E U -U S  M utual Legal Assistance Agreement 76
2 .1 .2  Agreements on PN Rs 78
2 .1 .3  S W I F T  agreements 81

2 .2  Issues o f  concern in the Agreements 84
2.2.1 Legal basis implications 84
2 .2 .2  Public-private partnership 8 6

3  The E U  data protection legislation fo r  international data transfers in 
the field o f  law enforcement 89
3.1  E U  secondary law 89

3 .1 .1  International data transfers according to Council Framework Decision 
2 0 0 8 /9 7 7 /J H A  89

3 .1 .2  International data transfers according to the Police and Criminal Justice 
Data Protection Directive 91

3 .2  Data protection provisions in the main international 
agreements between the E U  and the U S 93



Contents ix
3.2 .1  Data protection in the E U -U S  P N R  Agreement 94
3 .2 .2  Data protection in the S W I F T  Agreement 99

3 .3  E U -U S  data protection regimes 100
3.3 .1  Different conceptions o f  privacy in the U S and the 

E U  100
3 .3 .2  Attempts to approximate the E U  and the U S privacy legislations 103
3 .3 .3  The umbrella E U -U S  Data Protection Agreement 1 06
3 .3 .4  The norm-taking role o f  the E U  108  

4 Concluding remarks 112

3 T h e  r o le  o f  E u ro p o l in  th e  ex ch a n g e  o f  in fo r m a tio n
w ith in  a n d  b e y o n d  th e  E U  123
1 The origin and aim o f Europol 124
2 EuropoVs data exchanges within the E U  125

2.1 The increasing involvement o f  Europol in the data-sharing procedures within the 
E U  125

2.2  The use o f SIE N A  as default communication tool within 
the E U  128
2.2.1 Background 128
2 .2 .2  SIE N A  phases 129
2 .2 .3  The scope o f  SIE N A  130
2 .2 .4  Advantages o f  using SIE N A  as E U  default 

communication tool 130
2.3  EuropoVs data protection regime 132

2.3.1 Purpose limitation principle 132
2 .3 .2  Right o f  access, correction and deletion o f  data 134
2 .3 .3  EuropoVs oversight 135

2 .4  Alain features in the proposed Europol regulation 1 3 6
2.4 .1  Enhanced powers o f  Europol 136
2 .4 .2  Data protection 138

a. The purpose limitation principle 138
b. Right o f  access, correction and deletion o f  data 140
c. External supervision o f  EuropoVs data processing 140

2.5  Comparison with data protection standards in the Member States 142
3  EuropoVs data exchanges beyond the E U  144

3.1 Europol co-operation agreements with third parties 145
3 .1 .1  Strategic agreements 147
3 .1 .2  Operational agreements 147
3 .1 .3  Data exchanges between Europol and private 

parties 148
3 .2  EuropoVs receipt o f  information from  third parties 

without an agreement 149



x Global D ata  Protection
3 .3  Data protection rules fo r  data transfers to third parties 149
3 .4  Special relationship with the U S 152

3.4 .1  Co-operation agreements between the U S and 
Europol 152

3 .4 .2  The role o f  Europol in the T F T P  153
3 .5  Data transfers to third partners in the proposed Europol regulation 154

3 .5 .1  Transfer o f  personal data to third countries 155
3 .5 .2  The enhanced role o f  the E P  156
3 .5 .3  The lack o f  a SIE N A  provision 157
3 .5 .4  Processing o f  data from third countries to 

Europol 158
4 Shortcomings and limitations o f  Europol’s data protection rules 160
5  Concluding remarks 161

4 D a ta  sa fe g u a r d s  fo r  th e  in te ll ig e n c e  c o lle c te d  an d  
s h a r e d  b y  M e m b e r  S ta tes
1 Data processed by intelligence services 168
2 The blurry scope o f  national security and implications fo r  the 

E U  legislation 169
3  The significance o f  the Snowden revelations at the E U  level 171

3.1  The start o f  the N SA  and E C H E L O N  172
3 .2  The N SA  data collection programmes 175
3 .3  Secret collaboration o f  the E U  Member States with the 

N SA  180
3 .4  E U  reaction and consequencesfor the E U -U S  

agreements 182
4 Systematic storage and access to data by intelligence services in the E U  185
5  Could the E U  set up data protection standards fo r  the exchange o f  

intelligence? 187
5.1 Lack o f  co-ordination o f  intelligence services within 

the E U  188
5 .2  Divergence in the oversight over intelligence agencies 191
5.3  Current challenges at the C JE U  and the E C tH R  195
5 .4  The relevance o f  Article 3 9  T E U  199

6  Conclusions 200

5 T h e  fe a s ib ili ty  o f  g lo b a l d a ta  p r o te c t io n  s ta n d a r d s  fo r  
in fo r m a tio n  p r o c e s se d  fo r  se c u r ity  p u r p o se s
1 Compatibility o f  mass surveillance systems with public international 

law 209
2 Initiatives to establish international data protection principles 213



Contents xi
2.1 OECD Privacy Guidelines 213
2 .2  A P E C  Privacy Framework 215
2.3  U N  Guidelines fo r  the Regulation o f  Computerised 

Personal Data Files 2 1 6
2 .4  1981 CoE Data Protection Convention and Cybercrime Convention 2 17
2 .5  Other global data protection principles 221

3  The ideal, regulatory ystem  fo r  a global data protection 
fam ew ork 223

4 The E U ’s role in designing global data protection principles through 
the CoE 22 5

5  Conclusions 228

C o n c lu s io n s  233

Index  239



R
O

U
TLED

G
E

Biblioteka Glowna 
Akademii Sztuki Wojennej

26722/III (CB)
lllllllllllllllllllllllllllllll03-026722-000-0

.050

Routledge
Taylor £* Francis Group
www.routledge.com

DATA PROTECTION LAW/EU LAW
an informa business

ISBN 978-1-138-61417-8
9781138614178

http://www.routledge.com

