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Cyber Warfare

This book is a multidisciplinary analysis of cyber warfare, featuring contribu-
tions by leading experts from a mixture of academic and professional
backgrounds.

Cyber warfare, meaning interstate cyber aggression, is an increasingly
important emerging phenomenon in international relations, with state-
orchestrated (or apparently state-orchestrated) computer network attacks occur-
ring in Estonia (2007), Georgia (2008) and Iran (2010). This method of waging
warfare - given its potential to, for example, make planes fall from the sky or
cause nuclear power plants to melt down - has the capacity to be as devastating
as any conventional means of conducting armed conflict. Every state in the
world now has a cyber-defence programme and over 120 states also have a
cyber-attack programme.

While the amount of literature on cyber warfare is growing within disciplines,
our understanding of the subject has been limited by a lack of cross-disciplinary
engagement. In response, this book, drawn from the fields of computer science,
military strategy, international law, political science and military ethics, provides
a critical overview of cyber warfare for those approaching the topic from what-
ever angle. Chapters consider the emergence of the phenomena of cyber warfare
in international affairs; what cyber-attacks are from a technological standpoint;
the extent to which cyber-attacks can be attributed to state actors; the strategic
value and danger posed by cyber conflict; the legal regulation of cyber-attacks,
both as international uses of force and as part of an ongoing armed conflict, and
the ethical implications of cyber warfare.

This book will be of great interest to students of cyber warfare, cyber security,
military ethics, international law, security studies and IR in general.

James A. Green is Associate Professor of Public International Law at the Uni-
versity of Reading. He is author of The International Court ofJustice and self-
defence in international law (2009), and co-editor of Conflict in the Caucasus:
Implicationsfor international order (with C.P.M. Waters, 2010) and Adjudicat-
ing international human rights: Essays in honour of Sandy Ghandhi (with
C.P.M. Waters, 2015).
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For my Dad, David Green, whom | love dearly (even if I rarely
tell him), on the occasion of his sixtieth birthday.

I vividly remember him helping me with a school project on
bears by us looking them up together on a Microsoft Encarta
CD-ROM, using the family’s first, brand new home computer.
We marvelled together - father and son - at how far
technology had come; he said something about the future
having ‘arrived’...
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