





CYBER SECURITY

This publication provides a detailed analysis of some of the key
cyber security risks facing business today, and provides useful
guidance on how to develop an effective strategy to address them.

Andy Williams, Cyber Connect UK

Advances in technology bring enormous benefits but also
pose significant risks. Managing these risks will challenge
all organisations, whatever their sector or size. This book is a
welcome addition to the guidance available and, importantly,
emphasises the role of behavioural issues as well as technical
solutions to achieve effective cyber security.

Carolyn Williams, The Institute of Risk Management

leremy Swinfen Green has succeeded in creating a cybersecurity
book that is both well written and uses the language o f business
management. This is just the right reference for managers who
need to understand key cybersecurity concepts and threats and

how they can manage the risks.
Paul Dorey, Royal Holloway, University of London, UK;
former CISO, BP PLC
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Cyber security inv

organisations cau

to revenues and profits as well as indirect damage thro
lower employee morale, and reputational damage.

Cyber security is often thought to be the domain of the |

cyber risks are found across organisations - as well as ou

in the homes of employees or the business systems of

In order to manage these threats, organisations need to take a holistic approach,
employing appropriate technology to defend IT systems, but also strengthening
business processes and addressing the understanding, motivation and behaviour
of employees.

Ultimately cyber security is the responsibility of every single employee in an
organisation from the newest intern to the Chief Executive. Unfortunately, many
managers outside IT feel they are ill-equipped to deal with cyber risks or even to
question IT specialists, and for this reason the damage from cyber incidents is
often worse than it needs to be. This book aims to solve that problem. As well as
offering practical advice that does not rely on any understanding of computer
code or technology, the author guides readers through the processes that will
enable them to identify and manage such threats and help protect their
organisations.
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