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Preface

We are increasingly witnessing how the industry in general is modernizing its under-
lying critical systems to move toward the fourth industrial revolution, commonly
known as Industry 4.0. This new industrial paradigm encompasses, among others,
the Industrial Internet of Things (I110T) as one of the most relevant technologies of
the today’s industry. Through lloT, it is possible to open the industrial connections to
address effective and more extensive controls, allowing monitoring from anywhere,
at any time, and in anyhow, and in this way to increase the effectiveness and
reliability of production states, reduce operational costs, and improve the overall
market economy

Although there exist already consortiums and bodies working on the deployment
of this technology, there are also diverse entities (academy, governments, interna-
tional organizations, and industries) working on many aspects related to security and
privacy. Particularly, certain interest issues deserve to be considered in their own
right. For example, the hardware and software limitations of the vast majority of the
10T devices do not help provide complex and robust security approaches; and the
current predominance to lead advanced persistent attacks in the diverse industrial
sectors brings about numerous security risks. There exists a special attraction
to track and exploit zero-day vulnerabilities in order to proceed with potential
attacks related to information exfiltration, data manipulation, false data injection,
or end users’ privacy violation. In addition to this, the incorporation of lloT-related
technologies in Industry 4.0 does not help avoid these types of risks. Cyber-
physical systems, cloud/fog computing, big data, digital twins, and the diverse
emergent technologies that need to collaborate each other for the convergence
IT (information technologies) - OT (operational technologies) certainly add new
security and privacy risks that should widely be considered from the security point
of view.

Therefore, the present volume highlights all these issues from the beginning,
showing the current research challenges and ongoing work lines, with an eye toward
keeping the operability of the underlying critical systems and their monitoring
infrastructures. Diverse standpoints are addressed, capturing a theoretical analysis
of the current situation and the benefits and drawbacks that the IloT technology
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itself can bring to the operational processes. Part of these analyses likewise involves
the provision of lightweight approaches based on cryptographic algorithms, access
control, anomaly detection, intrusion detection methodologies, or remote attestation
algorithms. But beyond this, privacy techniques arc also addressed in this book to
evaluate the impact of the problem and its occurrence in determined critical environ-
ments such as smart health ecosystems. In counterpart to the theoretical procedures,
practical researches in the Il1oT security field are equally keys to demonstrate
the validity of the approaches and their applications in critical scenarios. In this
case, the design of lloT-based testbeds and their intluence on research procedures
undoubtedly constitute a fundamental part to consolidate the new security and
privacy trends on 11oT and its real application.

This book can therefore serve as a timely introduction to the state of the art of the
technology of 10T, trying to aid researchers to gain an overview of a field that is still
largely unexplored, industries interested in modernizing their infrastructures from a
secure perspective, and lecturers wishing to prepare future Industry 4.0 experts with
solid criterion and contents.

Malaga, Spain Cristina Alcaraz
December 2018
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security problems and challenges of the new paradigm of the Internet of Things in
today’s industry, also known as the Industry Internet of Things (11oT).
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attackers, with stealthy abilities to evade security policies, ex-filter information or
exploit vulnerabilities. Some real-life events and registers in CERTSs have already clearly
demonstrated how the control industry can become vulnerable to multiple types of
advanced threats whose focus consists in hitting the safety and security of the control
processes.

This book, therefore, comprises a detailed spectrum of research papers with highly
analytical content and actuation procedures to cover the relevant security and privacy
issues such as data protection, awareness, response and resilience, all of them working
at optimal times. Readers will be able to comprehend the construction problems of
the fourth industrial revolution and are introduced to effective, lightweight protection
solutions which can be integrated as part ofthe new lloT-based monitoring ecosystem.
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