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As the sophistication of cyber-attacks increases, 
understanding how to defend critical infrastructure 
systems— electric utilities, water, oil, natural gas, 
transportation, and other vital systems— becomes 
more important, and increasingly mandated. 
Industrial Network Security, Second Edition arms 
you with the knowledge you need to understand the 
vulnerabilities of these supervisory and distributed 
control systems, and to learn how to protect them.

The book examines the unique protocols and 
applications that are the foundation of industrial 
control systems, and provides clear guidelines 
for their protection. This how-to guide gives you 
thorough understanding of the unique challenges 
facing critical infrastructures, new guidelines 
and security measures for critical infrastructure 
protection, knowledge of new and evolving security 
tools, and pointers on industrial protocols and 
security implementation.

• Expanded coverage of industrial networks 
and protocols

• Industrial cyber security history and 
trends, with real-world examples of threats 
and countermeasures

• Updated network diagrams and expanded 
network architecture guidelines

•  Comprehensive coverage of risk management 
tools and methodologies for industrial control 
system assessments

store.elsevier.com/Syngress

•  Updated coverage on understanding, 
designing and deploying industrial security 
zones and conduits

• Insight into strategies for improving situational 
awareness within industrial networks

Eric D. Knapp is a recognized expert in industrial 
control systems cyber security, and the co-author 
of Applied Cyber Security and the Smart Grid.

Joel Langill founded the popular ICS security website 
SCADAhacker.com and serves on the Board of Advisors 
for Scada Fence Ltd. and the ISA99 committee.
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