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Foreword

France has always been at the forefront of technological developments in cyber­
security. Its base is in defense and aerospace and its paradigms guiding its sover­
eignty in security have provided the country with a unique perspective on 
cybersecurity, supported by great capacities. It started early with strategic thinking 
and industrial acquisitions in the field, with academic leadership and technology 
development. Yet France has also been somewhat closed to the outer world with its 
thoughts and concepts. To a large part, this was intentional. France did not want to 
share any of its evolution before it reached maturity and much of it was considered 
national only. Accordingly, most of the activities in aerospace and defense still have 
not surfaced.

Philippe Baumard has been a part of the history of the field and is an excellent 
scholar, providing both a first hand account of things and a very thorough, critical, 
and systematic analysis. This combination is what renders this insight into France 
so interesting and valuable. It not only opens a window into the mostly secluded 
activities in France, but also provides a coherent account of histories and causalities 
of rather universal relevance for any country concerned with strategic cybersecurity. 
From his accounts on the early history of hacking and IT-security in France, to his 
systematic analysis of persistent technical issues and the difficulties of possible 
responses to his political and economic analysis of the underlying issues, the pre­
sent work provides explanations for many of the hidden and complex mechanisms 
of the field and develops heuristic frameworks to render them detectable and 
manageable in the future.

Without question, it will be a must-read for anyone concerned with or interested 
in the history of cybersecurity or cyberstrategy.
March 2017 Sandro Gaycken 

ESMT Berlin





Contents

1 In troduction..............................................................................................  1
1.1 The Emergence of Cyber-Domain (1972-2000)..............................  3
1.2 The Rise of Cognitive Warfare (1997-2001)..................................  5
1.3 Early Doctrines of Cognitive Dominance (2001-2005).................  9
1.4 The Birth of National Cybersecurity Strategies (2006-2016)......... 12
References................................................................................................... 15

2 A Brief History of Hacking and Cyberdefense....................................  17
2.1 From Defying Authority to Defying Sovereignty............................ 17
2.2 Exploration Y ears.............................................................................  19
2.3 Hackers Versus Cyber-Criminals: The Monetization’s Years......... 26
References................................................................................................... 30

3 The Determinants of a National Cyber-Strategy................................  31
3.1 The Nature of Information and Its Constraints on Regulation

of Cyber-Defense...............................................................................  31
3.2 Building a National Strategy for Cyber-Defense............................  34

3.2.1 Anonymity, Attribution and Evidence of Intentionality . .  . 36
3.2.2 Attribution of Democratic National Committee’s

Russian Intrusion..................................................................  40
3.2.3 Cyber Domain Definition: A “Political” Ontology..............  47
3.2.4 The Impact of Cybersecurity’s Causal Ambiguities

on National Policies..............................................................  49
3.3 The French National Strategy for Cybersecurity............................  52

3.3.1 An History of Monopoly, Technological Excellence
and Fearless Entrepreneurs...................................................  52

3.3.2 The Directorate of Information System Security
(SCSS1, DCSSI) 1986-2009.................................................  55

3.3.3 The Lasbordes (2006) and Romani Reports (2008)........... 55
3.3.4 The National Defense White Paper of 2008........................ 56

vii



Contentsviii

3.3.5 The Creation of ANSSI (2009).............................................  57
3.3.6 The 2010 Cybersecurity Group of the High Council

for Strategic Education and Research (CSFRS).................  57
3.3.7 The 2011 National Digital Strategy..................................... 59
3.3.8 The 2012 Bockel Report on Cyberdefense.......................... 60
3.3.9 The 2016 French National Digital Security Strategy........... 60

References...................................................................................................  65
4 National Cyber-Doctrines: Forthcoming Strategic Shifts...................  67

4.1 Comparing National Cyber-Doctrines.............................................  67
4.1.1 Comparing National Strategies.............................................  70

4.2 Preventing Cyber-Attacks: Evolution and Technological Shifts . . .  72
4.2.1 A Critical Evolution of Threats: The Fall

of the Signature Paradigm.................................................... 73
4.2.2 The Behavioral Paradigm: Patternless and Intelligent

Behaviors................................................................................ 77
4.2.3 Predictive Artificial Intelligence and Incongruity

Detection................................................................................ 82
4.2.4 The Elaboration of the First Incongruity Threat

Intelligence M odel................................................................  84
4.3 Exploring Counter-Measures to Defeat AI Campaigns...................  88

4.3.1 APT Technological Locks and Defensive Strategy
Implications...........................................................................  89

4.3.2 Helping Machines to Detect Their Own Incongruous
Behaviors................................................................................ 91

4.3.3 The Rise of Artificial Intelligence and Incongruity
Detection................................................................................ 92

References................................................................................................... 95
5 Conclusion...................................................................................................  97

Bibliography................................................................................................. 100



9783319543062


