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Cybersecurity is a difficult and complex field. The technical, political and. legal
(uestions surounding it are complicated, often stretching a spectrum of diverse
technologies, varying legal bodies, different political ideas and. responsibilities.
Cybersecurity is intrinsically interdisciplinary, and most activities n one field
immediately “affect the others. Technologies and techniques,. strategies and tactics
motives and ideologies, rules and laws, institutions and industries, power and
money—all of these topics have a role to play in cybersecurity, and all of these are
tightly interwoven, o _ _

The SpringerBriefs in Cybersecurity series is comprised of two types of briefs:
topic- and _Country-specific briefs. “Topic-specific, briefs strive to provide a
comB_rehenswe coverage of the whole r_an(11e of topics surrounding cyhersecurity,
combining, whenever possible legal, ethical, social, political and tectinical issues.
Authors with diverse bac_klgrounds explain their motivation, their mindset, and their
api)roach to the topic, to illuminate its theoretical foundations, the practical nuts and
bolts and its past, present and future. Countr}/_-speuflc briefs cover national
Berceptlons and strategies, with officials and national authorities explalmn? the
ackground, the leading thoughts and interests behind the official statements, to
foster a more informed ‘international dialogue.

More information about this series at http://www.springer.com/series/10634
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Foreword

France has always been at the forefront of technological developments in cyber-
security. Its base is in defense and aerospace and its Raradlgr_ns quiding its sover-
eignty”"in security have provided the country with a unique perspective .on
cybefsecurity, supported by great capacities. It started early with strategic thinking
and industrial acquisitions in the field, with academic leadership and technolog
development. Yet France has also been somewhat closed to the outer world with s
thoughts and concepts, To a large part, this was intentional. France did not want to
sharé any of its evolution before it reached maturity and much of it was considered
nattlone# onIJ. Accordingly, most of the activities i aerospace and defense still have
not surfaced,

Philippe Baumard has been a part of the history of the field and is an excellent
scholar, providing both a first hand account of things and a very. thorough, critical,
and systematic analysis. This combination is what renders this insight into France
50 _m_te_restmg and valuable. It nat only oRens a window into the mostly secluded
activities in France, but also provides & conerent account of histories and causalities
of rather universal relevance for a_n)( country concerned with strategic cybersecurity.
From his accounts on the early his orK of hacking and IT-security” in France, to_his
systematic analysis of persistent technical issues and the difficulties of possible
responses to hig political and economic analysis of the underlying issues, the pre-
sent work provides explanations for many of the hidden and complex mechanisms
of the field and develops heuristic frameworks to render them detectable and
mana%eable in the future, o
~ Without question, it will be a must-read for anyone concerned with or interested
In the history of cybersecurity or cyberstrategy.

March 2017 Sandro Gaycken
ESMT Berlin
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