CYBERSECURITY
AND HUMAN RIGHTS

IN THE AGE OF
CYBERVEILLANCE

EDITED BY

JOANNA KULESZA
ROY BALLESTE






Cybersecurity and Human Rights in the
Age of Cyberveillance






Cybersecurity and Human Rights in the
Age of Cyberveillance

Edited by
Joanna Kulesza
Roy Balleste

ROWMAN & LITTLEFIELD
Lanham « Boulder « New York ¢ London



Published by Rowman & Littlefield

A wholly owned subsidiary of The Rowman & Littlefield Publishing Group. Inc.
4501 Forbes Boulevard, Suite 200, Lanham, Man land 20706
WWW.rowman.com

Unit A, Whitacre Mews, 26-34 Stannary Street, London SE114AB
Copyright © 2016 by Rowman & Littlefield

All rights reserved. No part of this book may be reproduced in any form or by any
electronic or mechanical means, including information storage and retrieval sy stems,
without written permission from the publisher, except by a reviewer who may quote
passages in a review.

British Library Cataloguing in Publication Information Available
Library of Congress Cataloging-in-Publication Data

Names: Kulesza, Joanna, editor. | Balleste, Roy, editor.

Title: Cybersecurity and human rights in the age of cyberveillance / edited by Joanna Kulesza, Roy
Balleste.

Description: Lanham : Rowman & Littlefield, 2016. | Includes bibliographical references and index.
Identifiers: LCCN 20150309761 ISBN 9781442260412 (cloth : alk. paper) | ISBN 9781442260429
(ebook)

Subjects: LCSH: Computer networks-Security measures. | Computer security. | Human rights. ]
Cvberspace-Social aspects.

Classification: LCC TK5105.59 .C88 2016 | DDC 303.48/34"dc23 LC record available at http://
Icen.loc.gov/2015030976

© TNThe paper used in this publication meets the minimum requirements of American
National Standard for Information Sciences Permanence of Paper for Printed Librarv
Materials, ANSI/NISO Z39.48-1992.

Printed in the United States of America


http://www.rowman.com

To the students o finternational law.






Contents

Foreword: Cybersecurity: Its Many Actors and the Human Rights
Message

Preface

Acknowledgments

1 Defining Cybersecurity: Critical Infrastructure and Public-
Private Partnerships
Joanna Kulesza

2 Cybersecurity and State Responsibility: Identifying a Due
Diligence Standard for Prevention of Transboundary Threats
Dimitrios Delibasis

3 InHarm’s Way: Harmonizing Security and Human Rights in the

Internet Age
Roy Ba/leste

4 Privacy versus Security: ldentifying the Challenges in a Global

Information Society
RolfH. Weber and Dominic N. Staiger

5 Freedom of Expression, Human Rights Standards, and Private
Online Censorship
Monica Horten

6 (Global) Internet Governance and Its Discontents
M. I. Franklin

7 Walled Gardens or a Global Network?: Tensions, (De-)
centralizations, and Pluralities of the Internet Model
Francesca Mnsiani

Vil

Xiii

XVii

17

39

63

85

105

129



viii Contents

8 National Security and U.S. Constitutional Rights: The Road to
Snowden
Richard B. Andres

9 Attribution Policy in  Cyberwar
Kalliopi Chainoglou

Bibliography

Index

About the Editors and Contributors

147

167

189

215
225



Biblioteka Glowna
Akademii Sztuki Wojennej

Cybersecurity and Huma 26643“ I I (CB) by

distinguished authors | ry

INTERNET « CYBH

perspectives on the limi ts
case 03.026643. 000-0

controversy, the planned European Union data protection amendments, and the latest

European Court of Human Rights jurisprudence, this book provides an analysis of the

ongoing legal discourse on global cyberveillance.

Using examples from contemporary state practice, including content filtering and Internet
shutdowns, the authors identify limits of state and third-party interference with human
rights of Internet users. Analysis is based on existing human rights standards as enshrined
within international law, including the Universal Declaration of Human Rights, International
Covenant on Civil and Political Rights, European Convention on Human Rights, and
recommendations from the Human Rights Council. The definition of human rights, perceived
as freedoms and liberties guaranteed to every human being by international legal consensus,

is presented based on the rich body of international law.

This book is designed as a reference source for early twenty-first-century information policies
and the future of Internet governance and will be useful to scholars in the information studies
fields, including computer, information, and library science. It is also aimed at scholars in the
fields of international law, international relations, diplomacy studies, and political science.
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