





Cyber Threat






Cyber Threat

The Rise of Information Geopolitics in
U.S. National Security

CHRIS BRONK

Praeger Security International

Q PRAEGER™

An Imprint of ABC-CLIO, LLC
Santa Barbara, California « Denver, Colorado



Copyright © 2016 by Chris Bronk

All rights reserved. No part of this publication may be reproduced, stored in a retrieval
system, or transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording, or otherwise, except for the inclusion of brief quotations in a review, without
prior permission in writing from the publisher.

Library of Congress Cataloging-in-Publication Data

Names: Bronk, Chris, author.

Title: Cyber threat: the rise of information geopolitics in U.S. national
security / Chris Bronk.

Description: Santa Barbara, California : Praeger, [2016] | Includes bibliographical
references and index.

Identifiers: LCCN 2015034347 | ISBN 9781440834981 (hardcopy : alk. paper) | ISBN
9781440834998 (ebook)

Subjects: LCSH: Internet governance—United States. | Cyberspace—Political aspects—
United States. | Computer security—Political aspects—United States. | Internet in
espionage—United States. | Cyberterrorism—United States. | National security—
United States. | Geopolitics.

Classification: LCC TK5105.8854 ,B76 2016 | DDC 355/.03302854678—dc23 LC record

available at http://Iccn.loc.gov/2015034347

ISBN: 978-1-4408-3498-1
EISBN: 978-1-4408-3499-8

20 19 18 17 16 12345

This book is also available on the World Wide Web as an eBook.
Visit www.abc-clio.com for details.

Praeger
An Imprint of ABC-CLIO, LLC

ABC-CLIO, LLC
130 Cremona Drive, P.O. Box 1911
Santa Barbara, California 93116-1911

This book is printed on acid-free paper oc

Manufactured in the United States of America


http://lccn.loc.gov/2015034347
http://www.abc-clio.com

Contents

Acknowledgments

Timeline of Major Cyber Security Events, 2005-2015

1.

10.
1.
12.

A New Great Game

2. Checking Facebook on an iPhone

3. Tunis, Room 641A, and the Politics of the Information Society
4. The Great Cyberwar of 2007

5.
6
7
8
9

Securing Cyberspace in the Homeland

. A Commission, a Review, but Little Policy
. Hard Cyber Power, from Stuxnet to Shamoon
. Diplomacy, Social Software, and the Arab Spring

. Espionage, Radical Transparency, and National Security

Snowden
Cybercrime and Punishment

Virtual Policy in the Real World

Notes

Bibliography

Index

vii

Xi

10
26
41
54
68
80
93
105
124
138
149
159
203
227



Biblioteka Gfowna
Akademii Sztuki Wojennej

26639/111 (CB)

Written by subject experts ai - -
International series give rel ¥TH* I n I

on the critical security issuef 03.026639.000-0

diplomats, first responders, (

legal experts, psychologists, and other knowledgeable specialists, these books offer in-depth
reflections, thorough analysis, and international perspectives that are unavailable in mass media.
These titles represent an invaluable resource for students and researchers as well as anyone who

PRAEGER SEd

seeks a deeper understanding of the complex issues that affect our lives and future.

Also of Interest from the Praeger Security International Series:

Essentials

of Strategic
Intelligence

A m jj PHAEGER SECURITY INTERNATIONAL TEXTBOOK

Terrorism, Inc. Essentials of

The Financing of Strategic Intelligence
Terrorism, Insurgency, Loch K. Johnson, Editor

and Irregular Warfare Print: 978-1-4408-3227-7

Colin P.Clarke eBook: 978-1-4408-3228-4

Print: 978-1-4408-3103-4
eBook: 978-1-4408-3104-1

COVER PHOTOS: Abstract tech binary background. (evryka23/Thinkstock); Cyber security analysts
work in a cyber defense lab, Idaho Falls, Idaho. September 29,2011. (AP Photo/Mark J. Terrill)

Cover design by Silverander Communications
ISBN: 478-1-4408-3416-1

PRAEGER

An Imprint of ABC-CLIO, LLC

Visit abc-clio.com for a complete list of our titles.



