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Foreword

Global cyberspace is made of complex, multi-layered information networks which
encompass the communication networks of the public sector, business community,
security authorities and control and monitoring systems used by industry and
critical infrastructure which, by means of the Internet, create a worldwide network.

Imaginative data processing and utilization, arising from the needs of citizens
and the business community, are some of the most important elements of a thriving
society. Information and know-how have become key ‘commodities’ in society, and
they can be utilized all the more efficiently through information technology.
Different interactive electronic services are ubiquitously available, irrespective of
time and place. While the public sector, the economy, the business community and
citizens benefit from globally networked services, the digital IT society contains
inherent vulnerabilities which can generate security risks to citizens, the business
community or the vital functions of society.

Society is gradually becoming an information-based service culture providing, to
an ever greater extent, both public and commercial digital services to citizens.
Electronic ICT networks and digital services are vital to the functioning of society.
Along with the general trends of change, the advancements in technology and the
utilization of the Internet, the operating environment is heavily influenced by the
global nature of this increasingly expanding sector and the changing habits among
users as well as the challenges associated with reliability and security.

Cyber security risks have become more and more commonplace. Risks which
were once considered improbable are now appearing all the more regularly. This
trend epitomizes the new forms of instruments and methods being used in attacks,
as well as ever-increasing vulnerabilities and the higher motivation of the attackers.
The growing impact of cyber-attacks calls for new, creative and innovative solu-
tions so as to mitigate the risks. In the past, individual persons or small hacker
groups were the attackers, nowadays, however, various state-run organizations
employing state-of-the-art cyber weapons are, in particular, carrying out targeted
attacks. These so-called Advanced Persistent Threats (APTs) focus on carefully
selected targets; their development requires sophisticated expertise and ample
resources.
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One global trend is that services are being moved to the cloud. Public officials,
companies and citizens alike are increasingly switching to cloud storage and cloud
computing. As a concept, cloud computing illustrates a change in the paradigm, one
in which services are provided within a ‘cloud” whose technical details remain
opaque to and beyond the control of the users of the service. Cloud computing
exhibits a new model of generating, using and providing ICT services, which
includes dynamically scalable virtual resources as services provided over the
Internet. In accordance with the prevailing trend government organizations are
increasingly moving critical IT infrastructure-related data to the cloud, which brings
about new cyber security challenges. Cloud computing and cloud services are
integrally linked with Big Data, which is being used on a platform for the creation
of new services to end users. This, in turn, necessitates close cooperation between
cloud service providers and cyber security solution providers. In the future cloud
services will lay emphasis on the generation of specific cyber security solutions and
the protection of identity and privacy as well as miscellaneous solutions associated
with data encryption.

The Internet of Things (loT) stands for the transformation of industry where
industrial products and industrial production utilize the Internet, nanotechnology
and the entire ICT sector. The 10T gives objects, or “things”, recognizable identities
and they communicate across the global ICT network. New equipment, such as
different industrial and service robots as well as information-gathering sensors, are
linking into such networks at an increasingly accelerated pace. The latest step in this
development involves different kinds of vehicles, such as cars, trolleys and buses as
well as different types of heavy machinery.

Modern cars are smart devices with most of their systems controlled by com-
puters. Communication between other cars, traffic control systems and user devices
(e.g. smart phones) is also increasing. While infotainment systems provide many
services for the driver, they can also be a distraction. All of this information traffic
poses the risk of technical or user errors, and even enables remote attacks against
cars.

Cross-disciplinary and holistic cyber security research is needed to solve these
new challenges. Due to the complexity of the field, research must meet the four
basic paradigms of science: the theoretical, experimental, model-based and data-
based computational approaches.

Computational science represents the third paradigm of science, one which uses
computers to simulate phenomena or situations which may not yet exist in the real
world. Rapid advances in IT technology and methodological competence facilitate
the introduction of increasingly complex and realistic computational models for
solving research related problems. The methods of computational science can also
be successfully employed when seeking solutions to situations where traditional
methods fail to generate sufficiently accurate results. A computational approach can
increase awareness among those sectors of cyber security which are important to
society. The computational approach does not only strengthen multi- and cross-
disciplinary research, it also expedites and intensifies product development.
Simultaneously, it helps lower the barriers between fields of research in both the
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public and private sector. It also boosts innovation and generates new break-
throughs in research and product development.

In many cases, large-scale simulations are accompanied by challenges in data-
intensive computing. Overcoming the challenges in data-intensive computing has
required the optimization of data-movement across multiple levels of memory
hierarchies. These considerations have become even more important as we are
preparing for exascale computing.

The volume of information and recorded data in the digital world is vast. By
intelligently combining real time information, compiled from different sources, it is
possible to create entirely new kinds of information which can help break down
barriers between sectors. Cyber security is vital to all Big Data-type applications
and the integration of the morsels of information generated through data mining
demands high-level software and ICT competence. The development of Big Data-
research methods provides better opportunities for scientists in different fields to
conduct research in different areas and also find solutions to their questions. In
addition to development in Big Data methodology, it is important to pay attention to
multidisciplinarity and promote cross-disciplinary cooperation inter alia between
mathematicians, information technology scientists and social scientists.

Comprehensive security builds on the most effective elimination of all threats to
the lives of individuals. These days ICT and concomitant cyber security solutions
play a critical role in safeguarding comprehensive security. Security in its myriad
forms, and especially cyber security, is a field which will only grow in terms of
competence and business opportunities.

Cyber security competence cuts across the different sectors and spheres of
education. Top-level expertise in cyber security is needed to generate and improve
situational awareness in cyber security as well as effective contingency plans
against cyber threats, create systems that defend critical infrastructures and to
develop functional cyber security solutions.

lyvaskyla Pekka Neittaanmaki
October 2014 Martti Lehto
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