Aspen College Series

Catherine D. Marcum

Cyber Crime

O0lo}

g

11011010101
1101001000

H

Wolters Kluwer
Law & Business






mmmmm

CRIME



EDITORIAL ADVISORS

Carol A. Archbold
North Dakota State University

George E. Higgins
University of Louisville

Evan Mandery
John Jay College of Criminal Justice

G. Larry Mays
New Mexico State University

Holly Ventura Miller
University of Texas, San Antonio



Dr. Catherine D. Marcum

Appalachian State University

. m Wolters Kluwer

Law & Business



Copyright © 2014 CCH Incorporated.
Published by Wolters Kluwer Law & Business in New York.

Wolters Kluwer Law & Business serves customers worldwide with CCH, Aspen Publish-
ers, and Kluwer Law International products, (www.wolterskluwerlb.com)

No part of this publication may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopy, recording, or utilized by any
information storage or retrieval system, without written permission from the publisher.
For information about permissions or to request permissions online, visit us at
www.wolterskluwerlb.com, or a written request may be faxed to our permissions
department at 212-771-0803.

To contact Customer Service, e-mail customer.service@wolterskluwer.com, call 1-800-
234-1660, fax 1-800-901-9075, or mail correspondence to:

Wolters Kluwer Law & Business
Attn: Order Department

PO Box 990

Frederick, MD 21705

Printed in the United States of America.
1234567890

ISBN 9781454820338

Library of Congress Cataloging-in-Publication Data

Marcum, Catherine Davis, 1980-
Cyber crime / Dr. Catherine D. Marcum, Appalachian State University.
pages cm. - (Aspen college series)
Includes bibliographical references and index.
ISBN-13: 978-1-4548-2033-8 (alk. paper)
ISBN-10: 1-4548-2033-0 (alk. paper)
1. Computer crimes. I Title. [II. Title: Cybercrime.

K5215.M35 2014
364.16'8-dc23
2013038573


http://www.wolterskluwerlb.com
http://www.wolterskluwerlb.com
mailto:customer.service@wolterskluwer.com

About Wolters Kluwer Law & Business

Wolters Kluwer Law & Business is a leading provider of research information and
workflow solutions in key specialty areas. The strengths of the individual brands
of Aspen Publishers, CCH, Kluwer Law International and Loislaw are aligned
within Wolters Kluwer Law & Business to provide comprehensive, in-depth
solutions and expert-authored content for the legal, professional and education
markets.

CCH was founded in 1913 and has served more than four generations ofbusiness
professionals and their clients. The CCH products in the Wolters Kluwer Law &
Business group are highly regarded electronic and print resources for legal, secu-
rities, antitrust and trade regulation, government contracting, banking, pension,
payroll, employment and labor, and healthcare reimbursement and compliance
professionals.

Aspen Publishers is a leading information provider for attorneys, business pro-
fessionals and law students. Written by preeminent authorities, Aspen products
offer analytical and practical information in a range of specialty practice areas
from securities law and intellectual property to mergers and acquisitions and
pension/benefits. Aspen’s trusted legal education resources provide professors
and students with high-quality, up-to-date and effective resources for successful
instruction and study in all areas of the law.

Kluwer Law International supplies the global business community with com-
prehensive English-language international legal information. Legal practitioners,
corporate counsel and business executives around the world rely on the Kluwer
Law International journals, loose-leafs, books and electronic products for author-
itative information in many areas of international legal practice.

Loislaw is a premier provider of digitized legal content to small law firm practi-
tioners of various specializations. Loislaw provides attorneys with the ability to
quickly and efficiently find the necessary legal information they need, when and
where they need it, by facilitating access to primary law as well as state-specific
law, records, forms and treatises.

Wolters Kluwer Law & Business, a unit of Wolters Kluwer, is headquartered in
New York and Riverwoods, lllinois. Wolters Kluwer is a leading multinational
publisher and information services company.






Dedication”)

This book is for Drew and Maddy, my sunshines.

W






Summary of Contents”]

Contents xi
Preface xv
Acknowledgments  xvii

1 Introduction to Cybercrime

2 Digital Piracy

3 Child Pornography

4 Prostitution

5 Sexual Solicitation

6 Scams and Cons

7 Cyberbullying and Cyberstalking
8 Hacking and Malware

9 Cyberterrorism

Internet Resources 141
Index 143

25

43

55

73

89

109

131






Contents"]

Summary of Contents ix
Contents  Xi
Preface xv
Acknowledgments xvii

1 Introduction to Cybercrime 1

Creation of the Internet 2
Emergence of Cybercrime 3

Public Perception of Internet Crime 4
Transnational Cybercrimes 6
Overview of the Book 7

Conclusion 8

2 Digital Piracy 11

Economic Costs of Piracy 13
Utilizing Criminological Theory to Explain Digital Piracy 15
Legislative Protections of Intellectual Property 17
Copyright Act of 1976 17
Copyright Felony Act 18
Current Legislation 18
Policy Implications 19

3 Child Pornography 25

Introduction 26

Defining Child Pornography 26

Child Pornography-Related Charges 28
Categorizing Child Pornography 30

The Prevalence and Usage of Child Pornography 31
Psychological Perspective 32

Xl



Contents

The New Wave of Child Pornography: Sexting 35
Combatting Child Pornography 36

Prostitution

Advertising Sex Online 45
Ratings Websites 46

Evaluating the Customers 48
Signaling 49

Combatting Online Prostitution 49

Human Trafficking 50

Sexual Solicitation

Examining the Research 56
Incidence and Prevalence 56
Predictive Behaviors of Victimization 59
Effects of Victimization 60
Characteristics of Offenders 61
Psychological Characteristics and Motivations of Offenders
Grooming and Communication 64
Is the Internet to Blame? 65
Law Enforcement Efforts to Curb Sexual Victimization Online
Programs 68

Scams and Cons

Methods of Identity Theft 75
Dumpster Diving 75
Packet Sniffing 76
Phishing and Smishing 76
Retail Scams 77
Shoulder Surfing 77
Skimming 78
Indicators of Identity Theft 80
Anti-ldentity Theft Legislation 80
Other Internet Scams 81
Product Counterfeiting 81
Timeshare Marketing 82



Contents

Lottery Schemes 83

Fraudulent Classified Ads and Auction Sales 83
Ponzi Schemes 84

Work from Home Scams 84

Rental/Real Estate Scams 85

Counterfeit Check Schemes 85

Nigerian Letter or 419 85

Mail-Order Bride Fraud 86

Cyberbullying and Cyberstalking

Characteristics of Victims and Offenders 91
Prevention of Cyberbullying 93

The Basics of Cyberstalking 94

Victimization and Offending via Cyberstalking 95
Emergence of Legislation 97

Addressing Free Speech Issues 101

Looking Into the Future 103

Hacking and Malware

Defining Hacking 110
Demographics of the Hacker Community 111
Organization and Subculture of Hackers 112
Appreciation of Technology 114
Knowledge 114
Commitment 114
Identity 115
Law/Secrecy 115
Motivations of Hackers 115
Addiction 116
Curiosity 116
Excitement and Entertainment 116
Money 117
Power, Status, and Ego 117
Ideologies 117
Peer Recognition 118
Revenge 118
Exploring Hacker Activity 118

X

109



XV Contents

Cyber Warfare 121
Usage of Malware 122
Prevalence 123

Costs 124

Identifying Victims 125
Prosecuting Hackers 127

9 Cyberterrorism

Technology and Terrorism in the Physical World 134
Recruitment 134
Education 135
Fund Raising 136
Security 136
The Internet and Counterterrorism 137

Internet Resources 141
Index 143



Cyber C rime

m Dr. Catherine D. Marcum, Appalachian State University

CYBER CRIME, one of few subjects to keep pace with technology, is explored in depth in this
straightforward text. Focusing on its most prevalent forms: intellectual property theft, sexual
victimization, identity theft, cyber fraud, financial crimes, and harassment; Dr. Catherine D. Marcum
looks at the theory, practice, and policy of Internet-based crime. Case studies in each chapter link
theory and practice and connect new concepts to current events.

Take a bite out of CYBER CRIVE:

m Case studies in each chapter connect new concepts to current events and illustrate
the use of criminal theory in crime solving
m Questions for discussion encourage evaluative and analytical thinking
m A range of theories and perspectives that shed light on the complexity of Internet-based crime
m Discussion and analysis of the demographics and characteristics of the offenders
and their victims
m An informative review of the efforts of legislation, public policy, and law enforcement
to prevent and prosecute cyber crime
m Coverage of the most widespread and damaging types of cyber crime
O intellectual property theft
O online sexual victimization
O identity theft
O cyber fraud and financial crimes
O harassment
m Additional resources and updates on the hook's companion website

ISBN 978-1-4548-2033-8

www.AspenLaw.com


http://www.AspenLaw.com

