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“Chillingi. ... [A] harrowing—and persuasive—picture ofthe cyberthreat
the United States faces today.” —Michiko Kakutani, New York Times

“Clarke and Knake are right to sound the alarm.”
—Glenn Harlan Reynolds, Wall StreetJournal

“[Cyber War\ may be the most important book about national-security
policy in the last'several years.” —Fred Kaplan, Slate.com

“CP/ber War will strengthen Clarke’s claims as one of the founding fathers
of cyber-securocracy. He ar?ues that due to an exceptional de{)e,ndency
on networked computer systems that are largely unrequlated, it is just a
matter of time before the US and its allies face cybergeddon. It is worth
buyln? this book if only for his pithy five-pagé vision of this coming
apocalypse and a return to stone-age conditions within aweek, all because
of a few pesky hackers and viruses.” —Misha Glenny, Financial Times

'[U]rgent polic¥ prescriptions [}Nrapped] in easy-to-di?est, occasionally
riveting, tales trom the cyber-front. ... [A] cyber-9711 could be the
next big thln%,_ [CIarkel cautions, conjuring visions of frozen Pentagon
computers, blinded telecom satellites, dead power plants, subways
grinding to a halt, exploding petrochemical installations. . ..”

—Jeff Stein, Washington Post

A %ood introduction to this esoteric but very serious national security
roblem, and citizens should read it. ... Theré is much to agree with in
larke’s analysis, mcludln? his description of the absorption of cyber

weapons into all aspects of military planning, his account of the sécret

cyber-arms race among nations, and his assessment of America’ cyber-
security weaknesses, especially in its privately owned critical infrastructure
sectors.” —Jack Goldsmith, The New Republic

[Clompelling. . . . [Clarke and Knake] argue with great force that our
electric grid and hanking system are vulnerable to a Cyber attack coming
from Tehran or Beijing or North Korea.” _

—James D. Zirin, HuffingtonPost.com
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To the late William Weed Kaufmann, who taught me and so many
others how to analyze national securty issues.
Richard Clarke

To my wife, Elizabeth, whose support knows no bounds. Andfor our
daughter, Charlotte, mayyou grow up in a more peaceful century.
Rob Knake
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vulnerable we are as a nation and as individuals to the vast and looming web of cyber
criminals. This is the first book about the war of the future—cyber war—and a convincing
argument that we may already be in peril of losing it.
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“Startling.” — MISHA GLENNY, FINANCIAL TIMES NEW APPENDIX
“Clarke and Knake are right to sound the alarm.” ON THE STUXNET
— GLENN HARLAN REYNOLDS, WALL STREETJOURNAL WORM

“Urgent policy prescriptions [wrapped] in easy-to-digest,
occasionally riveting, tales from the cyber-front.” — JEFF STEIN, WASHINGTON POST

“A good introduction to this esoteric but very serious national security problem,
and citizens should read it.” — JACK GOLDSMITH, NEW REPUBLIC

RICHARD A. CLARKE has served in the White House for Presidents Ronald Reagan,
George H. W. Bush, George W. Bush, and Bill Clinton, who appointed him as National
Coordinator for Security, Infrastructure Protection, and Counterterrorism. He teaches at
Harvard’s Kennedy School of Government, consults for ABC News, and is chairman of
Good Harbor Consulting. He is also the author of the national bestseller Your Government
Failed You: Breaking the Cycle of National Security Disasters.

ROBERT K. KNAKE, a recent international affairs fellow at the Council on Foreign Rela-
tions, holds a master’s degree in international security studies from Harvard’s Kennedy
School of Government and has written widely on security issues. He lives with his wife
and daughter in Washington, D.C.
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